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1. Executive Summary
Technology has developed at an unprecedented rate, creating challenges both for law-makers
and law-enforcers. Both the legal framework and law enforcement agencies must be able to
adapt to these rapidly evolving technologies to ensure abidance by the rule of law and the
safeguarding of fundamental human rights, especially in light of recent terrorist attacks.

The Comparative Analysis Report (CAR) presents a study of existing and proposed legislation
both at supra-national and international level in the field of law enforcement, supported by
scholarly works and reports, in an attempt to identify the legal implications, contained within
the Legal Requirements Report (LRR), underpinning the technical aspects of the RED-Alert
Project. It can be highlighted that unless the safeguards are provided in a sufficiently detailed
manner within a binding legal framework which provides a sufficient level of legal certainty as
well as sanction and dispute resolution mechanisms, then the timely access to and exchange
of personal data by law enforcement agencies across borders will remain an unregulated
reality.

This project has received funding from the European Union’s Horizon 2020
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2. Introduction
This section presents the scope of the current document, the methodology used to produce it
and the structure of the following sections, in order to provide an overview for reviewers.

2.1. Document Scope
This Comparative Analysis Report (CAR) presents a study of existing and proposed legislation
both at supra-national and international level. It is intended to be a foundation for further
discussion by subject-matter experts. The output of this report is simultaneously being
documented within D1.6 Public Wiki on relevant EU/national laws and regulations.

The present CAR undertakes an analysis of the following:
●

EU and International Laws relating to processing of personal data by LEAs;

●

Consortium wide Member State analysis of laws relating to processing of personal
data by LEAs;

●

Analysis of current exemptions/exceptions found in applicable case law regarding
processing of personal data by LEAs;

●

Brief study on US position regarding processing of personal data by LEAs.

The Legal Requirements Report (LRR) presents the legal requirements underpinning the
development of the RED Alert solution, with the aim of assisting members of the Consortium,
particularly developers and law enforcement agencies, to work within a privacy by design
methodology from the early stages of the Project as well as in the continued use of the
software. It is a list of requirements and constraints against which all processing operations are
to be measured and assessed.

2.2. Methodology
The task the CAR seeks to fulfil is to determine the legal principles that shall underpin the
technical specifications of the RED-Alert solution, as it will collate legislative developments
relating to privacy and processing of personal data within a law enforcement context and
works exploring such to ensure a comprehensive approach.

This project has received funding from the European Union’s Horizon 2020
research and innovation programme under grant agreement No 740688
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This CAR and subsequent promulgation of the LRR were carried out solely by legal experts
having the required knowledge in the field to be able to carry out the in-depth analysis needed
to fulfill such task. As a result, it was recognized that the fast rate of development of
technology has surpassed the promulgation of legislation which regulates it. Nevertheless, the
different legislative documents which exist, especially within the EU, create a patchwork
protective system for data made use of in technology. As a result, the current CAR involved a
documentary analysis of such legislation. Since the analysis found its basis primarily in
legislation, the source was freely accessible and in public domain.
The relevant legislation to which reference was made in the CAR and LRR are listed in the
following table:

Table of Legislation
No

Legislation

1

Council of Europe Recommendation R(87)15; Regulating the Use of Personal Data in the
Police Sector, 17th September 1987 – (R(87)/15)

2

European Parliament & Council Directive 95/46/EC on the protection of individuals with
regard to the processing of personal data and on the free movement of such data, 24 th
October 1995 – (Directive 95/46/EC)

3

European Council Decision 2008/633/JHA concerning access for consultation of the Visa
Information System (VIS) by designated authorities of Member States and by Europol
for the purposes of the prevention, detection and investigation of terrorist offences and
of other serious criminal offences, 23rd June 2008 – (Council Decision 2008/633/JHA)

4

European Council Framework Decision 2008/977/JHA on the protection of personal
data processed in the framework of police and judicial cooperation in criminal matters,
27th November 2008 – (Framework Decision 2008/977/JHA)

5

European Council Framework Decision 2009/315/JHA on the organization and content
of the exchange of information extracted from the criminal record between Member
States, 26th February 2009 – (Framework Decision 2009/315/JHA)

6

European Council Decision 2009/371/JHA establishing the European Police Office
(Europol), 6th April 2009 – (Council Decision 2009/371/JHA)

7

European Council Decision 2009/917/JHA on the use of information technology for
customs purposes, 30th November 2009 – (Council Decision 2009/917/JHA)

This project has received funding from the European Union’s Horizon 2020
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Table of Legislation
No

Legislation

8

European Parliament & Council Regulation (EU) 2016/679 on the protection of natural
persons with regard to the processing of personal data and on the free movement of
such data, and repealing Directive 95/46/EC (General Data Protection Regulation) –
(GDPR)

9

European Parliament & Council Directive (EU) 2016/680 on the protection of natural
persons with regard to the processing of personal data by competent authorities for the
purposes of the prevention, investigation, detection or prosecution of criminal offences
or the execution of criminal penalties, and on the free movement of such data, and
repealing Council Framework Decision 2008/977/JHA, 27th April 2016 – (Directive
2016/680)

10

Law no. 677/2001 on the protection of individuals with regard to the processing of
personal data and the free movement of such data, Romania – (Law no. 677/2001)

11

Romanian Law no. 682 of 28th November 2001 on the ratification of the Convention on
the protection of individuals with regard to automatic processing of personal data,
adopted in Strasbourg on the 28th January 1981

12

Romanian Law no.506/2004 on the processing of personal data and the protection of
privacy in the electronic communications sector, Published in the Official Journal of
Romania, Part I, no. 1101 of November 25th, 2004.

14

Order No. 52 dated April 18, 2002 on approving the minimum safety requirements for
personal data processing, issued by Romanian National Supervisory Authority For
Personal Data Processing

15

Order no. 75 of 4th of June 2002 laying down specific measures and procedures to
ensure a satisfactory level of protection of the rights of individuals whose personal data
are subject to processing, issued by Romanian National Supervisory Authority For
Personal Data Processing

16

Protection of Privacy Law, Israel

17

Royal Decree 1720/2007, Spain

18

Constitutional Law 15/1999 on Personal Data Protection, Spain

19

Act CXII of 2011 on Informational Self-Determination and the Freedom of Information,
Hungary

20

Data Protection Act, Chapter 440 of the Laws of Malta, Malta
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Table of Legislation
No

Legislation

21

Law on personal data protection of 08/07/2011, Moldova

22

Law regarding the 2013-2018 Strategy of Data Protection, Moldova

23

Data Protection Act 1998, United Kingdom
Table 1: Table of Legislation

Here it must be noted that the strategy adopted in the preparation of this CAR was that of an
exception-only basis, meaning that solely situations of derogations from the “norm” were
highlighted; the general assumption in all other cases is that the jurisdictions that were
considered for the purpose of this report were compliant and in line with the laws and
regulations listed earlier1. In this discussion, it is important to mention that the understanding
and analysis of such primary source of data, was complemented by a variety of literature of a
legal background.

The relevant literature to which reference was made in the CAR and LRR are listed in the
following table:

Table of Literature
No

Literature

1

Monika Kuschewsky and others, “Data Protection & Privacy: International Series”, Third
Edition, Thomson Reuters (Professional), UK Ltd, (2016).

2

European Parliament, Directorate-General for Internal Policies, “The US legal system on
data protection in the field of law enforcement. Safeguards, rights and remedies for EU
citizens”, Study for the LIBE Committee, (2015).

3

Court of Justice of the European Union, PRESS RELEASE No 54/14, “The Court of Justice
declares the Data Retention Directive to be invalid”, (2014).

4

OECD Guidelines, as accessed on http://oecdprivacy.org/#collection

5

Professor J.A. Cannataci & Dr M. M. Caruana, “Report:Recommendation R(87)15 –
Twenty-five years down the line”, PUPIE Project, (2013).
Table 2: Table of Literature

1

In this regard, please see Annex II which lists the relevant national legislation (and specific variations
from the norm) in relation to the principles analysed, and as linked to the respective LEAs forming part
of the RED-Alert Consortium
This project has received funding from the European Union’s Horizon 2020
research and innovation programme under grant agreement No 740688
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The methodology adopted also allows the fulfilment of the corresponding D.1.6 Public Wiki on
relevant EU/national laws and regulations, wherein once any RED-Alert specific content has
been redacted, the output of the CAR will be documented therein.
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2.3. Document Structure
The present CAR delves into the notions relevant to data processing of personal data and
draws conclusions from such specifically in relation to the processing of personal data within a
law enforcement scenario. The main points of focus in this exercise include the following:


General Overview
o General Overview of Data Protection and Law Enforcement Agencies
o Data Protection Directive 95/46/EC
o GDPR
o CoE Recommendation R(87)15
o Directive 2016/680
o Processing of Personal Data & Data Retention
 Definitions
o Personal Data
o Sensitive Personal Data
o Data Controller & Processor
o Processing
o Anonymization/Pseudonymization
 Data Protection Principles
o Collection Limitation Principle
o Data Quality Principle
o Purpose Specification Principle
 Data Subject Rights
o Right of Access
o Right to Rectification and Erasure
 Other Rights
o Right to Object
o Right to data portability & Right to restriction of processing
 Data Transfer
 Notification Obligations
 Other Obligations
o Security
o Record-keeping & Logging
o Data Protection Impact Assessments & Consultation with DPAs
 Derogations
 U.S. Perspective
The present LRR is composed of the following points:









Collection of Data
Storage of Data
Use of Data
Communication of Data
Rights of Data Subjects
o Right of Notification
o Right of Access
o Right of Rectification or Erasure of Personal Data & Restriction of Processing
Data Protection by design and by default
Security of Processing of Data
This project has received funding from the European Union’s Horizon 2020
research and innovation programme under grant agreement No 740688
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Data Protection Impact Assessment & Data Protection Officer
Record-keeping & Logging
o Consultation & Cooperation with DPAs
o Relationship between Controller, Joint Controller & Processor

This project has received funding from the European Union’s Horizon 2020
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3. General Overview
This document shall first provide an overview of current applicable laws relating to the general
processing of personal data, most notably Directive 95/46/EU and the forthcoming GDPR, with
special emphasis on how these general laws relate to the processing of personal data by law
enforcement agencies through the application of the principles and exceptions found therein.
One will immediately notice, however, that these two laws do not provide sufficient guidance
in relation to the specific processing of personal data within a law enforcement scenario. In
this light, further guidance needs to be sought through other published material including
guidelines, but most especially work undertaken by the Council of Europe, most notably
Recommendation (87)15, which is geared towards interpreting and applying general data
protection principles within a law enforcement scenario. In fact, some countries have
transposed into their national legislation the recommendations found in R(87)15. These
recommendations should always be read in conjunction with the general principles of data
protection law as enshrined in the Directive 95/46/EU and the GDPR.

Intrinsically, the processing of personal data by law enforcement agencies is indeed required in
order to assist and enable the police to carry out lawful investigations. Applicable laws, in fact,
recognize, through the adoption of a number of exceptions to the general data protection
principles, situations where processing of personal data by law enforcement agencies are
allowed in light of matters such as national security, prevention and detection of crimes and
similar matters. This does not mean, however, that law enforcement agencies are given a form
of carte blanche to carry out indiscriminate and voluminous processing of personal data
without any form of control or supervision. The increased dependency on technology, the
ubiquitous nature of the Internet and the development of social media have not only provided
law enforcement agencies with technological tools to make their work more efficient but also
provided to the police a landscape within which huge amounts of personal data can be
collected, even unbeknown to the data subjects, which makes an analysis of current rules even
more important at this juncture. R(87)15 has arisen as the focal point in relation to the
application of general data protection rules within law enforcement agencies’ processing of
personal data, and the recommendations contained therein, for the purpose of this CAR shall
be considered of utmost importance.

This project has received funding from the European Union’s Horizon 2020
research and innovation programme under grant agreement No 740688
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The delicate balancing act between the right to privacy and the role played by the law
enforcement agencies in carrying out their duties, is not something new. However, as already
explained, the rise of technology has rendered this balancing act even more difficult. This CAR
will also look at how the Court of Justice of the EU has considered those situations where the
processing of personal data by law enforcement agencies should not come at the expense of
fundamental privacy rights. Such balancing acts should be kept at the forefront of this CAR,
especially in light of the pronouncements by the highest European courts which effectively
declared the EU Data Retention Directive as being null and void.

Whilst the scope of this CAR is to analytically compare the state of European Union laws in
relation to processing of personal data by the police, extending such research into the
legislative work carried out by the Council of Europe in the past 25 years is indeed essential.
The scope of this CAR is not to assess R(87)15 in a vacuum but to apply it within the state of
the art legislative development with the European Union. Throughout the past few years,
detailed academic research has already been commissioned and carried out with respect to
R(87)15. For the purposes of completeness, one of the latest research works in relation to
same2 is being annexed hereto. The annexed study not only draws upon the general principles
contained in R(87)15, but also provides a snapshot of national legislative intervention
reflecting the principles emanating from R(87)15.

3.1. General Overview of Data Protection and Law Enforcement
Agencies
Data privacy in the European Union symbolizes one of the first forays in human rights
protection. In the early efforts to govern privacy, the focus of data protection laws was of
large-scale data collection by the government and resource-rich private actors engaged in data
processing. Under national laws, law enforcement agencies were generally not permitted to
have access to records of other government agencies and any other information-gathering
activities employed by the law enforcement were regulated under laws other than those
relating to data privacy.

However, in the past 40 years since the first steps taken in data protection regulation, there
has been development which has radically changed the landscape of data privacy and law

2

Professor J.A. Cannataci & Dr M. M. Caruana, “Report:Recommendation R(87)15 – Twenty-five years
down the line”, PUPIE Project.
This project has received funding from the European Union’s Horizon 2020
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enforcement – technology. With an increasingly data-rich lifestyle, the surrounding
environment also changed into an information-rich environment, which exponentially
increased the risk of intrusion by governments into private lives.

Technology has developed at an unprecedented rate, creating challenges both for law-makers
and law-enforcers. Both the legal framework and law enforcement agencies must be able to
adapt to these rapidly evolving technologies to ensure abidance by the rule of law and the
safeguarding of fundamental human rights, especially in light of recent terrorist attacks. As a
result of the latter, cooperation, including data sharing, in relation to criminal matters has
intensified within the field of law enforcement, yet it is of utmost importance that these data
processing activities still abide by the data protection legal framework in place today, most
especially the data protection principles underlying such.

3.2. Data Protection Directive 95/46/EC
Directive 95/46/EC on the protection of individuals with regard to the processing of personal
data and on the free movement of such data was adopted by the European Union in 1995, in
a bid to protect the privacy and protection of all personal data collected for or about citizens
of the EU, whilst seeking to harmonize the data protection laws of Member States.

Directive 95/46/EU finds its basis in recommendations first proposed by the Organisation for
Economic Co-operation and Development's (OECD), founded on the following principles:

●

Subjects whose data is being collected should be given notice of such collection;

●

Subjects whose personal data is being collected should be informed as to the party
or parties collecting such data;

●

Once collected, personal data should be kept safe and secure from potential abuse,
theft, or loss;

●

Personal data should not be disclosed or shared with third parties without consent
from its subject(s);

●

Subjects should be granted access to their personal data and allowed to correct any
inaccuracies;

●

Data collected should be used only for stated purpose(s) and for no other purposes;

●

Subjects should be able to hold personal data collectors accountable for adhering to
all seven of these principles.

This project has received funding from the European Union’s Horizon 2020
research and innovation programme under grant agreement No 740688
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It is important to note that the Directive does not apply in two scenarios – firstly, where the
activities in question are outside the scope of Community law (these include "processing
operations concerning public security, defence, State security and the activities of the State in
criminal law") and also where the processing is carried out by an individual engaged in "purely
personal or household activity".

As highlighted above, the Directive sought to achieve a degree of harmonization by requiring
the Member States to enact laws that govern the processing of personal data which satisfy
minimum standards, such as principles relating to data quality as well as other rules regulating
the lawfulness of the processing of personal data. Therefore, although the details of the
national laws on data protection vary, Directive 95/46/EU outlines the basic parameters within
which these laws operate.

3.3. GDPR
After over four years of discussion, the new EU data protection framework was adopted on 8
April 2016 and it will replace the current Data Protection Directive and will be directly
applicable in all Member States without the need for implementing national legislation. Whilst
the principles of the Directive 95/46/EU remain sound, it has not prevented fragmentation in
the implementation of data protection across the European Union. Legal uncertainty prevails
and a widespread public perception that significant risks to the protection of natural persons
exists, in particular, those relating to online activities.

Differences in the level of protection of the rights and freedoms of persons, including the right
to the protection of personal data, prevented the free flow of personal data throughout the
European Union. It is against this backdrop that the GDPR aims to ensure a consistent level of
protection for persons throughout the European Union and prevent differences affecting the
free movement of personal data within the same Union. By virtue of the GDPR, itself being a
regulation and therefore directly applicable to each Member State of the Union, legal certainty
and transparency should be provided for.

Whilst the GDPR applies in relation to any processing of personal data in the context of the
activities of an establishment of a data controller or a data processor, regardless of whether
the processing itself takes place within the European Union, the GDPR also establishes certain
exclusions, meaning that in any one of such exclusions, the GDPR is not applicable. Specifically,
the GDPR does not apply to issues of protection of fundamental rights and freedoms or the
This project has received funding from the European Union’s Horizon 2020
research and innovation programme under grant agreement No 740688
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free flow of personal data related to activities which fall outside the scope of European Union
law, such as activities concerning national security.

The protection of persons with regard to the processing of personal data by competent
authorities for the purposes of the prevention, investigation, detection or prosecution of
criminal offences or the execution of criminal penalties, including the safeguarding against and
the prevention of threats to public security and the free movement of such data, is the subject
of Directive 2016/680, which provides that the principles of data protection do apply to any
information concerning any identified or identifiable natural person. However, the principles
of data protection do not apply to anonymous information or to personal data rendered
anonymous in such a manner that the data subject is no longer identifiable.

The GDPR re-affirms that any processing of personal data should be lawful and fair.
Furthermore, the purposes for which personal data are processed should be specified, explicit,
and legitimate. Personal data should also be adequate, relevant and limited to what is
necessary for the purposes for which they are processed, whilst kept in an accurate form and,
where necessary, up to date. Personal data should also be kept in a form which permits
identification of data subjects for no longer than is necessary for the purposes for which they
are processed, and should be processed in a manner that ensures appropriate security of the
personal data, including protection against unauthorised or unlawful processing and against
accidental loss, destruction or damage, using appropriate technical or organisational
measures.

Data subjects should have the right not to be subject to a decision evaluating personal aspects
relating to him or her which is based solely on automated processing and which produces
adverse legal effects concerning, or significantly affects, him or her. In any case, such
processing should be subject to suitable safeguards, including the provision of specific
information to the data subject and the right to obtain human intervention, in particular to
express his or her point of view, to obtain an explanation of the decision reached after such
assessment or to challenge the decision.

In order to enable him or her to exercise his or her rights, any information to the data subject
should be easily accessible, including on the website of the controller, and easy to understand,
using clear and plain language. Such information should be adapted to the needs of vulnerable
persons such as children.
This project has received funding from the European Union’s Horizon 2020
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Modalities should be provided for facilitating the exercise of the data subject's rights, including
mechanisms to request and, if applicable, obtain, free of charge, in particular, access to and
rectification or erasure of personal data and restriction of processing. The controller should be
obliged to respond to requests of the data subject without undue delay, unless the controller
applies limitations to data subject rights. Moreover, if requests are manifestly unfounded or
excessive, such as where the data subject unreasonably and repetitiously requests information
or where the data subject abuses his or her right to receive information, for example, by
providing false or misleading information when making the request, the controller should be
able to charge a reasonable fee or refuse to act on the request.

3.4. CoE Recommendation R(87)15
In 1981, the Convention for the Protection of Individuals with regard to Automatic Processing
of Personal Data (Convention 108) created a degree of ambiguity by virtue of a derogation
from the data protection principles it established. The discussion arose because the derogation
concerned security purposes – as a result, between 1984-1986, the CoE’s Project Group on
Data Protection developed the CoE Recommendation No. R(87)15 regulating the use of
Personal Data in the Police Sector (R(87)15) which explicitly subjected police data to the same
data protection regime as other personal data.

Going against the grain, R(87)15 also saw the introduction of purpose specification in data
processing in the police sector, therefore establishing that the notion of requiring a distinct
purpose for collection and processing of data is a requirement even in the field of law
enforcement.

Despite it being solely a Recommendation, reference to R(87)15 was made within the
Schengen Agreement and the Treaty of Amsterdam, and also in Recommendation 1181 (1992)
on police co-operation and protection of personal data in the police sector. Several experts
have suggested “that the provisions of the Recommendation constitute an inalterable
necessary minimum”3.

R(87)15 was a momentous document but during the thirty years since the its promulgation,
there have been major societal and sectoral changes, which seem to highlight that it is no

3

CoE’s Project Group on Data Protection developed the CoE Recommendation (CJ-PD(93)48).
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longer a proportionate response to the amount of processing being carried out and the
increasing risks of such. Nevertheless, in the use of personal data in the field of law
enforcement, R(87)15 still today remains the main source of regulating the sector.

R(87)15 enters into many principles now adopted and developed in the current legal
framework, such as:

-

Control and notification

Data protection authorities or commissioners play a central role in the framework of domestic
data protection laws, and the field of law enforcement should be no exception. Supervisory
authorities are empowered to examine proposed methods of data collection to see whether
they would escape the Principles in R(87)15. In addition, LEAs are obliged to notify their
automated files to the supervisory authority and to specify details concerning each automated
file.

-

Collection of data

This principle excludes an open-ended, indiscriminate collection of data by the police by
limiting the collection of personal data to such as are necessary for the prevention of a real
danger or the suppression of a specific criminal offence, unless domestic law clearly authorizes
wider police powers to gather information. Furthermore, it is established that collection of
sensitive personal data should be limited – in no circumstances should such data be collected
simply in order to allow the police to compile a file of information of certain minority groups,
for example.

-

Storage of data

This addresses the requirements of accuracy and storage limitation, underlining the necessity
that when collected, personal data will subsequently be subject to a decision concerning their
storage. A system of data classification is also encouraged, recommending that data collected
for different purposes should be kept separate.

-

Use of data by the Police

This establishes the notion of finality in that personal data collected for the prevention and
suppression of criminal offences or for the maintenance of public order must only be used for
those purposes.

This project has received funding from the European Union’s Horizon 2020
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-

Communication of data

Communication of data is common to the majority of data processing activities, but in the field
of law enforcement, this is most often detrimental. In this regard, a distinction is made
between communications of data and this on the basis of the identity of the recipient. Transfer
of data within the police sector is made conditional on the receiving LEA possessing a
legitimate interest in obtaining the data, whilst in communications to public and private bodies
requires either an authorization by a supervisory authority or a clear legal authorization by
magistrate. Moreover, it should be noted that communication of data to foreign authorities
should be restricted to police bodies, and this is permitted only where there exists a clear legal
provision allowing it or where it is necessary for the prevention of a serious and imminent
danger or necessary for the suppression of a serious criminal offence under ordinary law.

-

Publicity, right of access to police files, right of rectification and right of appeal

This Principle establishes that the public should be informed of the existence of police files in
regard to the rights of such individuals and that this task is in the hands of the supervisory
authority. Furthermore, individuals should be able to direct an access request to a police file to
a controller of the file. Where data have been shown to be inaccurate as a result of the
exercise of the right of access or found to be inaccurate, irrelevant or excessive as a result of
the application of other principles. In addition, refusal or restriction of rights of data subjects
must be motivated in writing and in such case, the data subject should be told of his right to
appeal.

-

Length of storage and updating of data

It is essential that periodic reviews of police files are undertaken to ensure that they are
purged of superfluous or inaccurate data and kept up to date.

-

Data security

This principle reflects that the supervisory authority should ensure that only specifically
authorized personnel have access to terminals and that communications of data carried out
pursuant to request
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Nevertheless, it has been said that “Even with greater harmonization of legislation, it is likely
that national interpretations and enforcement practices would remain divergent, because of
the principle-based style of R(87)15. Open textured norms and broad concepts in the style of
general clauses (such as the legitimate interest test”), will inevitably be interpreted and
applied differently against a backdrop of different legal cultures and traditions”4.

3.5. Directive 2016/680
Initially proposed in 2012 as part of the Data Protection Reform Package launched by the EU
Commission, Directive 2016/680 on the protection of natural persons with regard to the
processing of personal data by competent authorities for the purposes of the prevention,
investigation, detection or prosecution of criminal offences or the execution of criminal
penalties and on the free movement of such data was adopted in April 2016 as a replacement
to Council Framework Decision 2008/977/JHA.

The Directive seeks to ensure a high level of data protection while also ensuring that same
does not inhibit the free flow of data in the realm of the investigation and prosecution of
crime. Directive 2016/680 attempts to harmonise the laws in the Member States in respect of
the exchange of information between police and judicial authorities, whilst leaving discretion
in specific areas (for example, penalties for breach of the Directive) in order to respect the
different legal traditions of the Member States. The Directive applies to both cross-border and
domestic processing of personal data and it aims to improve cooperation of the Member
States in the fight against terrorism and other serious crime across the EU, in that, it
guarantees that personal data transferred outside the EU by criminal law enforcement
authorities will be adequately protected.

Nevertheless the true effect of Directive 2016/680 is yet to be seen as Member States must
adopt any relevant legislative acts for compliance with the Directive by 6 May 2018.

3.6. Processing of Personal Data & Data Retention
Following the 2005 London bombings, a great need was felt to facilitate cooperation between
LEAs in criminal investigations, and in response, Directive 2006/24/EC was passed by the EU in
2006. This Data Retention Directive obliged providers of electronic communications services

4
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and networks to keep traffic data (including information which allows identification of
originator and recipient of phone calls and emails) for a period of six months to two years, and
that such data be made available to national police, and therefore also shared with foreign
police bodies, in accordance with national laws. This measure was thought to aid police
authorities as the data would be available for the purpose of the prevention, investigation,
detection and prosecution of serious crime, specifically organised crime and terrorism.

However, in April 2014, the CJEU invalidated the Data Retention Directive in the joined cases
C-293/12 and C-594/12 Digital Rights Ireland and Seitlinger and Others, on the basis that
“requiring the retention of those data and by allowing the competent national authorities to
access those data, the Directive interferes in a particularly serious manner with the
fundamental rights to respect for private life and to the protection of personal data.”5 The
decision was based on a variety of factors, including the fact that the Directive covers all traffic
data without any differentiation, limitation or exception and that the Directive fails to lay
down objective criteria in relation to purpose limitation.

Nevertheless, it is important to note the reasoning of the Court in relation to the right of police
data processing:

“As regards the question of whether the retention of data is appropriate for attaining
the objective pursued by Directive 2006/24, it must be held that, having regard to the
growing importance of means of electronic communication, data which must be
retained pursuant to that directive allow the national authorities which are competent
for criminal prosecutions to have additional opportunities to shed light on serious crime
and, in this respect, they are therefore a valuable tool for criminal investigations.
Consequently, the retention of such data may be considered to be appropriate for
attaining the objective pursued by that directive. [49]
As regards the necessity for the retention of data required by Directive 2006/24, it
must be held that the fight against serious crime, in particular against organised crime
and terrorism, is indeed of the utmost importance in order to ensure public security
and its effectiveness may depend to a great extent on the use of modern investigation
techniques. However, such an objective of general interest, however fundamental it

5

Court of Justice of the European Union, PRESS RELEASE No 54/14, “The Court of Justice declares the
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may be, does not, in itself, justify a retention measure such as that established by
Directive 2006/24 being considered to be necessary for the purpose of that fight. [51]”
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4. Definitions
In order to undertake an in-depth study of the rules which regulate this field, it is
indispensable to first understand the core definitions of the notions which are the central
focus of the legislative documents.

4.1. Personal Data
Throughout the majority of the legislative documents, the following is used as a baseline
definition of personal data:

Any information relating to an identified or identifiable individual.

Recommendation R(87)15 further qualifies this definition with the addition of “An individual
shall not be regarded as “identifiable” if identification requires an unreasonable amount of
time, cost and manpower”.6 This qualification plays a significant role in regard to RED-Alert,
especially in light of the use of fake profiles on social media, which may make the identification
of the individual difficult. The identification process here would fulfill this ‘maximum-limit’
criteria.

As data privacy laws evolved, the understanding of what constitutes an identifiable person
gradually expanded in tandem, as is evident in Directive 95/46/EC, which provided the
following clarification:

An identifiable person is one who can be identified, directly or indirectly, in particular
by reference to an identification number or to one or more factors specific to his
physical, physiological, mental, economic, cultural or social identity7.

This added clarification was adopted almost word for word in subsequent data protection
legislative documents. Particular reference is made to the GDPR (which will come into force in
May 2018), which made the addition of ‘genetic’ as an identifying factor8 within the above

6

Appendix to Recommendation No.R(87)15
Article 2, Directive 95/46/EC
8
Article 4, GDPR
7
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clarification; and also Directive 2016/680 which amended the clarification in the following
manner:

An identifiable natural person is one who can be identified, directly or indirectly, in
particular by reference to an identifier such as a name, an identification number,
location data, an online identifier or to one or more factors specific to the physical,
physiological, genetic, mental, economic, cultural or social identity of that natural
person9.

The Israeli Protection of Privacy Law takes a slightly different approach in the definition of
data, in the sense that it is defined as ‘details regarding a person’s personality, personal status,
private status, private affairs, state of health, economic situation, professional qualifications,
opinions and faith’10. This definition has been interpreted by the Israeli Supreme Court as
including other forms of personal information, such as an individual’s national identification
document number, telephone number and address, IP addresses and bank account data, and
also digitized images of the interior of one’s property.

In a similar light, the Spanish LOPD takes a more generic and all-encompassing stance in that
personal data is defined as ‘any numerical, alphabetical, graphic, photographic or acoustic
information, or any other type of data concerning natural persons who are identified or
identifiable. An identifiable person is considered to be any natural person whose identity may
be determined, directly or indirectly, through any information referring to his/her physical,
psychological, economic, cultural and social identity without that identification requiring a
disproportionate time-frame or activity. Data such as the IP address of an internet connection
or any other unique identifier of an individual is considered as personal data.11’

In an even broader manner, the UK Data Protection Act defines personal data as ‘data which
relates to a living individual who can be identified either from that data or from a combination
of said data and other information which is in the possession of or is likely to come into the
possession of the data controller.’

12

Nevertheless, it seems that no definitive test on

interpretation has been applied by the UK Courts.

9

Article 3, Directive 2016/680
Yoheved Novogroder-Shoshan, Data Protection & Privacy: International Series, third Edition, Thomson Reuters,
2016.
11
Alejandro Padin Vidal, Data Protection & Privacy: International Series, third Edition, Thomson Reuters, 2016.
12
Article 1, Part 1, Data Protection Act 1998
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“An individual shall not be regarded as “identifiable” if identification requires an unreasonable
amount of time, cost and manpower”

4.2. Sensitive Personal Data
Also referred to as special categories of data, this type of data is most often prohibited from
any form of processing due to its sensitive nature, and is limited to the following:

Personal data revealing racial or ethnic origin, political opinions, religious or
philosophical beliefs, trade-union membership, and […] data concerning health or sex
life13

The GDPR amended this definition to include ‘genetic data, biometric data for the purposes of
uniquely identifying a natural person, data concerning health or data concerning a natural
person’s sex life or sexual orientation’14.

In a similar light, the Romanian Law no. 677/2001 also includes ‘general identification data’
within its definition of sensitive data15. In addition to the information included within the
definition of ‘data’, the definition of sensitive personal data within the Israeli Protection of
Privacy Law includes ‘other information deemed to be sensitive by order of the Minister of
Justice with approval from the Constitution, Law and Justice Committee of the Knesset and the
Israeli Parliament’. However, no such order seems to have yet been issued. It is to be noted
that this category would cease to exist once the proposed Protection of Privacy Law
(Reduction of Registration Requirements and Establishment of Obligation to Maintain
Management Procedures, Work Process and Documentation) 2012 is approved and comes
into force.

In this discussion it is important to highlight that the Israeli Data Possession Regulations also
create another category of data referred to as ‘restricted data’, which includes any data
relating to an individual’s health, databases related to money laundering, foreign affairs, law

13

Article 8(1), Directive 95/46/EC
Article 9(1), GDPR
15
Article 7, Law no. 677/2001
14

This project has received funding from the European Union’s Horizon 2020
research and innovation programme under grant agreement No 740688

Page 29 of 85

D1.5 Review of relevant EU/national laws and regulations

enforcement, taxation and security and any other data deemed “restricted” by an order of the
Minister of Justice.16
“genetic data, biometric data for the purposes of uniquely identifying a natural person, data
concerning health or data concerning a natural person’s sex life or sexual orientation”

4.3. Data Controller & Processor
Where data processing operations are undertaken, it is of utmost importance to identify who
is the data controller of that operation. In basic terms, a data controller is

The natural or legal person, public authority, agency or any other body who is
competent according to the national law to decide what should be the purpose of the
automated data file, which categories of personal data should be stored and which
operations should be applied to them

Directive 95/46/EC further qualifies this definition by introducing the scenario where there is
more than one controller, with the terms ‘[…] other body which alone or jointly with others
determines the purposes…’17

It is noteworthy to mention that in Moldova, it seems that law enforcement authorities have
been deemed to be data controllers only since 2008, as prior to this, they fell within the
definition of ‘recipient’ of data.

Similarly and tied to the notion of controller is that data processor, which means

a natural or legal person, public authority, agency or any other body which processes
personal data on behalf of the controller18.

16

Yoheved Novogroder-Shoshan, Data Protection & Privacy: International Series, third Edition, Thomson Reuters,
2016.
17
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18
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4.4. Processing
Perhaps the most important definition is that of data processing which establishes the
underlying action of the regulation. In the majority of the legislative documents, processing is
defined as

Any operations or set of operations which is performed upon personal data, whether or
not by automatic means, such as collection, recording, organization, storage or
alteration, retrieval, consultation, use, disclosure by transmission, dissemination or
otherwise making available, alignment or combination, blocking, erasure or
destruction

In this regard however, it is important to note the approach adopted by virtue of the
Hungarian Data Protection Act, wherein any processing carried out by data controllers is
referred to as ‘data controlling’. This definition incorporates any and all actions carried out on
personal data, and whilst basing itself on the definition above, also includes the ‘blocking of
data from further use, photographing, sound and video recording and the recording of physical
attributes for identification purposes’. On the other hand, this legislative document restricts
the term ‘data processing’ to the ‘execution of technical operations involved in data control,
irrespective of the method and instruments employed for such operations and the venue where
it takes place, provided that such technical operations are carried out on the data’19.

4.5. Anonymization/Pseudonymization

Growing in importance in recent years, the notion of anonymization is best explained in one of
the earliest use of such a term, within the Council Decision 2008/977, wherein it is stated that:

‘to make anonymous’ means to modify personal data in such a way that details of
personal or material circumstances can no longer or only with disproportionate
investment of time, cost and labour be attributed to an identified or identifiable
natural person20

19
20
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The Moldovan Law on personal data protection of 08/07/2011 makes use of the same
definition but the term ‘depersonalization of data’ is used instead of anonymization.

More recently, in the GDPR, the term pseudonymisation is used, which is defined as

The processing of personal data in such a manner that the personal data can no longer
be attributed to a specific data subject without the use of additional information,
provided that such additional information is kept separately and is subject to
technical and organisational measures to ensure that personal data are not attributed
to an identified or identifiable natural person21

21

Article 4, GDPR
This project has received funding from the European Union’s Horizon 2020
research and innovation programme under grant agreement No 740688

Page 32 of 85

D1.5 Review of relevant EU/national laws and regulations

5. Data Protection Principles
As established under the Directive 95/46/EC, the data protection principles underlying the
majority of current legislation on data protection are the following:

1. Personal data must be:
(a) processed fairly and lawfully;

(b) collected for specified, explicit and legitimate purposes and not further processed
in a way incompatible with those purposes. Further processing of data for historical,
statistical or scientific purposes shall not be considered as incompatible provided that
Member States provide appropriate safeguards;

(c) adequate, relevant and not excessive in relation to the purposes for which they are
collected and/or further processed;

(d) accurate and, where necessary, kept up to date; every reasonable step must be
taken to ensure that data which are inaccurate or incomplete, having regard to the
purposes for which they were collected or for which they are further processed, are
erased or rectified;

(e) kept in a form which permits identification of data subjects for no longer than is
necessary for the purposes for which the data were collected or for which they are
further processed. Member States shall lay down appropriate safeguards for personal
data stored for longer periods for historical, statistical or scientific use.

The GDPR adopts these principles almost lock, stock and barrel, with minor but influential
additions:

1. Personal data shall be:

(a) processed lawfully, fairly and in a transparent manner in relation to the data
subject (‘lawfulness, fairness and transparency’);
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(b) collected for specified, explicit and legitimate purposes and not further processed
in a manner that is incompatible with those purposes; further processing for archiving
purposes in the public interest, scientific or historical research purposes or statistical
purposes shall, in accordance with Article 89(1), not be considered to be incompatible
with the initial purposes (‘purpose limitation’);

(c) adequate, relevant and limited to what is necessary in relation to the purposes for
which they are processed (‘data minimisation’);

(d) accurate and, where necessary, kept up to date; every reasonable step must be
taken to ensure that personal data that are inaccurate, having regard to the purposes
for which they are processed, are erased or rectified without delay (‘accuracy’);

(e) kept in a form which permits identification of data subjects for no longer than is
necessary for the purposes for which the personal data are processed; personal data
may be stored for longer periods insofar as the personal data will be processed solely
for archiving purposes in the public interest, scientific or historical research purposes
or statistical purposes in accordance with Article 89(1) subject to implementation of
the appropriate technical and organisational measures required by this Regulation in
order to safeguard the rights and freedoms of the data subject (‘storage limitation’);

(f) processed in a manner that ensures appropriate security of the personal data,
including protection against unauthorised or unlawful processing and against
accidental loss, destruction or damage, using appropriate technical or organisational
measures (‘integrity and confidentiality’).

2.

The controller shall be responsible for, and be able to demonstrate compliance

with, paragraph 1 (‘accountability’).

5.1. Collection Limitation Principle
This core data protection principle mainly means that there should be limits to the collection
of personal data and any such data should be obtained by lawful and fair means, and where
appropriate, with the knowledge or consent of the data subject22.

22
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In this regard, it is important to make mention of sensitive personal data, wherein in the
majority of the legislative documents, the processing of such a special category of data is
prohibited. However this prohibition is subject to a variety of exceptions.

R(87)15, for example stipulates that the processing of such category of data ‘may only be
carried out if absolutely necessary for the purposes of a particular inquiry’23. Reference here
must be made to the Explanatory Memorandum to Recommendation R(87)15, which clarifies
that “in no circumstances should such data be collected simply in order to allow the police to
compile a file on certain minority groups whose behavior or conduct is within the law. The
collection of such data should only be authorized if “absolutely necessary for the purposes of a
particular inquiry”. The expression “a particular inquiry” should be seen as a general limitation:
such an inquiry should be based on strong grounds for believing that serious criminal offences
have been or may be committed. The collection of sensitive data in such circumstances should,
moreover, be “absolutely necessary” for the needs of such inquiries.”

Similarly, Council Decision 2008/977/JHA allows the processing of sensitive personal data only
‘where this is strictly necessary and when the national law provides adequate safeguards’24.

Perhaps the most common list of exceptions is that as established in terms of Directive
95/46/EU where it is established that this prohibition shall not apply where:

(a) the data subject has given his explicit consent to the processing of those data,
except where the laws of the Member State provide that the prohibition referred to in
paragraph 1 may not be lifted by the data subject's giving his consent; or

(b) processing is necessary for the purposes of carrying out the obligations and
specific rights of the controller in the field of employment law in so far as it is
authorized by national law providing for adequate safeguards; or

(c) processing is necessary to protect the vital interests of the data subject or of
another person where the data subject is physically or legally incapable of giving his
consent; or

23
24
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(d) processing is carried out in the course of its legitimate activities with appropriate
guarantees by a foundation, association or any other non-profit-seeking body with a
political, philosophical, religious or trade-union aim and on condition that the
processing relates solely to the members of the body or to persons who have regular
contact with it in connection with its purposes and that the data are not disclosed to a
third party without the consent of the data subjects; or

(e) the processing relates to data which are manifestly made public by the data
subject or is necessary for the establishment, exercise or defence of legal claims.25

The GDPR has added onto this main list of exceptions, including the following:

(f) processing is necessary for the establishment, exercise or defence of legal claims or
whenever courts are acting in their judicial capacity;

(g) processing is necessary for reasons of substantial public interest, on the basis of
Union or Member State law which shall be proportionate to the aim pursued, respect
the essence of the right to data protection and provide for suitable and specific
measures to safeguard the fundamental rights and the interests of the data subject;

(h) processing is necessary for the purposes of preventive or occupational medicine,
for the assessment of the working capacity of the employee, medical diagnosis, the
provision of health or social care or treatment or the management of health or social
care systems and services on the basis of Union or Member State law or pursuant to
contract with a health professional and subject to the conditions and safeguards
referred to in paragraph 3;

(i) processing is necessary for reasons of public interest in the area of public health,
such as protecting against serious cross-border threats to health or ensuring high
standards of quality and safety of health care and of medicinal products or medical
devices, on the basis of Union or Member State law which provides for suitable and
specific measures to safeguard the rights and freedoms of the data subject, in
particular professional secrecy;
25
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(j) processing is necessary for archiving purposes in the public interest, scientific or
historical research purposes or statistical purposes in accordance with Article 89(1)
based on Union or Member State law which shall be proportionate to the aim pursued,
respect the essence of the right to data protection and provide for suitable and specific
measures to safeguard the fundamental rights and the interests of the data subject.26

In a similar fashion, Directive 2016/680 prohibits the processing of sensitive personal data, yet
Here, the processing of such data is permitted only where authorized by Union or national law;
to protect the vital interests of the data subject or of another natural person; or where such
processing relates to data which are manifestly made public by the data subject27.

Keeping strictly with the underlying notions of the collection limitation principles, Framework
Decision 2009/917/JHA specifically lists the types of data that need to be collected – in fact the
terms “the items of information in respect of persons shall comprise no more than…”28. It must
also be noted that no exception for the processing of sensitive data exists within said
legislative document.

“there should be limits to the collection of personal data and any such data should be obtained by
lawful and fair means, and where appropriate, with the knowledge or consent of the data
subject”

26

Article 9, GDPR
Article 10, Directive 2016/680
28 Article 4, Framework Decision 2009/917/JHA
27
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5.2. Data Quality Principle
This core data protection principle means that personal data should be relevant to the
purposes for which they are to be used, and, to the extent necessary for those purposes,
should be accurate, complete and kept up-to-date29.

In relation to the use of data in the police sector, for example, R(87)15 further qualifies this
principle by establishing that

As far as possible, the different categories of data stored should be distinguished in
accordance with their degree of accuracy or reliability and, in particular data based on
facts should be distinguished from data based on opinions or personal assessments30.

“personal data hould be relevant to the purposes for which they are to be used, and, to the extent
necessary for those purposes, should be accurate, complete and kept up-to-date”

5.3. Purpose Specification Principle
This core data protection principle states that the purposes for which data are collected should
be specified not later than at the time of data collection and the subsequent use limited to the
fulfillment of those purposes or such others as are not incompatible with those purposes, and
as are specified on each occasion of change of purpose31.

There are various approaches that can be taken in compliance with this principle, as observed
within R(87)/15, for example. Here it is established that:

Measures should be taken so that personal data kept for police purposes are deleted if they
are no longer necessary for the purposes for which they are stored.

29

OECD Guidelines, as accessed on http://oecdprivacy.org/#collection
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31
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30
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For this purpose, consideration shall in particular be given to the following criteria: the
need to retain data in the light of the conclusion of an inquiry into a particular case; a
final judicial decision, in particular an acquittal; rehabilitation, spent convictions,
amnesties, the age of the data subject, particular categories of data.
Rules aimed at fixed storage periods for the different categories of personal data as well as
regular checks on their quality should be established in agreement with the supervisory
authority or in accordance with domestic law.32

Other legislative documents, such as Framework Decision 2009/371/JHA and Council Decision
2008/977/JHA, amongst others, set out specific time limits33 for the retention of the data
subject to certain exceptions or review obligations. In a slightly different manner, the Directive
95/46/EC introduced the notion of anonymization wherein:

Personal data must be kept in a form which permits identification of data subjects for no
longer than is necessary for the purposes for which the data were collected or for which
they are further processed. Member States shall lay down appropriate safeguards for
personal data stored for longer periods for historical, statistical or scientific use.34

Council Decision 2008/977/JHA also lays down additional criteria in this regard:

1. Personal data shall be rectified if inaccurate and, where this is possible and
necessary, completed or updated;

2. Personal data shall be erased or made anonymous when they are no longer
required for the purposes for which they were lawfully collected or are lawfully
further processed. Archiving of those data in a separate data set for an appropriate
period in accordance with national law shall not be affected by this provision;

3. Personal data shall be blocked instead of erased if there are reasonable grounds to
believe that erasure could affect the legitimate interests of the data subject. Blocked
data shall be processed only for the purpose which prevented their erasure.35

32

Principle 7, R(87)15.
Also adopted within Framework Decision 2008/633/JHA, Framework Decision 2009/917/JHA and Directive
2016/680.
34
Article 6, Directive 95/46/EC.
35
Article 4, Council Decision 2008/977/JHA.
33
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6. Data Subject Rights
The data subject is the central focus of data protection laws. As a result, over time rights of the
data subject have been introduced and incorporated within legislation.

6.1. Right of Access
The right of access allows the data subject the right to have access to the personal data
pertaining to him/her which has been subject to processing. The most common version of this
right is that as established within Directive 95/46/EC, which stipulates:

Member States shall guarantee every data subject the right to obtain from the
controller:

(a) without constraint, at reasonable intervals and without excessive delay or expense:

-

confirmation as to whether or not data relating to him are being processed
and information at least as to the purposes of the processing, the categories of
data concerned, and the recipients or categories of recipients to whom data
are disclosed;

-

communication to him in an intelligible form of the data undergoing
processing and of any available information as to their source.36

Nonetheless, there exist variations of the right. Framework Decision 2008/633/JHA qualifies
this right with a very generic exception:

Information shall not be communicated to the data subject if this is indispensable for
the performance of a lawful task in connection with the data or for the protection of
the rights and freedoms of third parties.37

36
37

Article 12, Directive 95/46/EC.
Article 14, Framework Decision 2008/633/JHA.
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Similarly, Council Decision 2009/315/JHA and Directive 2016/680 cater for partial or complete
restriction of this right, whilst Framework Decision 2009/917/JHA allows an even more
discretionary stance:

Access shall be refused to the extent that such refusal is necessary and proportionate in
order not to jeopardise any ongoing national investigations, or during the period of
discreet surveillance or sighting and reporting. When the applicability of such an
exemption is assessed, the legitimate interests of the person concerned shall be taken
into account.38
“the right to have access to the personal data pertaining to him/her which has been subject to
processing”

6.2. Right to Rectification and Erasure
In the broadest version of this right, the data subject is granted the right to request the
rectification, erasure of blocking of data due to the incomplete or inaccurate nature of the
data or due to the processing which does not comply with data protection legislation.

Whilst the majority of the current and proposed rules which have been reviewed limit this
right to factually incorrect or inaccurate data, under the GDPR, a separate, revamped right to
erasure has been created. Also referred to as the “right to be forgotten”, this allows the data
subject to obtain erasure of personal data where one of the following applies:
(a) the personal data are no longer necessary in relation to the purposes for which
they were collected or otherwise processed;

(b) the data subject withdraws consent on which the processing is based according to
point (a) of Article 6(1), or point (a) of Article 9(2), and where there is no other legal
ground for the processing;
(c) the data subject objects to the processing pursuant to Article 21(1) and there are no
overriding legitimate grounds for the processing, or the data subject objects to the
processing pursuant to Article 21(2);

(d) the personal data have been unlawfully processed;
38

Article 22, Framework Decision 2009/917/JHA
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(e) the personal data have to be erased for compliance with a legal obligation in Union
or Member State law to which the controller is subject;

(f) the personal data have been collected in relation to the offer of information society
services referred to in Article 8(1).
Nonetheless, the GDPR has also restricted this right to a certain extent, stipulating that the
right to erasure shall not be applicable to the extent that the processing is necessary:

(a) for exercising the right of freedom of expression and information;

(b) for compliance with a legal obligation which requires processing by Union or
Member State law to which the controller is subject or for the performance of a task
carried out in the public interest or in the exercise of official authority vested in the
controller;

(c) for reasons of public interest in the area of public health in accordance with points
(h) and (i) of Article 9(2) as well as Article 9(3);

(d) for archiving purposes in the public interest, scientific or historical research
purposes or statistical purposes in accordance with Article 89(1) in so far as the right
referred to in paragraph 1 is likely to render impossible or seriously impair the
achievement of the objectives of that processing; or

(e) for the establishment, exercise or defence of legal claims. 39

It is also important to note that Directive 2016/680 grants the controller the option of
restricting the processing of such data rather than erasing it where the accuracy or the
personal data is contested by the data subject and their accuracy or inaccuracy cannot be
ascertained; or the personal data must be maintained for purposes of evidence. As a general
rule however, where these rights are refused, the controller must inform the data subject in
writing in cases of refusal of his rights in order to demonstrate that the duty conferred on the
controller to weigh the rights of the data subjects against superior interests has been
exercised.
39

Article 17, GDPR.
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In addition, Directive 2016/680 also allows national law to cater for a partial or complete
restriction of the obligation of the controller to inform the data subject in writing of such
refusal as long as it constitutes a necessary and proportionate measure in a democratic society
with due regard for the fundamental rights and legitimate interests of the natural person
concerned, in order to:
(a) avoid obstructing official or legal inquiries, investigations or procedures;
(b) avoid prejudicing the prevention, detection, investigation or prosecution of
criminal offences or the execution of criminal penalties;
(c) protect public security;
(d) protect national security;
(e) protect the rights and freedoms of others.
“the right to request the rectification, erasure of blocking of data due to the incomplete or
inaccurate nature of the data or due to the processing which does not comply with data
protection legislation”
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7. Other Rights

7.1. Right to Object
Another very important right granted to the data subject is the right to object. First introduced
in Directive 95/46/EC in a more restricted manner, this right sought to give the data subject
more say regarding his personal data.

More recently, in the GDPR, the data subject has the right to object, at any time, to processing
carried out in the performance of a task carried out in the public interest or in the exercise of
official authority vested in the controller and where the processing is necessary for the
purposes of the legitimate interests pursued by the controller or by a third party40. In addition,
the data subject may also object at any time to processing of personal data pertaining to him
for direct marketing purposes41, as well as to object to not be subject to a decision based
solely on automated processing which causes legal effects concerning him/her42. The latter
already forms part of the Romanian Law no.677/200143.

7.2. Right to data portability & Right to restriction of processing
The GDPR also introduced the right to data portability which basically allows the data subject
to receive the personal data pertaining to him/her as held by the data controller in a
structured format and also be able to transmit that data to another controller. Giving the data
subject even more power in relation to what happens to his data, the GDPR created a right to
restriction on processing, which stipulates that:

1.

The data subject shall have the right to obtain from the controller restriction of

processing where one of the following applies:

(a) the accuracy of the personal data is contested by the data subject, for a period
enabling the controller to verify the accuracy of the personal data;

40

Article 21, GDPR.
Article 21, GDPR.
42
Article 22, GDPR.
43
Article 17, Law no. 677/2001.
41
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(b) the processing is unlawful and the data subject opposes the erasure of the
personal data and requests the restriction of their use instead;
(c) the controller no longer needs the personal data for the purposes of the processing,
but they are required by the data subject for the establishment, exercise or defence of
legal claims;
(d) the data subject has objected to processing pursuant to Article 21(1) pending the
verification whether the legitimate grounds of the controller override those of the data
subject.

2. Where processing has been restricted under paragraph 1, such personal data shall,
with the exception of storage, only be processed with the data subject's consent or for
the establishment, exercise or defence of legal claims or for the protection of the rights
of another natural or legal person or for reasons of important public interest of the
Union or of a Member State;

3. A data subject who has obtained restriction of processing pursuant to paragraph 1
shall be informed by the controller before the restriction of processing is lifted.44

44

Article 18, GDPR.
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8. Data Transfer
Due to the different levels of protection afforded to data across jurisdictions, one of the most
problematic issues is that of data transfer or data exchange. Across the board, within the EU
especially, data transfer is permitted where the recipient state ensures an adequate level of
protection. This adequacy is assessed on the basis of different criteria and depends on
whether there are existing mechanisms that ensure this level of adequacy.

In relation to data used for police purposes, R(87)15 sets out different criteria to be satisfied in
order for a transfer to or communication of data to be carried out, and this mainly on the basis
of the recipient, be it a police body, a foreign police authority, or private persons45. On the
other hand, for example, the Framework Decision 2008/633 prohibits any data transfer to a
third country or international organization, unless an exceptional case of urgency arises46. A
similar approach is adopted in Framework Decision 2008/97747.
45

Principle 5, R(87)15.
Article 8, Council Decision 2008/633/JHA
47
Furthermore, in relation to sharing of the data, it is important to note that, with regard to further processing by a
competent authority of another Member State, this is allowed only for the following purposes:
(a)the prevention, investigation, detection or prosecution of criminal offences or the execution of criminal
penalties other than those for which they were transmitted or made available;
(b)other judicial and administrative proceedings directly related to the prevention, investigation, detection
or prosecution of criminal offences or the execution of criminal penalties;
(c)the prevention of an immediate and serious threat to public security; or
(d)any other purpose only with the prior consent of the transmitting Member State or with the consent of
the data subject, given in accordance with national law.
In addition, however;
The competent authorities may also further process the transmitted personal data for historical, statistical
or scientific purposes, provided that Member States provide appropriate safeguards, such as, for example,
making the data anonymous.
Similarly, in relation to data exchange with third States or international bodies, this may only occur if:
(a) it is necessary for the prevention, investigation, detection or prosecution of criminal offences or the
execution of criminal penalties;
(b) the receiving authority in the third State or receiving international body is responsible for the
prevention, investigation, detection or prosecution of criminal offences or the execution of criminal
penalties;
(c) the Member State from which the data were obtained has given its consent to transfer in compliance
with its national law; and
(d) the third State or international body concerned ensures an adequate level of protection for the
intended data processing.
Nevertheless, the rule on consent may be bypassed where;
transfer of the data is essential for the prevention of an immediate and serious threat to public security of
a Member State or a third State or to essential interests of a Member State and the prior consent cannot
be obtained in good time.
The Framework Decision also caters for scenarios where the data is transmitted to private parties, wherein
this may occur only if:
(a) the competent authority of the Member State from which the data were obtained has consented to
transmission in compliance with its national law;
(b) no legitimate specific interests of the data subject prevent transmission; and
(c) in particular cases transfer is essential for the competent authority transmitting the data to a private
party for:
46
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Interestingly, under the Israeli Data Transfer Regulations, transfer of data from databases to a
location outside of Israel is prohibited subject to the fact that the database owner obtains a
written undertaking that the recipient will take sufficient measures to ensure the protection of
the data and will not transfer the data to anyone else48.

(i)the performance of a task lawfully assigned to it;
(ii) the prevention, investigation, detection or prosecution of criminal offences or the execution of criminal
penalties;
(iii) the prevention of an immediate and serious threat to public security; or
(iv) the prevention of serious harm to the rights of individuals.
Here it is noteworthy to mention the example given in the Preamble to the Framework Decision;
“In many cases, the transmission of personal data by the judiciary, police or customs to private parties is
necessary to prosecute crime or to prevent and immediate and serious threat to public security or to
prevent serious harm to the rights of individuals, for example, by issuing alerts concerning forgeries of
securities to banks and credit institutions, or in the area of vehicle crime, by communicating personal data
to insurance companies in order to prevent illicit trafficking in stolen motor vehicles or to improve the
conditions for the recovery of stolen motor vehicles from abroad. This is not tantamount to transfer of
police or judicial tasks to private parties.
48
Yoheved Novogroder-Shoshan, Data Protection & Privacy: International Series, third Edition, Thomson Reuters,
2016.
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9. Notification Obligations
Since the early days of the promulgation of regulatory material in the field of data processing,
the need was felt to include obligations on the part of the data controller towards a
supervisory authority which would be able to monitor compliance and keep operations in
check. Due to the exponential growth in the rate of data processing operations, obligations of
such a nature were reduced in most of the legislative documents to which reference was
made.

In most cases49, the obligation was reduced to a notification obligation wherein the controller
should consult the DPA prior to new forms of processing. In Framework Decision 2009/371, it
is interesting to note that the obligation in this regard was introduced in relation to responses
to access requests by data subjects, wherein Europol would consult the relevant DPA prior to
taking its decision50.

Most recently, the GDPR has done away with this notification obligation but has introduced in
its stead, a notification obligation in relation to data breaches, wherein the controller must
notify the DPA, not less than 72 hours from when it became aware, of the occurrence of a
personal data breach, unless the latter is not likely to result in a risk to the rights and freedoms
of natural persons51. Nevertheless, the GDPR has also introduced a specific duty on data
controllers, processors or their representatives, on cooperating with supervisory authorities on
request52.

The same duty regarding personal data breaches has been extended to data subjects, where
the personal data breach is of a high-risk nature53. This is in addition to the general
‘information’ obligation on controllers, as is evident in Directive 95/46/EC54 as well as the
GDPR55, wherein the controller is bound to provide the data subject with certain information at
the moment when the personal data pertaining to such data subject is obtained.

49

Council Decision 2008/977/JHA and R(87)15
Article 30, Council Decision 2009/371/JHA
51
Article 33, GDPR.
52
Article 31, GDPR.
53
Article 34, GDPR.
54
Articles 10-11, Directive 95/46/EC.
55 Articles 13 -14, GDPR.
50
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Here it is important to note the different approach adopted in Directive 2016/680, wherein
national law shall limit in which specific cases, the controller is to give the data subject
notification of such data processing and relevant information on such processing operation.
Furthermore, national law may also delay, restrict or omit such notification to the extent that,
and for as long as, such a measure constitutes a necessary and proportionate measure in a
democratic society with due regard for the fundamental rights and legitimate interests of the
natural person concerned, in order to:
(a) avoid obstructing official or legal inquiries, investigations or procedures;
(b) avoid prejudicing the prevention, detection, investigation or prosecution of criminal
offences or the execution of criminal penalties;
(c) protect public security;
(d) protect national security;
(e) protect the rights and freedoms of others.56
The same exceptions are also applied to the notification obligation to the data subject in the
scenario of a personal data breach57.

56
57

Article 15, Directive 2016/680
Article 31, Directive 2016/680
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10. Other Obligations
10.1. Security
A central pillar in data protection is the security of processing, and this can be observed across
the board, with the obligation on controllers to implement appropriate technical and
organizational measures to protect personal data, as well as to implement data protection
principles through privacy by design and privacy by default.

In relation to privacy by design and privacy by default, it is important to note that under the
GDPR58, as well as under Directive 2016/680, the controller must, both at the time of the
determination for the means for processing and at the time of the processing itself, implement
appropriate technical and organisational measures, such as pseudonymization and data
minimisation, in an effective manner whilst integrating the necessary safeguards into the
processing operations to ensure adequate protection of the rights of data subjects.
Furthermore, the controller should implement appropriate technical and organisational
measures ensuring that, by default, only personal data which are necessary for each specific
purpose of the processing are processed59.

Interestingly, Directive 2016/680 lays down specific security measures in relation to
automated processing designed to:
(a) deny unauthorised persons access to processing equipment used for processing
(‘equipment access control’);
(b) prevent the unauthorised reading, copying, modification or removal of data media
(‘data media control’);
(c) prevent the unauthorised input of personal data and the unauthorised inspection,
modification or deletion of stored personal data (‘storage control’);
(d) prevent the use of automated processing systems by unauthorised persons using
data communication equipment (‘user control’);
(e) ensure that persons authorised to use an automated processing system have access
only to the personal data covered by their access authorisation (‘data access control’);
58
59

Article 25, GDPR
Article 20, Directive 2016/680
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(f) ensure that it is possible to verify and establish the bodies to which personal data
have been or may be transmitted or made available using data communication
equipment (‘communication control’);
(g) ensure that it is subsequently possible to verify and establish which personal data
have been input into automated processing systems and when and by whom the
personal data were input (‘input control’);
(h) prevent the unauthorised reading, copying, modification or deletion of personal
data during transfers of personal data or during transportation of data media
(‘transport control’);
(i) ensure that installed systems may, in the case of interruption, be restored
(‘recovery’);
(j) ensure that the functions of the system perform, that the appearance of faults in the
functions is reported (‘reliability’) and that stored personal data cannot be corrupted
by means of a malfunctioning of the system (‘integrity’).60

10.2. Record-keeping & Logging
Directive 2016/680 establishes that the controller should maintain a record of all categories of
processing activities under its responsibility, which will include the following:
(a) the name and contact details of the controller and, where applicable, the
joint controller and the data protection officer;
(b) the purposes of the processing;
(c) the competent authorities to whom the personal data have been or will be
disclosed including competent authorities in third countries or international
organisations;
(d) a description of the categories of data subject and of the categories of
personal data;
(e) where applicable, the use of profiling;
(f) where applicable, the categories of transfers of personal data to a third
country or an international organisation;
(g) an indication of the legal basis for the processing operation, including
transfers, for which the personal data are intended;

60

Article 29, Directive 2016/680
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(h) where possible, the envisaged time limits for erasure of the different
categories of personal data;
(i) where possible, a general description of the technical and organisational
security measures employed.61

Such records must be in writing, including in electronic form. The GDPR lays down similar
obligations with relation to ensuring records of processing activities62. In addition to such
record-keeping, Directive 2016/680 stipulates that the controller shall keep logs for the
collection, alteration, consultation, disclosure of personal data in automated processing
systems, wherein such logs shall allow the possibility of establishing the justification, date and
time of such operations as well as the identity of the competent authority receiving such
data63.

10.3. Data Protection Impact Assessments & Consultation with
DPAs
The GDPR64 and Directive 2016/680, in a bid to ensure high levels of security and maintenance
in data processing operations also included the obligation on the controller to carry out an
assessment of the impact of the envisaged processing operations on the protection of
personal data before undertaking such processing. Such assessment shall involve a general
description of the envisaged processing operations, an assessment of the risks to the rights
and freedoms of data subjects, the measures envisaged to address those risks, safeguards,
security measures and mechanisms. In addition, the controller must appoint a data protection
officer to be involved in all issues which relate to the protection of personal data65.
In line with this, it is important to note that Directive 2016/680 also imposes on the controller
to consult with the DPA prior to processing which will form part of a new filing system is
created, specifically where:
(a) a data protection impact assessment indicates that the processing would result in a
high risk in the absence of measures taken by the controller to mitigate the risk; or

61

Article 24, Directive 2016/680
Article 30, GDPR
63 Article 25, Directive 2016, 680
64
Article 35, GDPR
62

65
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(b) the type of processing, in particular, where using new technologies, mechanisms or
procedures, involves a high risk to the rights and freedoms of data subjects.66
This last point is of extreme importance in the use of the RED-Alert system as a new
technology which may impose a high risk to the rights of data subjects – striking a balance in
this regard is fundamental.

66

Article 28, Directive 2016/680
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11. Derogations
Perhaps the most important aspect in relation to the RED-Alert project is derogations from the
data privacy rules. The GDPR67 extended on the derogations established within Directive
95/46/EC, wherein it is established that:

1. Union or Member State law to which the data controller or processor is subject may
restrict by way of a legislative measure the scope of the obligations and rights provided
for in Articles 12 to 22 and Article 34, as well as Article 5 in so far as its provisions
correspond to the rights and obligations provided for in Articles 12 to 22, when such a
restriction respects the essence of the fundamental rights and freedoms and is a
necessary and proportionate measure in a democratic society to safeguard:

(a) national security;

(b) defence;

(c) public security;

(d) the prevention, investigation, detection or prosecution of criminal offences or the
execution of criminal penalties, including the safeguarding against and the prevention
of threats to public security;

(e) other important objectives of general public interest of the Union or of a Member
State, in particular an important economic or financial interest of the Union or of a
Member State, including monetary, budgetary and taxation a matters, public health
and social security;

(f) the protection of judicial independence and judicial proceedings;
67

It can be said that the GDPR does not apply to the RED-Alert Project per se, where at the outset it is established
that:
This Regulation does not apply to the processing of personal data:
(a)in the course of an activity which falls outside the scope of Union law;
(b)by the Member States when carrying out activities which fall within the scope of Chapter 2 of Title V of
the TEU;
(c)by a natural person in the course of a purely personal or household activity;
(d)by competent authorities for the purposes of the prevention, investigation, detection or prosecution of
criminal offences or the execution of criminal penalties, including the safeguarding against and the
prevention of threats to public security.
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(g) the prevention, investigation, detection and prosecution of breaches of ethics for
regulated professions;

(h) a monitoring, inspection or regulatory function connected, even occasionally, to the
exercise of official authority in the cases referred to in points (a) to (e) and (g);

(i) the protection of the data subject or the rights and freedoms of others;

(j) the enforcement of civil law claims.68

Similar derogations also exist on a national level. In fact the Spanish LOPD does not apply to
filing systems established for investigation into terrorism and serious forms of organized
crime69. In the same light, the Moldovan legislation stipulates that where the processing of
personal data is carried out for the purposes of national defence, state security, and public
order, the data protection rules shall not apply if their application affects the efficiency of
action or the objectives pursued in fulfillment of legal duties of a public authority70. Exceptions
in the application of the data protection rules also apply in the United Kingdom where the
processing related to safeguarding national security, preventing of detecting crime, and
apprehending or prosecuting criminal offenders, amongst others71.

Convention 108 stipulates that the rules provided to safeguard the data subject may be
bypassed where such derogation fulfils two cumulative criteria –

-

The Derogation is provided for by the law of the Party; AND

-

The Derogation constitutes as necessary measure in a democratic society (in

the interests of specific topics)72

68

Article 21, GDPR.
Alejandro Padin Vidal, Data Protection & Privacy: International Series, third Edition, Thomson Reuters, 2016.
70
Article 15, Law on personal data protection of 08/07/2011.
71
Daniel Cooper, Data Protection & Privacy: International Series, third Edition, Thomson Reuters, 2016.
72
Article 9, Convention 108.
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In this regard, it is noteworthy to make mention of the Explanatory Report to the Convention
for the Protection of Individuals with regard to Automatic Processing of Personal Data which
states the following:

55. […] It is clear from the decisions of the Commission and the Court of Human Rights
relating to the concept of “necessary measures” that the criteria for this concept
cannot be laid down for all countries and all times, but should be considered in the light
of the given situation in each country;

56. Littera a in paragraph 2 lists the major interests of the State which may require
exceptions. These exceptions are very specific in order to avoid that, with regard to the
general application of the convention; States would have an undue wide leeway;
[…]
The notion of “State security” should be understood in the traditional sense of
protecting national sovereignty against internal or external threats, including the
protection of the international relations of the State;

57. […] The term “suppression of criminal offences” in this littera includes the
investigation as well as the prosecution of criminal offences;

58. Littera b concerns major interests of private parties, such as those of the data
subject himself (for example psychiatric information) or of third parties (for example
freedom of the press, trade secrets, etc.).
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12. U.S. Perspective
Within the United States of America, there does not exist one comprehensive law which
regulates data privacy, but rather a variety of sector-specific laws such as the Federal Trade
Commission Act (FTC), the Health Insurance Portability and Accessibility Act (HIPAA), the
Gramm-Leach-Bliley Act (GLBA) and the Children’s Online Privacy Protection Act (COPPA),
amongst others. As a result therefore, in relation the notion of data privacy within the field of
law enforcement, it is important to explore other sources of data protection law. Here it is
therefore important to make mention of the Fourth Amendment to the U.S. Constitution and
also the Privacy Act of 1974.

Before delving into these legislative sources, it is of utmost importance to establish the
meaning of key legal notions within the EU and US legal systems. In both of these systems, the
state is in the majority of the time, highly circumscribed as to how to process personal data in
the field of law enforcement because of the ramifications such investigations might have on
personal liberty. A common aspect of both the US and the EU is that different levels of
protection are afforded to the category of data and the level of encroachment on the part of
the government.

In the EU, the right to data protection is a fundamental right and applies to all data processors
across the board. This cannot be said to be the same within the US, wherein the fragmental
federal system of government does not allow such comprehensive protection. This complex
system has expanded at a considerable rate in the wake of 9/11, with the increased need for
information sharing for the purpose of intelligence being felt. In fact, "the practice of
information sharing extends well beyond what might be characterized as core national security
crimes, and […] the law governing information sharing generally extends to all crimes, not only
core national security crimes."73

The first source of data protection law, the Fourth Amendment, prohibits “unreasonable
searches and seizures” by the government. The test used to establish whether the search or
seizure in question is reasonable is that of having a valid warrant - a judicial order granted on
the basis of probable cause and in relation to a particular description of the property to be

73
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searches and seized. Nevertheless, the application of this right is highly limited due to the third
party records doctrine which dates back to the 1970s. This doctrine basically establishes that
individuals do not have a legitimate expectation of privacy in personal data which they would
have voluntarily turned over to third parties. This position is still adopted by the Supreme
Court today74.

The Privacy Act of 1974, on the other hand, regulates the processing of all types of personal
information, by all types of federal agencies, including law enforcement agencies. In a similar
manner to the EU data protection framework, the Privacy Act of 1974 include the majority of
the data protection principles and also grant data subjects certain rights however an important
factor to note is that this piece of legislation only affords protection to U.S. citizens.

Furthermore, law enforcement agencies are in principle, prohibited to share the data with
other government agencies. However, this law is inundated with limitations – first off, it
applies solely to systems of records from which the government agency retrieves information
based on a personal identifier. This therefore automatically excludes personal data used for
data mining purposes. In addition, only personal data related to the exercise of First
Amendment rights constitutes sensitive personal data under this legislation.

Of greatest effect is the possibility granted to law enforcement agencies to invoke general or
specific exemptions which allows the records in question to be exempted from most of the
duties established within the Privacy Act, such as the fact that the protection of sensitive
personal data does not apply to "an authorized law enforcement activity". The latter also
allows disclosure of data obtained to other government agencies if it is done for law
enforcement purposes.

Interestingly, law enforcement agencies can collect data through either use of private data
bases and online resources, through court and administrative subpoenas, and also electronic
surveillance and access to electronic communications based on a court order. Here it
noteworthy to mention that in this regard, the same protection is afforded to EU citizens as to
US citizens. Nevertheless, these measures contained relatively few data protection guarantees.

In addition, in national security investigations, the government may makes use of national
security letters, surveillance authorized by FISA and any intelligence authorized under
74
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Executive Order 12,333. These measures allow law enforcement agencies to access a variety of
private sources of personal data with virtually no legal oversight.

Although not specifically related to the processing of data within the law enforcement, in
comparing the data protection scenario in the EU and U.S. it is noteworthy to mention two
other measures which have altered the landscape – the Safe Harbour Decision and Privacy
Shield Agreement.

The Safe Harbour Decision came into force in 2000, following the development of the Safe
Harbour Privacy Principles which ensured abidance with the EU data protection principles on
the movement of data to jurisdictions which have "adequate" privacy protections in line with
the EU. The Decision allowed potential data processors established within the U.S. to selfcertify that they would protect EU citizen's data when transferred to U.S. data centres,
therefore allowing transfers of data from the EU to the U.S.

However, in 2015, the Safe Harbour agreement was invalidated by the CJEU in Maximilian
Schrems v. Data Protection Commissioner, because "legislation permitting the public authorities
to have access on a generalised basis to the content of electronic communications must be
regarded as compromising the essence of the fundamental right to respect for private life". This

gave rise to the promulgation of the Privacy Shield which was published in February 2016.
Although highly similar to the Safe Harbour, the Privacy Shield imposes more stringent
principles, this especially in relation to onward transfers of data to third party processors. In
addition, the Privacy Shield deals specifically with national security access to consumer
information through the appointment of a "privacy ombudsman".

Nevertheless, within four months from its adoption in July 2016, a new case was lodged
against the European Commission by a variety of privacy advocacy groups in an action for
annulment of the Privacy Shield.
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13. Legal Requirements Report
13.1. Introductory Comments
This section is intended to provide users with the salient high level requirements relating to
the processing of personal data within the field of law enforcement, as arising from D1.5.1
Comparative Analysis Report (CAR).

This Legal Requirements Report (LRR) presents the legal requirements underpinning the
development of the RED Alert solution, with the aim of assisting members of the Consortium,
particularly developers and law enforcement agencies, to work within a privacy by design
methodology from the early stages of the project as well as in the continued use of the
software. It is a list of requirements and constraints against which all processing operations are
to be measured and assessed.

The list does not purport to be a fully comprehensive solution to all privacy legal issues that
may arise throughout the term of the project – and beyond – but is simply a tool that enables
issues that may cause concern and require escalation to be flagged.

As always in the field of law, in the event of any concerns that may arise along the way, it
remains necessary to seek advice on the specific query in hand, and not to plough ahead
regardless.

As a best practice and in the absence of specific union legislation regarding the processing of
personal data within a law enforcement scenario, the entity operating the Real-time Early
Detection and Alert System for Online Terrorist Content based on Natural Language
Processing, Social Network Analysis, Artificial Intelligence and Complex Event Processing (REDAlert system) should be subject to the following minimum requirements75.

For the purposes of this Legal Requirements Report (LRR), it is assumed that the entity
operating the RED-Alert system, hereinafter referred to as ‘operator’ is a body exercising
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police purposes which covers all the tasks which police authorities must perform for the
prevention and suppression of criminal offences and the maintenance of public order.

Another caveat is that the rules listed herein should not only apply to the operator but to any
body exercising police authority who might receive the data in question through the system
from the operator. Additionally, in line with the GDPR and Directive 2016/680, the rules listed
herein should not only apply to the operator in his capacity as a controller, but also to any
other relevant competent authorities as joint controllers or processors.

13.2. Legal Requirements
Whereas in the understanding of the below requirements, it is important to note the following
definitions:
(a) ‘personal data’ means any information relating to an identified or identifiable natural
person (‘data subject’); an identifiable natural person is one who can be identified,
directly or indirectly, in particular by reference to an identifier such as a name, an
identification number, location data, an online identifier or to one or more factors
specific to the physical, physiological, genetic, mental, economic, cultural or social
identity of that natural person;
(b) ‘processing’ means any operation or set of operations which is performed on personal
data or on sets of personal data, whether or not by automated means, such as
collection, recording, organisation, structuring, storage, adaptation or alteration,
retrieval, consultation, use, disclosure by transmission, dissemination or otherwise
making available, alignment or combination, restriction, erasure or destruction;
(c) ‘profiling’ means any form of automated processing of personal data consisting of the
use of personal data to evaluate certain personal aspects relating to a natural person,
in particular to analyse or predict aspects concerning that natural person's
performance at work, economic situation, health, personal preferences, interests,
reliability, behaviour, location or movements;
(d) ‘competent authority’ means:
- any public authority competent for the prevention, investigation, detection or
prosecution of criminal offences or the execution of criminal penalties, including the
safeguarding against and the prevention of threats to public security; or
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- any other body or entity entrusted by Member State law to exercise public authority
and public powers for the purposes of the prevention, investigation, detection or
prosecution of criminal offences or the execution of criminal penalties, including the
safeguarding against and the prevention of threats to public security;

(e) ‘controller’ means the competent authority which, alone or jointly with others,
determines the purposes and means of the processing of personal data; where the
purposes and means of such processing are determined by Union or Member State
law, the controller or the specific criteria for its nomination may be provided for by
Union or Member State law.

13.2.1. Collection of Data
The collection of personal data for police purposes should be limited to such as is necessary for
the prevention of a real danger or the suppression of a specific criminal offence. Any exception
to this should be the subject of specific national legislation. In light of the coming into force of
the GDPR as a regulation, such exception is evident in Article 23 which caters for restrictions of
the general principles related to the processing of data for the purposes of national security,
defence, public security and the prevention, investigation, detection or prosecution of criminal
offences or the execution of criminal penalties, including the safeguarding against and the
prevention of threats to public security, amongst others.

Where data concerning an individual have been collected and stored without his knowledge,
and unless the data are deleted, the operator or police body to whom the data has been
transmitted should inform such individual, where practicable, that information is held about
him as soon as the object of the police activities is no longer likely to be prejudiced.

It is important to note that where there is the collection of data by technical surveillance or
other automated means, this should be catered for in specific provisions. Here it is noteworthy
to mention that whilst the material scope of the GDPR is that of the “processing of personal
data wholly or partly by automated means”, and as mentioned above, Article 23 of the GDPR
allows for derogations for police purposes, it is not clear whether these provisions would fulfil
the “specific provisions” criteria as stipulated within R(87)15. However, in light of the lack of
provisions regulating processing of personal data in the field of law enforcement in Union law,
the operator should check whether its national law lays down specific provisions.
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As highlighted within the CAR, the processing of sensitive personal data should, as a general
rule, be prohibited. Nevertheless, it is recognized that it may be the case that the collection of
certain sensitive data will be necessary in the field of law enforcements. In order to ensure
that such type of processing is not carried out simply in order to allow LEAs to gather
information on minority groups, the operator should only collect such data if absolutely
necessary for the purposes of a particular inquiry, wherein such an inquiry should be based on
strong grounds for believing that serious criminal offences have been or may be committed. In
a similar light, the processing of such data is permitted under Directive 2016/680 only where
authorized by Union or national law; to protect the vital interests of the data subject or of
another natural person; or where such processing relates to data which are manifestly made
public by the data subject.

Nevertheless, this does not mean that once the Directive is transposed, the operator would be
able to use the RED-Alert system to process sensitive data either on the basis that the data is
manifestly made public or on the basis that such processing is necessary to protect the vital
interests of natural persons other than the data subject. Article 11 of Directive 2016/680
prohibits decisions based solely on automated processing, including profiling, which produce
an adverse legal effect concerning the data subject or significantly affects him or her unless
authorized by Union or national law which provides appropriate safeguards of the rights and
freedoms of the data subject. In addition, where such decisions are permitted, they shall not
be based on sensitive personal data unless suitable measures to safeguard the data subject’s
rights and freedoms and legitimate interests are in place. Here, the operator should check
whether its national law lays down provisions catering for such.

13.2.2. Storage of Data
The operator should ensure that the storage of data should be limited to accurate data as well
as to such data as are necessary to allow fulfilment of their lawful tasks – the data must be
adequate and relevant and therefore in this regard it is important that regular checks
confirming accuracy and necessity of the stored data be implemented by the operator,
especially prior to the making available or transmission of such data to other police bodies.
This review procedure would also be simplified further where the operator separates different
types of data. Here it is important to note that data collected and stored for purposes other
than for the prevention, investigation, detection or prosecution of criminal offences or the
execution of criminal penalties, including the safeguarding against and the prevention of
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threats to public security, such as for administrative purposes, for example information on
firearms certificates granted, lost property, etc, are not subject to specific rules related to
processing of personal data for police purposes, but rather, to the general principles of data
protection. In addition, the operator should delete personal data kept for police purposes if
they are no longer necessary for the purposes for which they were stored.

13.2.3. Use of Data
The operator should use the data collected and stored for the prevention and suppression of
criminal offences or for the maintenance of public order solely for those purposes, however
this absolute rule is slightly modified by virtue of exchange of data between competent bodies.

13.2.4. Communication of Data
The free flow of personal data between competent authorities for the police purposes and the
transfer of such personal data to third countries and international organisations, should be
facilitated while ensuring a high level of protection of personal data. Nevertheless, it is
important that in this regard, a variety of rules exist.

Under R(87)15, the operator should only transfer data within the national police sector only
where the recipient has a legitimate interest in obtaining such data, whilst in the
communication of data to foreign competent authorities, the operator should only transfer
such data if there exists a clear legal provision under national or international law; or in the
absence of such a provision, if the communication is necessary for the prevention of a serious
and imminent danger or is necessary for the suppression of a serious criminal offence under
ordinary law, and provided that domestic regulations for the protection of the person are not
prejudiced. The latter means that the operator should satisfy itself as to the level of data
protection for police data existing in the receiving state of the foreign competent authority.

In this regard, it is first important to note that under Directive 2016/680, as a general rule, the
exchange of personal data by competent authorities within the Union, where such exchange is
required by Union law, shall neither be restricted nor prohibited for reasons connected with
the protection of natural persons with regard to the processing of personal data. So once the
Directive is transposed, communication of data between competent authorities of the
Member States should be able to occur ‘freely’, as long as it is in line with the rest of the
provisions of Directive 2016/680.
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However, in relation to transfers of personal data to competent authorities in third countries
or to an international organisation, Directive 2016/680 imposes stricter rules, wherein such
transfers are permitted only in line with national provisions on such and where the following
conditions are met:
(a) the transfer is necessary for police purposes;
(b) the personal data are transferred to a competent authority in a third
country or international organisation;
(c) where personal data are transmitted or made available from another
Member State, that Member State has given its prior authorisation to the
transfer in accordance with its national law unless the transfer of the personal
data is necessary for the prevention of an immediate and serious threat to
public security of a Member State or a third country or to essential interests of
a Member State and the prior authorisation cannot be obtained in good time;
and
(d) there exists an adequacy decision allowing such transfer.

In specific situations where an adequacy decision or appropriate safeguards are absent, under
Directive 2016/680, national law may provide for the operator to transfer personal data to
third countries or international organisations to take place only on the condition that the
transfer is necessary:
(a) in order to protect the vital interests of the data subject or another person;
(b) to safeguard legitimate interests of the data subject, where the law of the
Member State transferring the personal data so provides;
(c) for the prevention of an immediate and serious threat to public security of
a Member State or a third country;
(d) in individual cases for the police purposes; or
(e) in an individual case for the establishment, exercise or defence of legal
claims relating to police purposes.
Once transposition occurs therefore, the operator should check whether its national law lays
down specific provisions catering for the above.
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13.2.5. Rights of Data Subjects
13.2.5.1 Right of Notification
Under the R(87)15, as mentioned briefly above, when it is decided to retain the data so
collected, the operator should notify the data subject to whom the data pertains that data is
being held on him as soon as the object of the police activities is no longer to be prejudiced.
Contrastingly, Directive 2016/680 does not specifically establish when such notification must
occur. Rather than this, national law shall limit in which specific cases, the operator is to give
the data subject notification of such data processing and relevant information on such
processing operation. Furthermore, national law may also delay, restrict or omit such
notification to the extent that, and for as long as, such a measure constitutes a necessary and
proportionate measure in a democratic society with due regard for the fundamental rights and
legitimate interests of the natural person concerned, in order to:
(a) avoid obstructing official or legal inquiries, investigations or procedures;
(b) avoid prejudicing the prevention, detection, investigation or prosecution of
criminal offences or the execution of criminal penalties;
(c) protect public security;
(d) protect national security;
(e) protect the rights and freedoms of others.
Once transposition occurs therefore, the operator should check whether its national
law lays down specific provisions catering for the above.

13.2.5.2 Right of Access
The operator should provide the data subject the opportunity to confirm whether the
operator is processing personal data pertaining to the data subject, and in such a case, access
to that data whilst highlighting the purposes for the processing, the categories of personal
data concerned, the recipients of the data, the envisaged period of storage, as well as the
existence of other rights pertaining to the data subject. Such a right of access should be
granted without excessive delay in line with national law.
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However, R(87)15 caters for the restriction of the right of access insofar as such restriction is
indispensable for the performance of a legal task of the operator as a competent authority or
is necessary for the protection of the data subject or the rights and freedoms of others.
Directive 2016/680 also allows national law to cater for such a partial or complete restriction
as long as it constitutes a necessary and proportionate measure in a democratic society with
due regard for the fundamental rights and legitimate interests of the natural person
concerned, in order to:
(a) avoid obstructing official or legal inquiries, investigations or procedures;
(b) avoid prejudicing the prevention, detection, investigation or prosecution of
criminal offences or the execution of criminal penalties;
(c) protect public security;
(d) protect national security;
(e) protect the rights and freedoms of others.
Once transposition occurs therefore, the operator should check whether its national
law lays down specific provisions catering for the above.

13.2.5.3 Right of Rectification or Erasure of Personal Data & Restriction of Processing
The operator should provide the data subject the right to rectification of the data pertaining to
him, where the right of access reveals that such data is inaccurate or incomplete. The data
subject should also be granted the right of erasure of data which excessive, inaccurate or
irrelevant.
However, R(87)15 caters for the restriction of the right of erasure and right of rectification
insofar as such restriction is indispensable for the performance of a legal task of the operator
as a competent authority or is necessary for the protection of the data subject or the rights
and freedoms of others. Directive 2016/680 grants the operator the option of restricting the
processing of such data rather than erasing it where the accuracy or the personal data is
contested by the data subject and their accuracy or inaccuracy cannot be ascertained; or the
personal data must be maintained for purposes of evidence. As a general rule however, where
these rights are refused, the operator must inform the data subject in writing in cases of
refusal of his rights in order to demonstrate that the duty conferred on the operator to weigh
the rights of the data subjects against superior interests has been exercised.
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In addition, Directive 2016/680 also allows national law to cater for a partial or complete
restriction of the obligation of the operator to inform the data subject in writing of such
refusal as long as it constitutes a necessary and proportionate measure in a democratic society
with due regard for the fundamental rights and legitimate interests of the natural person
concerned, in order to:
(a) avoid obstructing official or legal inquiries, investigations or procedures;
(b) avoid prejudicing the prevention, detection, investigation or prosecution of
criminal offences or the execution of criminal penalties;
(c) protect public security;
(d) protect national security;
(e) protect the rights and freedoms of others.
Once transposition occurs therefore, the operator should check whether its national law lays
down specific provisions catering for the above.

13.2.6. Data Protection by design and by default
Under the GDPR, as well as under Directive 2016/680, the operator must, both at the time of
the determination for the means for processing and at the time of the processing itself,
implement appropriate technical and organisational measures, such as pseudonymization and
data minimisation, in an effective manner whilst integrating the necessary safeguards into the
processing operations to ensure adequate protection of the rights of data subjects.
Furthermore, the operator should implement appropriate technical and organisational
measures ensuring that, by default, only personal data which are necessary for each specific
purpose of the processing are processed.

13.2.7. Security of Processing of Data
Directive 2016/680 obliges Member States to bind the operator to implement appropriate
technical and organisational measures to ensure a level of security appropriate to the risk.
Specifically in relation to automated processing, national law shall oblige the operator to
implement measures designed to:
(a) deny unauthorised persons access to processing equipment used for processing
(‘equipment access control’);
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(b) prevent the unauthorised reading, copying, modification or removal of data media
(‘data media control’);
(c) prevent the unauthorised input of personal data and the unauthorised inspection,
modification or deletion of stored personal data (‘storage control’);
(d) prevent the use of automated processing systems by unauthorised persons using
data communication equipment (‘user control’);
(e) ensure that persons authorised to use an automated processing system have
access only to the personal data covered by their access authorisation (‘data access
control’);
(f) ensure that it is possible to verify and establish the bodies to which personal data
have been or may be transmitted or made available using data communication
equipment (‘communication control’);
(g) ensure that it is subsequently possible to verify and establish which personal data
have been input into automated processing systems and when and by whom the
personal data were input (‘input control’);
(h) prevent the unauthorised reading, copying, modification or deletion of personal
data during transfers of personal data or during transportation of data media
(‘transport control’);
(i) ensure that installed systems may, in the case of interruption, be restored
(‘recovery’);
(j) ensure that the functions of the system perform, that the appearance of faults in
the functions is reported (‘reliability’) and that stored personal data cannot be
corrupted by means of a malfunctioning of the system (‘integrity’).
Tied to security is the possibility of personal data breaches, which in turn impose additional
obligations on the operator. In such a scenario, the operator must notify the DPA not later
than 72 hours after becoming aware of such breach, unless the latter is unlikely to result in a
risk to the rights and freedoms of natural persons. Notification shall include a description of
the nature of the personal breach, the details of the data protection officer, the consequences
of the breach and the measures to be taken to address such data breach. Furthermore, any
personal data breaches that occur must be documented, along with facts the effects of the
data breach and the remedial action taken.
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In addition, the operator must inform the data subject in clear and plain language, and without
undue delay where the data breach is of high risk to the rights and freedoms of natural
persons. Such a notification shall not be required where the operator has implemented the
aforementioned technological and organisational protection measures to the data affected by
the breach, where the operator has mitigated the high risk in question, and where such
notification would involve a disproportionate effort (a public communication shall be
undertaken instead).
Nevertheless, it is important to mention that national law may also delay, restrict or omit such
notification to the extent that, and for as long as, such a measure constitutes a necessary and
proportionate measure in a democratic society with due regard for the fundamental rights and
legitimate interests of the natural person concerned, in order to:
(a) avoid obstructing official or legal inquiries, investigations or procedures;
(b) avoid prejudicing the prevention, detection, investigation or prosecution of
criminal offences or the execution of criminal penalties;
(c) protect public security;
(d) protect national security;
(e) protect the rights and freedoms of others.
Once transposition occurs therefore, the operator should check whether its national law lays
down specific provisions catering for the above.

13.2.8. Data Protection Impact Assessment & Data Protection Officer
Under the GDPR and Directive 2016/680, in the use of the RED-Alert as a new technology, the
operator must carry out an assessment of the impact of the envisaged processing operations
on the protection of personal data before undertaking such processing. Such assessment shall
involve a general description of the envisaged processing operations, an assessment of the
risks to the rights and freedoms of data subjects, the measures envisaged to address those
risks, safeguards, security measures and mechanisms. In addition, the operator must appoint a
data protection officer to be involved in all issues which relate to the protection of personal
data.

13.2.9. Record-keeping & Logging
Directive 2016/680 establishes that the operator should maintain a record of all categories of
processing activities under its responsibility, which will include the following:
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(a) the name and contact details of the operator and, where applicable, the
joint operator and the data protection officer;
(b) the purposes of the processing;
(c) the competent authorities to whom the personal data have been or will be
disclosed including competent authorities in third countries or international
organisations;
(d) a description of the categories of data subject and of the categories of
personal data;
(e) where applicable, the use of profiling;
(f) where applicable, the categories of transfers of personal data to a third
country or an international organisation;
(g) an indication of the legal basis for the processing operation, including
transfers, for which the personal data are intended;
(h) where possible, the envisaged time limits for erasure of the different
categories of personal data;
(i) where possible, a general description of the technical and organisational
security measures employed.

Such records must be in writing, including in electronic form. In addition to such recordkeeping, the operator shall keep logs for the collection, alteration, consultation, disclosure of
personal data in automated processing systems, wherein such logs shall allow the possibility of
establishing the justification, date and time of such operations as well as the identity of the
competent authority receiving such data.
Once transposition occurs therefore, the operator should check whether its national law lays
down specific provisions catering for the above.

13.2.10. Consultation & Cooperation with DPAs
As a general rule under the GDPR and Directive 2016/680, the operator must cooperate, on
request, with the DPA in the performance of its tasks. Furthermore, the operator must carry
out consultation with the DPA prior to processing whereby a new filing system is created,
specifically where:
(a) a data protection impact assessment indicates that the processing would result in
a high risk in the absence of measures taken by the controller to mitigate the risk; or
(b) the type of processing, in particular, where using new technologies, mechanisms or
procedures, involves a high risk to the rights and freedoms of data subjects.
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Once transposition occurs therefore, the operator should check whether its national law lays
down specific provisions catering for the above.
In line with the above, it is important to note the general obligation of the operator, in all
capacities as either a controller, joint controller or processor to implement appropriate
technical and organizational measures to ensure and to be able to demonstrate that
processing is performed in accordance with existing legal requirements.

13.2.11. Relationship between Controller, Joint Controller & Processor
It is important to note that where there exist co-operators of the RED-Alert system, they shall,
in a transparent manner, determine their respective responsibilities for compliance by means
of an arrangement between them unless, and in so far as, the respective responsibilities of the
operators are determined by Union or Member State law to which the co-operators as joint
controllers are subject.
Furthermore where the RED-Alert system is being used in a relationship where a processor is
carrying out such processing on behalf of a controller, such processor must provide the same
sufficient guarantees to implement the appropriate technical and organisational measures as if
the operator was acting in the capacity of a controller. Such a relationship between a
controller and the operator as a processor shall be governed by a contract or other legal act
under Union or Member State law, that sets out the subject-matter and duration of the
processing, the nature and purpose of the processing, the type of personal data and categories
of data subjects and the obligations and rights of the controller, amongst others. Perhaps most
importantly, the contract or other legal act shall stipulate, in particular, that the processor:
(a) acts only on instructions from the controller;
(b) ensures that persons authorised to process the personal data have committed
themselves to confidentiality or are under an appropriate statutory obligation of
confidentiality;
(c) assists the controller by any appropriate means to ensure compliance with the
provisions on the data subject's rights;
(d) at the choice of the controller, deletes or returns all the personal data to the
controller after the end of the provision of data processing services, and deletes
existing copies unless Union or Member State law requires storage of the personal
data;
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(e) makes available to the controller all information necessary to demonstrate
compliance;
It is noteworthy to mention that if a processor determines, in infringement of Directive
2016/680, the purposes and means of processing, that processor shall be considered to be a
controller in respect of that processing.

Once transposition occurs therefore, the operator should check whether its national law lays
down specific provisions catering for the above.
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14. Conclusions
In order to prevent and detect crime as well as investigate and prosecute it, law enforcement
agencies require timely but measured access to personal data. This position is similar to that of
a security service or and intelligence agency aiming to prevent terrorism or carry out
espionage and counter‐espionage. Often, but not always, delays in access will put human life,
dignity, privacy and property at risk. For the access to be timely it often needs to dispense with
ad hoc authorization and may need to rely on pre‐authorisation, something which can only be
properly provided for across borders by binding laws.
The ever‐increasing pressure for data analysis to be carried out across borders in an
automated manner by definition also requires that this be carried out within the context of
strict rules which provide appropriate safeguards for the protection of personal data. This
access additionally calls into being the existence of oversight agencies with powers which
transcend national jurisdictions. None of this is achievable without the right legal framework
and neither the CoE through R(87)15, nor the EU through its current regulations and the GDPR
provide a legal framework which responds adequately to the realities outlined above.
It seems therefore the case that it would be futile to rely on the legal instruments currently in
place since they provide a basis for further and on‐going development of the regulatory
framework but not for reliance upon it in its present form. For one jurisdiction to increasingly
allow incursions into the personal data of its citizens by a national or transnational law
enforcement agency especially in cases where that personal data is under the control of a data
controller or processor in a third jurisdiction, it would require reassurance that that personal
data is being treated, at minimum, with the same standards of care that are applicable in the
first jurisdiction. The level of detail grows where there is an increasing reliance on
pre‐authorisation for search and the subsequent requirement for timely action for the arrest
and investigation of the suspect in a manner where the evidence has been obtained through
fair and lawful means which respect the data protection regimes applicable across the national
boundaries involved in a case. Unless the safeguards are provided in a sufficiently detailed
manner within a binding legal framework which provides a sufficient level of legal certainty as
well as sanction and dispute resolution mechanisms, then the timely access to and exchange
of personal data by law enforcement agencies across borders will remain an unregulated
reality.
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MOPS legal department is under reorganizational process and they weren't able to provide
feedback on the D1.5 deliverable. However additional comments related to D1.5 content will
be treated as an annex in D1.3 by MITLA team. The rest of LEAs validated the content of the
current deliverable.
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Annex I
Below find the list of DPAs in relation to the LEAs forming part of the RED-Alert Consortium:

DPAs

LEA

Consortium
State

Agencia Española de Protección de Ministerio del Interior (GUCI)

Spain

Datos
Israel

Law

Information

and Ministry of Public Security (MOPS Israel

Technology Authority

[INP])

Information Commissioner’s Office

Mayor’s Office for Policing and United Kingdom
Crime (SO15)

The National Authority for the Serviciul de Protectie si Paza (SPP)
Supervision

of

Personal

Romania

Data

Processing
The National Center for Personal Serviciul de Protectie si Paza de Moldova
Data Protection

Stat (SPPS)
Table 3: Table of DPAs and LEAs by Consortium State
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Below find the list of the most relevant principles and the national legislation from which they originate, in relation to the LEAs forming part of the RED-Alert
Consortium:
Principle
Grounds for processing

Israel

Moldova

Protection of Privacy Moldovan
Act

Law

Personal
-

Consent

Protection

Romania
on Law no. 677/2001 on Royal
Data the

no.

dated 8 July 2011

Spain

protection

of 1720/2007

United Kingdom
Decree Data

and

133 individuals with regard Constitutional

Protection

Act

Protection

Act

the 1998
Law

to the processing of 15/1999 on Personal
personal data and the Data Protection (LOPD)
free movement of such
data

Sensitive Personal Data

Protection of Privacy Moldovan
Act

Law

Personal
-

Consent

Protection

on Law no. 677/2001 on Royal
Data the

no.

dated 8 July 2011

protection

of 1720/2007

133 individuals with regard Constitutional

Decree Data
and

the 1998
Law

to the processing of 15/1999 on Personal
personal data and the Data Protection (LOPD)
free movement of such
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data
Data Quality Principle

N/A

Moldovan

Law

Personal
Protection

on Law no. 677/2001 on Royal
Data the

no.

dated 8 July 2011

protection

of 1720/2007

Decree Data
and

133 individuals with regard Constitutional

Protection

Act

Protection

Act

Protection

Act

the 1998
Law

to the processing of 15/1999 on Personal
personal data and the Data Protection (LOPD)
free movement of such
data

Data Retention

Forthcoming
Information
Regulations

Moldovan

Law

Security Personal
should Protection

on Law no. 677/2001 on Royal
Data the

no.

protection

of 1720/2007

Decree Data
and

133 individuals with regard Constitutional

the 1998
Law

oblige data controllers dated 8 July 2011

to the processing of 15/1999 on Personal

in this regard.

personal data and the Data Protection (LOPD)
free movement of such
data

Data Subject Rights

Protection of Privacy Moldovan
Act

Law

Personal
-

Data Portability

Protection

on Law no. 677/2001 on Royal
Data the

no.

dated 8 July 2011

protection

of 1720/2007

133 individuals with regard Constitutional

and

the 1998
Law

to the processing of 15/1999 on Personal
personal data and the
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-

Data Portability

free movement of such Data Protection (LOPD)
data

Data Transfer

Protection of Privacy Moldovan
Act

Law

Personal
Protection

on Law no. 677/2001 on Royal
Data the

no.

protection

Decree Data

of 1720/2007

and

133 individuals with regard Constitutional

dated 8 July 2011

the 1998
Law

to the processing of 15/1999 on Personal
personal data and the Data Protection (LOPD)
free movement of such
data

Notification Obligations

Protection of Privacy Moldovan
Act

Law

Personal
-

No

obligation Protection

on
controller

Data the
no.

to

-

No

subject

controller

breach

data

and

the
Law

to the processing of 15/1999 on Personal

Data free movement of such
to data

notify the data
subject
personal
breach
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obligation personal data and the Data Protection (LOPD)

on

of

protection

Decree N/A

133 individuals with regard Constitutional

Data dated 8 July 2011

notify the data

personal

on Law no. 677/2001 on Royal

-

-

Information
Society Services

Law

of

506/2004

data

(ePrivacy

No.

Electronic

Commerce Law
Law)

imposes this on
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companies

telecommunicat

falling under its

ions operators.

scope
Security

Forthcoming

Moldovan

Law

Information

Security Personal

Regulations

impose Protection

such

security dated 8 July 2011

on Law no. 677/2001 on Royal
Data the

no.

obligations.

protection

of 1720/2007

Decree Data
and

133 individuals with regard Constitutional

Protection

Act

Protection

Act

the 1998
Law

to the processing of 15/1999 on Personal
personal data and the Data Protection (LOPD)
free movement of such
data

Derogations related to Protection of Privacy Moldovan
LEAs

Act

Law

Personal
Protection

on Law no. 677/2001 on Royal
Data the

no.

dated 8 July 2011

protection

of 1720/2007

133 individuals with regard Constitutional

Decree Data
and

the 1998
Law

to the processing of 15/1999 on Personal
personal data and the Data Protection (LOPD)
free movement of such
data

Table 4: Table of Source National Legislation & LEAs
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Annex III
Below find a shortlist of the legal requirements that the Operator of the RED-Alert system
must abide by:

No

Requirement Name

Priority
Collection of Data

LR1

Collect data as is necessary for the prevention of a real danger or High
suppression of a specific criminal offence

LR2

Inform data subject, where practicable, that data has been High
collected and stored without his knowledge

LR3

Collect sensitive personal data only where absolutely necessary for High
the purposes of a particular inquiry
Storage of Data

LR4

Store solely accurate data and data as are necessary to allow High
fulfilment of lawful task

LR5

Carry out regular checks to ensure data is adequate and relevant

High

LR6

Delete personal data if no longer necessary for the purposes for High
which they are stored
Use of Data

LR7

Use the data collected solely for the purposes for which it was High
originally collected
Communication of Data

LR8

Transfer data only where the recipient has a legitimate interest, or High
where allowed specifically under national law or where the
transfer is necessary for the prevention of a serious or imminent
danger or suppression of a serious criminal offence
Rights of Data Subjects

LR9

Notify the data subject to whom the data pertains that data is High
being held on him as soon as the object of the police activities is no
longer to be prejudiced

LR10

Provide the data subject the opportunity to confirm whether data High
pertaining to him/her is being processed and access same
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No

Requirement Name

LR11

Provide the data subject the right to rectification or the data High

Priority

pertaining to him, where the right of access reveals that such data
is inaccurate or incomplete
LR12

Provide the data subject the right of erasure of data pertaining to

High

him which is excessive, inaccurate or irrelevant
Data Protection by design and by default
LR13

Implement appropriate technical and organizational measures in High
an effective manner whilst integrating the necessary safeguards
into the processing operations to ensure adequate protection of
the rights of data subjects
Security of Processing of Data

LR14

Implement appropriate technical and organizational measures to High
ensure a level of security appropriate to the risk.

LR15

Notify the DPA not later than 72 hours after becoming aware of a High
personal data breach

LR16

Inform the data subject of a personal data breach where the data High
breach is of high risk
Data Protection Impact Assessment & Data Protection Officer

LR17

Carry out an assessment of the impact of the envisaged processing High
operations on the protection of personal data before undertaking
such processing

LR18

Appoint a data protection officer to be involved in all issues which High
relate to the protection of personal data
Record-keeping & Logging

LR19

Maintain a record of all categories of processing activities under its

High

responsibility
LR20

Keep logs for the collection, alteration, consultation, disclosure of High
personal data in automated processing systems, wherein such logs
shall allow the possibility of establishing the justification, data and
time of such operations as well as the identity of the competent
authority receiving such data
Consultation & Cooperation with DPAs

LR21

Cooperate, on request, with the DPA in the performance of its High
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No

Requirement Name

Priority

tasks
LR22

Consult with DPA prior to processing whereby a new filing system High
is created
Relationship between Controller, Joint Controller & Processor

LR23

As controller/joint controller/processor, implement appropriate High
technical and organizational measure to ensure and to be able to
demonstrate that processing is performed in accordance with
existing legal requirements

LR24

As controller/joint controller, determine respective responsibilities High
for compliance by means of an arrangement with the
controller/joint controller

LR25

As processor, provide the same sufficient guarantees to implement High
the appropriate technical and organizational measures as if it was
acting in the capacity of a controller
Table 5: Table of Legal Requirements
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