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1. Executive Summary 

All type of measurements and information collections are suffering from incompleteness due 
to lack of resources or they are error prone due to finite accuracy. It is especially true for social 
interactions, where the large number of different relations and the restricted possibilities to 
observe and track them result in an incomplete dataset. Therefore, applications can utilize 
methods that are able to predict the existence of unrecovered relations or provide a ranking 
score for missing links recommending an importance order for targeted investigations or give 
hints for tracking complex information spreading at LEAs. 

The D3.2 deliverable, “Link prediction models” aims to implement link prediction models for 
Social Network Analysis. The deliverable is the result of Task 3.2 in the Social Network Analysis 
(WP3) work package. The SNA work package delivers a solution for processing and analysing 
networked data coming from data pre-processing components. The output of D3.2 will be an 
input of visualization (delivered in D5.4). The predicted links will be labelled with a reliability 
score, which can be utilized in Machine Learning (delivered in D2.2). 

The link prediction solution adopts network theoretic similarity and distance measures for the 
special purposes of the RED-Alert solution. Based on the special targeted measures, missing 
links and nodes are predicted by the module. Furthermore, some features e.g. weights, labels, 
directionality of the links are updated as well. 

The report explains the key outcomes that are delivered by this task, the software solutions, 
installation instructions and some scaling estimations of computing resources. 
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2. Introduction 

This document is a result from the T3.2 Link prediction algorithm that focused on the 
development of methods and algorithms for estimating a ranking score for existence of 
unobserved links. This task is the second part of the Social Network Analysis Work Package 
(WP3). This task utilizes the graph library common in WP3 and processes input and delivers 
output in the form as defined in the code samples for JSON network formats in D3.1.  

The SNA module is conforming to the GDPR by design, being able to work with anonymized 
data. Because the algorithms that are utilized here, are based on pure statistical and 
topological properties of the network (including labels as well), all information in the network 
can be anonymized. Therefore, the network definition must be extended with the description 
of aggregating functions and the type of the variable. When working with anonymous data, 
however, individual links cannot be predicted, since it would contradict with the definition of 
full anonymity, which allows only aggregated data and prohibits any form of individual data. 
However the module itself is GDPR compatible, since the processed data cannot be linked to 
real persons without external knowledge of anonymization keys. 

The SNA module works as part of the data analytics component. It receives input from the NLP 
and SMA through the anonymization module. Results of the link prediction are utilized in 
Machine Learning, where features based on semantic and topological information are 
combined for prediction of events. ML tools focus on predicting links when large number of 
patterns is available. The resulting JSON file contains the input network with some additional 
scores that can be used in visualization for adjusting shading or transparency effects. The 
figure below illustrates a possible pathway of data processing, which involves link prediction. 

 

 

Figure 1: Data pathway involving link prediction 
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2.1. Document Scope 

This document is submitted as the second deliverable of the Social Network Analysis Work 
Package (WP3) and presents core modules developed in Task 3.2 “Link prediction models” that 
aim to provide ranking scores for expected, but not the observed relations. 

The document is organized as follows: 

  The next section lists the functional requirements that are the targets of the SNA 

module.  

 The Section 4 surveys the theoretical background for the deliverable. First, a short 

description presents the most appropriate quantities that help predicting links. This 

will be followed by an overview of possible integration of graph topological quantities 

with machine learning.  

 In Section 5 the implementation of most promising algorithms are described with 

scaling of consumed computer resources.  

 The document closes with a summary. 

2.2. Methodology 

The following methodology was undertaken for developing the tools for the present 
deliverable: 

i) Studying use cases provided by LEAs and IDC for collecting expected user requirements 

ii) Surveying state of the art methods and available software tools 

iii) Creating prototype models for basic development and testing 

iv) Processing real datasets, provided by partners for performance testing 

v) Integrating social network quantities with machine learning methods 

vi) Performance testing and measuring scaling of resource requirements 
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3. Summary of the Functionalities 

This section summarises the functionalities covered by the software component presented in 
this deliverable. The functionalities are referred according to the Chapter 9 - Requirements 
Specification from “D1.3 - Technical Requirements Specification”.  

Code Functional requirement description Comments 

FR4 Import batch file/data to be analysed Since SNA is a batch module, the primary 
channel for exchanging data and user 
settings (e.g. type of analysis, selection of 
sub networks etc) is reading and 
processing of the input files with 
appropriate meta data sections 

FR14 Relationship analysis This is the working method of SNA: it 
takes pair wise relationships and analyses 
their holistic structure with calculating 
different measures from network science 

FR20 Link prediction models This is the main target of this deliverable. 
The component receives data in JSON 
format (networks) and provides an 
enriched output data with new, predicted 
links. The predictions are scored with a 
reliability or ranking score. 

Table 1: Functional requirements 
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4. Methods for link prediction 

The component calculates appropriate measures for link prediction. The implementation relies 
on two theoretic pillars: 

i) prediction based on topological measures 

ii) prediction based on attribute information 

Topological measures use only information from connectivity patterns, in contrast attribute 
measures predict missing/hidden relations from common attribute statistics. Upon request of 
the analyst on the user interface of the integrated RED-Alert solution, the SNA module can 
apply hybridpredictions as well, where both networked measures and attribute data are 
combined. 

4.1. Topological measures 

Link prediction algorithms assume that nodes with similar local and global structural features, 
as shown in the following subsections, have a high chance to be connected. These algorithms 
calculate different similarity scores from structural patterns. This section defines the 
implemented measures for the RED-Alert solution, and lists some well-known quantities, 
which are deprecated due to high computational demand. General observation was that the 
measures from local neighbourhood provide feasible solution. 

This section uses the notations listed in Table below.  

Concept Notation 

Node x, y, z 

Neighbourhood of node N(x) 

Number of members in a set |H|, where the set is denoted by H 

Similarity score for a pair of nodes , where x and y denote the 
node pair 

Virtual node  

Table 2: Notations of concepts 

4.1.1. Local measures 

The implemented similarity measures are the following: 

Number of Common Neighbours. This score is based on the assumption, that individuals 
establish relations with others that are similar to them.("Show me your friend and I tell you 
who you are."). Therefore, nodes with larger number of common related others are probably 
related directly or have a high chance to become related. The score is calculated as 

 

Jaccard coefficient. When number of neighbours is varying, the size of the set of common 
neighbours is worth to be normalized, because when both nodes have large number of 
neighbours, then the number of shared neighbours can be large with higher chance. Therefore 
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the Jaccard coefficient measures the shared circle of related entities relative to the all related 
ones. 

 

There are other variations of this coefficient as well, where the denominator is set to the 
maximum or to the minimum of the number of neighbours of the investigated pair of nodes. 

Resource Allocation Index/Adamic Adar Index. The Resource Allocation Index [5][5][5] 
enhances the Number of Common Neighbours score with a weight. The weighting assumes, 
that a busy person does not have enough time or other resources to keep contact with all of 
the potential related individuals, but users with low number of contacts have a higher chance 
to maintain their relationships more effectively.  

 

Resource Allocation Index of a node pair is the weighted number of common neighbours, 
where the weight for each neighbour is the inverse of the number of connections of that 
neighbour. More sophisticated or targeted weights can take into account nonlinear effect by 
replacing the reciprocal weight with a power law or with a sigmoid like weighting function.  

A common nonlinear weight [4][4][4] is taken from information theory and multiplicative 
processes and is referred as the Adamic-Adar Index: 

 

Preferential attachment score. A well-known model for network growth is the preferential 
attachment process by Barabasi [1][1][1], where new nodes choose their connections by 
preferring earlier nodes with large number of connections. This “rich get richer” process is 
often observed in social networks and resembles to the same link prediction idea, that was 
used for the Number of Common Neighbours score. If a node has many neighbours, then there 
is a higher chance, that it will establish a new link. The only difference here is that the linking 
score linearly scales with the number of neighbours of both nodes in the investigated pair. This 
bilinear requirement is satisfied with the following multiplicative form: 

 

4.1.2. Global measures 

One can extend the scope of the structural similarity beyond immediate neighbours. Here we 
present some important measures, but we note, that due to heavy computational 
requirements, they are deprecated for large social networks. In the following PA(x,y) denotes 
the set of all possible paths from node x to node y. Note, that in directed networks PA(x,y) and 
PA(y,x) are typically different. 

Shortest Path Length. Two nodes are probably more similar and can be sooner or later directly 
connected, when the length of the shortest path from one node to the other and also in the 
opposite direction is small. The user should keep in mind, that social networks are typically 
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small worlds. The main consequence of this property is that most of the nodes are connected 
with a path shorter than six steps 

 

Here the length of the shortest path is denoted by min|PA(x,y)|. Note, that the reciprocal 
value ensures a behaviour, which is similar to the other measures used for this deliverable. The 
measure assigns the largest score value to the shortest path connecting a pair of nodes, which 
has most probable missing direct link. In practical applications this measure is not very optimal 
for non-treelike networks, since large number of predicted links has have the same score. 
However, the concept is very important and provides the basis for further measures. 

 Katz similarity matrix. This similarity score is a generalized version of the Shortest Path Length 
score, which takes into account all possible paths connecting the node pair. This index sums 
over the collection of paths and is exponentially dampened by length to give the shorter paths 
more weights. 

 

Where  is the size of the set of all paths with length l connecting x and y,  is 

value of the adjacency matrix of the network in row corresponding to node x and in column 
corresponding to node y and  is a free parameter controlling the path weights. The 
similarity matrix, containing all possible node pairs can be written as  

 

where I denotes the identity matrix. Note, that the calculation of the matrix inverse is very 
costly and can be extremely slow [3][3][3]. 

Personalized PageRank Similarity, The general PageRank [6][6][6] is a centrality measure that 
describes a relative frequency of the visits of a random walker at the given node during an 
infinitely long walk. The walker moves from node to node along the edges of the network with 
probability (1-α) and jumps to a randomly chosen distant node with probability α. Personalized 
PageRank restricts the set of nodes of the teleportation targets to a small fraction of the 
network, where the restricted set contains the preferred nodes of the person. The 
Personalized PageRank Similarity utilizes the extreme restriction, where the teleportation is 
allowed to a single node. The similarity measure between the node pair (x, y) is calculated as 
the cosine similarity between the two stationary distributions of random walking of two 
Personalized PageRank processes. The first process restricts teleportation to node x and the 
other one to node y. 
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4.2. Attributes based measures 

Simple networks consist of nodes and edges. In several cases additional information enriches 
the topology that are represented as labels of nodes or edges. It is possible to use this 
metadata to predict unseen links. 

Common Rare Attributes. When attributes have several different values and some of them are 
specific to only a few nodes, one can assume direct relations between nodes sharing a 
common, rare, attribute. The frequency of the rare attribute ranks the missing links: lower 
frequency indicates higher chance for drawing an edge.  

 

WIC measure. An enhanced variant of the above measure is the ratio between the number of 
Within- and Inter Cluster common neighbours. Clusters are defined by the attributes: nodes 
taking the same value of the attribute are forming a cluster. For a pair of nodes (x, y) the node 
z is w is considered as a within-cluster common neighbour, if it is a common neighbour and 
belongs to the same community as the two nodes. Otherwise, it is considered as inter-cluster 
common neighbour of x and y. The ratio between the sizes of the set of within- and inter-
cluster common neighbours is defined as the WIC measure. 

 

The parameter  prevents the division by zero error, when there are no inter class nodes 
[7][7][7] . 

4.3. Hybrid measures 

When attribute information , which can be used as an indicator of cluster membership is 
available, the topological and attribute based predictor scores can be combined. 

4.3.1. Hierarchical method 

The third deliverable D3.3 “Implement hierarchy reconstruction methods” will present 
methods for organizing a flat structure of attributes into a hierarchy. Clauset et [2][2][2] 
proposed a general technique to predict missing links, when a hierarchical organization of 
clusters is known. As shown in the Figure below, when the hierarchical structure can be 
represented as a binary tree (dendrogram), it will consist of n leaves and n-1 higher ranked 
nodes. The leaves are identical with the nodes of the network under investigation, and the 
higher ranked nodes are virtual nodes denoting the structure of the clustering. Each higher 
ranked node has a probability attribute as well. When linking probability of two unconnected 
nodes x and y is a question, then their lowest ancestor must be identified in the attached 
hierarchy. The linking probability will be equal to the attribute of the identified virtual node. In 
Figure 2 below, a network of 6 nodes is shown with 2 possible attached hierarchies. The real 
nodes in the network are represented by circles, the virtual nodes of the dendrogram are 
shown as squares. The labels of the virtual nodes indicate the corresponding maximum 
likelihood probability defined below.  
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Figure 2: The likelihood of two possible dendrograms for an example network consisting of 6 nodes.  

 

From basic rules of probability theory, it can be shown for binary hierarchies, that assuming 
independent random connections in the network, the likelihood of the attached dendrogram 
is given by the formula:  

 

Here  is the probability attribute of the virtual node  connecting two clusters of the 
network,  is the number of edges between the clusters and  is the number of 
missing possible links between the clusters (  denotes the number of nodes in the left cluster 
and  denotes the number of nodes in the other cluster). One can show, that the likelihood 

 of the dendrogram D is maximal with respect to the probability attributes  
when the attributes take the value:  

 

This maximal probability is the predicted linking score for a node pair x and y with lowest 
common ancestor  in the attached hierarchy: 

 

For the example network the missing link between nodes c and e has a predicting score of 1/4 
according to the hierarchy on the left and a predicting score of 1/9 according to the hierarchy 
on the right. 

Note, that the attached hierarchy describes a possible interpretation of the network. The 
Figure above illustrates a network with two possible interpretations. The left dendrogram 
describes the network as an aggregate of two smaller networks of different sizes: one 
consisting of nodes a, b, c and d, the other one consisting of e and f. Conversely, the hierarchy 
on the right interprets the network as a joint pair of two subnetworks with equivalent 
topologies. The method is able two give a hint for the analyst of which interpretation is the 
more plausible, when there is no further information available. By calculating the likelihood 

 of the dendrograms the interpretation with higher likelihood can be a better 
choice. In the example illustrated in Figure above the likelihoods are 0.00165 (left 
dendrogram) and 0.0433 (right dendrogram), hence, the interpretation of the network as a 
joined pair of two equal sized subnetworks is preferable.  
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Another choice for the analysis is available  when both of the hierarchies must be considered 
to be relevant. Here, an ensemble average of predictions can be calculated, where each of the 
available hierarchies are weighted with their maximal likelihood values. 

 

Further important result of the method are a reliability score for the already existing links, 
because the lowest common ancestor of a connected node pair has in some cases a nontrivial 
value different from 1. In the example network the nodes c and d are connected, though their 
common lowest ancestor has a probability score of 1/3 according to the hierarchy on the left, 
and 1/9 according to the hierarchy on the right. 

4.3.2. Suondarajan-Hopcroft methods 

Another possibility for integrating topological and attribute based measures is to redefine 
topological scores with  attribute based terms, which favour common memberships in a 
cluster [8][8][8]. Two of such enhanced measures are presented here. Both of the measures 
utilize a membership characteristic function, which is defined for a triple of nodes: 

 
 

Enhanced Number of Common Neighbours. Here, the number of common neighbours is 
extended with a term, which adds a bonus score for all common neighbours that are in the 
same cluster as  nodes x and y. 

 

Enhanced Resource Allocation Index. In contrast to the previous measure, here punishment is 
introduced for node resources, that are not members of the cluster where nodes x and y 
reside. Namely, terms in the Resource Allocation Index sum will be neglected that come from a 
common neighbour outside of the cluster, which has nodes x and y as members 

 

 

4.4. Machine learning for link prediction 

All score functions introduced above can be used as features for machine learning methods. 
Although there are two obvious problems: 

 Computational cost of evaluating of very large number of possible edges (quadratic in 

number of nodes). 

 Highly imbalanced class distribution: number of positive examples (existing edges) 

grows linearly and negative examples quadratically with the number of nodes. The 

training set has lots of negatives (majority of possible edges just don’t exist), which 

pushes a classifier to choose from the negative class. The solution for that is instead of 
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taking the whole bunch of negative examples in training set take different samples of 

that and create a data set that is more balanced.  

Machine learning for link prediction works with the following steps: 

 Feature generation 

 Model training (logistic regression, Naïve Bayes, SVM, …) 

Testing (Model application). The main components of the Machine learning models for link 
prediction are: 

 

Figure 3. Main components of the link prediction model 

 

Feature Extraction. Convert the pair node - node into an n-dimensions vector. N depends on 
the number of features to be extracted. 

Nodes Attributes. Database that contains the information about the node’s attribute values. 

Classifier. A classifier based on a Machine Learning Classifier Model. It classifies a pair of nodes 
into a link prediction value. The simpler one will classify this value into 0 or 1 (predicted new 
link). 

Training Set. This is a collection of nodes’ values and their propensity to create a link between 
them in a real network. The ML model will be based on these values. 

Machine Learning Model. This is a classifier model based on labelled data. The model learns 
from the previous experience where nodes tend to be linked in the near future. 

Let’s imagine the model created by means of the training set. For simplicity, we will show a 
SVM model, formed by a decision boundary that splits the space in 2 parts, one for suspicious 
messages and the other for non-suspicious. 
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Figure 4. Graphical representation of a model.  

The success of the model can be evaluated with different criteria: 

 High accuracy of the model. 

 Identification of the majority of the news links between nodes. 

 Relatively low level of false positives. 

 Model easy to update. 

 Model easy to create for new networks. 

Some of these criteria can be contradictory. So it’s a matter of technical or business related 
criteria to decide which option is preferable. 

Some of the parameters to take into account are: 

Parameter  Description  
Level of 
accuracy  

The main variable to define how good the model is. 

Volume of data  Acquired volume of data of the training set (i.e. number of nodes and edges 
of the model). 

Data quality Relevance of the data with the real use case. 
Model 
complexity 

Complexity in terms of: 
 Intuitiveness of the model 
 Time to build the model (ex: neural networks are slower to build) 
 Volume of data required to get good results (ex: naive bayes usually 

requires less data) 
 Processing time of the classifier (ex: lazy classifiers are very slow). 
 It is incremental or not, i.e. the model needs the whole corpus to be 

updated. 
Number of 
classes 

The classifier output values. The more simpler (0,1) the less requirements in 
terms of training set. 
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Table 3: Relevant parameters 

 

Also, the optimization of the model can be tricky. For example: 

 

 Figure 5. Graphical representation of the accuracy  

The acquisition of network data can be difficult and time-consuming in some cases. For that 
reason, it is important to define the optimal point defined as the minimum volume of data to 
get an acceptable accuracy. 

Another example can be the Accuracy vs. model complexity. Not always more complexity of 
the model means better accuracy. In any case, it is better sometimes to build less complex 
models even at the cost of some level of accuracy. 
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5. Applications of Link Prediction Methods 

Main application of Link Prediction Methods is gathering intelligence from partially known 
data. This section defines intelligence and describes to main issues and pitfalls in this highly 
fragile application field. Every state around the world is faced with challenges in securing its 
citizens. Whether it is crime, illicit trade or terrorism, states work to ensure that their civilians 
are safe and that rules are being upheld. Understanding how security services, law 
enforcement agencies and government officials contend with these threats requires a 
comprehensive understanding of the intelligence apparatus, which is an invaluable tool for 
officials. While intelligence plays a critical role for law enforcement agents and intelligence 
officials trying to secure citizens from a wide variety of threats, this section will specifically 
focus on the importance of intelligence in countering terrorism around the world.  

To begin unravelling the broad and complex intelligence apparatus, one must first be familiar 
with the definition of the concept. While there is no succinct definition for the term 
intelligence, and while most definitions are deficient of in one way or another, intelligence can 
be broadly understood as collecting information which should enable you to accomplish your 
goals, plans, understand the circumstances you are surrounded with, and adjust to newly-
emerging conditions. It is ‘the ability to understand your situation, to make sense of your 
condition, and adjust to new and changing circumstances’ [9][9][9]. Intelligence helps you in 
understanding two critical concepts: the capability of your enemy as well of their motivation.   

Dr. David Charters writes[10][10][10] that "whether a government adopts a Defensive-Passive 
strategy or an Active Counter-strategy of counter terrorism it will require three basic types of 
intelligence:  
(1) warning intelligence,  

(2) operational intelligence and  

(3) criminal-punitive intelligence".  

Warning intelligence occurs when the Government expects an attack but does not have all the 
facts. Operational intelligence occurs when the intelligence community (IC) collects 
information on the training and specific weaponry of different terror organizations. It tries to 
obtain information regarding the chain of command; thereby, determining ways of disrupting 
the terrorists' capabilities in launching an attack. This type of intelligence primarily focuses on 
answering the following questions: who, what, when and how. Lastly, criminal intelligence 
focuses on collecting evidence to convict a terrorist of planning or carrying out a terror attack. 
It includes for example, forensic evidence such as fingerprints, explosives residue, personal 
items lost by terrorists. In Dr. Charters view, the focus must be on intelligence-gathering in two 
domains: strategic and tactical. He further explains in detail strategic and tactical intelligence 
as follows: "an intelligence agency develops a strong strategic assessment when the agency is 
able to answer all six questions about a terrorist organization(s). The critical questions are: 
who, what, where, when, how and why"[10][10][10]. Examples of questions the IC would ask 
include:  

(1) Who are the leaders of the organization? Who are the sympathizers of the organization?  

(2) What is the terror organization capable of? What is their ideology? What type of training 
camps do they operate in?  

(3) Where would the identified terror organization want to strike?  
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(4)When is a preferable time of year for a terrorist organization to strike?  

(5) How does a terrorist group operate?  

Dr. Ken Robertson “considers the advantages of the constant and proper use of intelligence 
measures in all aspects of coping with terrorism. Intelligence can help identify those engaged 
in terrorism at all levels of involvement, reveal their safe havens and source of recruitment. In 
addition, intelligence could track down their weapons, channels of supply, and methods for 
funding terrorism. Finally, intelligence can also help warn against future attacks and if possible 
to prevent them by transmitting the information that decision makers require"[11][11][11]. 

Professor Boaz Ganor explains that "defensive action is typically used in conditions of 
insufficient or uncertain intelligence. (…) Defensive measures are normally the last link in the 
chain of counter terrorist action. Anti-Terrorism becomes of the utmost importance when the 
intelligence system fails and the deterrence element collapses"[12][12][12]. 

To summarize the importance of intelligence we refer to experts in the field. Prof. Alex Schmid 
states that "intelligence activity stands at the forefront of the struggle against 
terrorism"[13][13][13]. Prof. Martha Crenshaw, Professor of Government at Wesleyan 
University notes "the need for accurate intelligence in order to facilitate pre-emptive strikes – 
preventive action against terrorist organizations or reprisals aimed at deterring organizations 
from committing additional terrorist acts"[14][14][14]. Lord Chalfont states that "accurate 
intelligence – the ability to see what is on the other side of the hill – is of crucial importance 
without it commanders are blind"[15][15][15]. 

The importance of intelligence can be summed up by an excerpt of former CIA Director 
Michael Haydon’s speech at the Atlantic Council where he explained that "Our job as 
intelligence professionals is to understand that complex picture so we can provide warning 
and opportunity to those who are making decisions on behalf of our country"[16][16][16]. 

5.1. Types of Intelligence 

Each law-enforcement agency and each country has different intelligence needs. This is a 
primary contributor to the difficulty in creating one, succinct definition for the concept of 
intelligence. The term intelligence itself has thus been broken down into various disciplines. 
These disciplines have been broadly termed (1) human intelligence, (2) open-source 
intelligence and (3) signals intelligence. 

Human intelligence (HUMINT) refers to a category of intelligence "derived from information 
collected and provided by human sources"[17][17][17]. This includes information attained 
from agents, defectors, supporters who have been captured and arrested and 
recruits[18][18][18].  

Open-source intelligence (OSINT) refers to the gathering of intelligence purely from open, 
overt sources, including internet and online sources as well as statement, press releases, news 
items, etc[18][18][18]. With the rise of social media, this has become a particularly useful 
method of intelligence collection and thus a sub-discipline of OSINT has been created and 
termed Social Media Intelligence (SOCMINT). SOCMINT refers to the tools allowing 
organizations to monitor social media channels, monitoring conversations and posts. This has 
proven useful in warning against attacks before they happen, identifying ties to various 
malicious organizations and in understanding network dynamics[19][19][19]. 
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Signals intelligence (SIGINT) is a form of intelligence gather from interception of signals, but it 
can be further broken down into sub-categories. The first sub-category of SIGINT is 
Communications intelligence (COMINT), which is a form of signal intelligence gathered from 
voice information and messages derived from foreign communications such as telephone calls 
and text messages. The second sub-category of SIGINT is Electronic signals intelligence (ELINT), 
which refers to intelligence gathered by use of electronic sensors that usually do not contain 
speech or text [20][20][20]. This pertains to the electronics of an opponent’s defense network, 
including their aircrafts, radars and missiles.  

While each law enforcement agency specializes in certain disciplines, and has its own distinct 
needs, it is imperative for agencies to share information with others, in order to maximize the 
potential for thwarting and preventing attacks.    

5.2. Importance of Intelligence in Counter-Terrorism 

"Nothing should be as favorably regarded as intelligence; nothing should be as generously 
rewarded as intelligence; nothing should be as confidential as the work of 
intelligence"[21][21][21] (Sun Tzu).  More than twenty centuries later, the U.S. Congress, in a 
Report by the National Commission on Terrorism states that "good intelligence is the best 
weapon against international terrorism"[21][21][21]. Despite the evolution of the threats 
facing the state, intelligence still has a pivotal impact on the security and defense of the 
country. 

Most of the countries in the world today are faced with the threat of terrorism, and have been 
forced to find methods for countering and preventing the threat of terrorism on their soil. 
While the process of countering terrorism is not simple and requires the cooperation of 
various law-enforcement agencies, there is one component of counter-terrorism whose 
importance cannot be over-stated, it is “intelligence activity [that] stands at the forefront of 
the struggle against terrorism”[13][13][13].   

When it comes to terrorism, intelligence plays a number of roles. For starters, intelligence can 
help identify individuals who are engaged in acts of terrorism at any level of involvement, 
whether it is the mastermind of the attack, the perpetrator, the organization’s leader or the 
middle-man. Intelligence can help reveal invaluable information about terrorists other than 
their identity. It can reveal terrorist safe haven locations, sources of recruitment, financing 
mechanisms and weaponry stores and supplies. The intelligence gathered can then be used in 
a myriad of ways. Counter-terrorism intelligence can largely be divided into three purposes: 
warning intelligence, operational intelligence and criminal-punitive intelligence [10][10][10].  

As previously discussed, warning intelligence uses information gathered in order to warn of 
future attacks. This type of intelligence removes the element of surprise, enabling security 
forces to organize preventive measures in order to eliminate the threat and safeguard possible 
targets. Operational intelligence on the other hand, utilizes the information gathered in order 
to allow for planning of operational counter-measures against terrorists. Here, the 
identification of terrorists, their weaponry and their affiliations is imperative in empowering 
security apparatus with knowledge to counter-act. Finally, criminal-punitive intelligence 
provides law enforcement officials with the evidence required to convict terrorists in court.  

Each element of intelligence gathered serves a unique purpose. When bringing these elements 
together, a clearer counter-terrorism picture emerges.  
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5.3. The Intelligence Cycle 

Having an understanding of what types of intelligence gathering techniques exists and what 
can be done with the intelligence once it has been gathered depicts only part of the 
intelligence story, when in fact there is a comprehensive cycle.  

Prior to beginning the collection of intelligence, agencies must identify what it is they want to 
find out. Identifying the desired outcome allows intelligence agencies to plan and direct their 
efforts for a specific job. It is only after there is a clear plan that agencies begin the next step of 
intelligence collection. It is in this step that agencies utilize the variety of disciplines discussed 
above to collect the information required to complete the mission. Once the information is 
collected, agencies process the collected information. The Central Intelligence Agency (CIA), 
for example, creates a report of all the intelligence collected for each mission. After the 
information has been processed, agencies must analyze the information gathered to assess 
the next steps, importance of the information and how it all fits together. It is only after this 
step is complete the results of the findings are disseminated, allowing for policy makers to 
decide on a course of action, and a method of achieving the final outcome raised at the 
beginning of the process. This complete cycle is undertaken for every intelligence dilemma.  

 

Figure 6. The Intelligence Cycle  

5.4. Challenges in Intelligence Gathering 

One of the primary challenges of the intelligence community is using the intelligence gathered 
to accurately assess a threat. As with many other disciplines, the intelligence community must 
be weary of false positives and false negatives from the information gathered. A false positive 
is a result, which incorrectly indicates that a particular condition or attribute is present. In the 
intelligence community, this can result in an innocent person being marked as malicious. A 
false negative on the other hand is a result that appears negative when in fact it should not. 
For the intelligence community, this can result in a missed opportunity to identify a suspect, 
allowing malicious individuals to slide under the radar undetected.  

In the world of counter-terrorism, the issue of false identification can have serious 
consequences. In 2005, following The London 07/07 Attacks, Brazilian citizen, Jean Charles de 
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Menezes exited a building in which he was living. The police officer on duty felt Menezes 
warranted further attention after comparing his appearance to photographs of the bombing 
suspects. On the basis of the officer's suspicion, Gold Command allowed officers to pursue and 
watch Menezes and make sure to bar his entrance to the subway. After reaching the subway 
station, which was closed due to the previous day's events, Menezes boarded a bus towards 
another station, behaviour police viewed as suspicious. Menezes entered the subway station 
and boarded a train, at which point firearms officers blocked the door from 
closing[22][22][22]. Officers boarded the train, at which point Menezes stood up. The officers 
restrained him and shot Menezes in the head seven times [22][22][22]. The following day, 
police issued a statement explaining that Menezes had not been linked to the bombing 
attempts in any way. In this situation, law-enforcement agencies were confronted with a false-
positive situation, mistakenly identifying an innocent man as a terrorist, ultimately resulting in 
the wrongful killing of Menezes. This highlights the importance of accurate intelligence 
gathering, and the dire consequences that may result from wrong analysis.  

5.5. Case Study: 9/11 Commission  

The events of September 11, 2001 shook the world to its core, flung the United States into a 
war on terrorism and highlighted the challenges of effectively fighting terrorism. Following the 
events of September 11, the National Commission on Terrorist Attacks upon the United States, 
also known as the 9/11 Commission was created to investigate the circumstances surrounding 
the September 11 terrorist attacks. The Commission, comprised of five democrats and five 
Republicans, conducted extensive research and interviews and eventually published a report 
on their findings surrounding September 11th. One of the primary findings of the 9/11 
Commission Report was the missteps taken by the American intelligence community.  

The report concluded that failures of the intelligence community could be attributed to the 
horrors of 9/11. The report details that while intelligence agencies had understood that Osama 
Bin Laden in particular, and al-Qaeda in general, posed a threat to American citizens, they 
missed the mark on how serious of a threat was posed. The report charges the failure of the 
intelligence community with an “overwhelming number of priorities, flat budgets, an 
outmoded structure, and bureaucratic rivalries”[23][23][23]. The report highlighted the lack of 
cooperation between entities in the intelligence community as a major contributor to the 
failures of 9/11, with agencies often “operating independently of one another, with little 
communication or cooperation”[24][24][24].  

It was in response to the harsh findings of the 9/11 Commission that the United States decided 
to revamp their intelligence policy, creating a position of national intelligence director and a 
centre for pooling of terrorism related intelligence called the National Counter-Terrorism 
Centre.  

5.6. Final words on Intelligence 

Counter-terrorism efforts today rely heavily on the collection of intelligence by various law-
enforcement and intelligence agencies. With each agency specializing in a particular area, the 
intelligence apparatus has been broken down into sub-specialities allowing for the 
maximization of expertise. However, this divide has also proven to be a disadvantage, with 
many intelligence agencies working independently and holding back knowledge from other 
agencies. In order to effectively combat terrorism, agencies must work together, sharing their 
information and maximizing the accuracy of the intelligence they have gathered.  
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6. Component Presentation 

This component is the result of the second task in WP3, Social Network Analysis. The work 
package develops a batch module with three foci according to the three tasks of the work 
package. This component is concerned with the implementation of link prediction models.  

Similar to other SNA tasks, the link prediction component works with pre-processed data. NLP 
and SMA components identify entities, objects and relationships among them. Before input 
enters the SNA component, the Anonymization component should pre-process all sensitive 
information. The output of the component is used for visualization. The task will communicate 
with the Machine Learning component as well. 

The SNA implementation is GDPR compliant by design. It needs only relationship data that can 
be anonymized without high level of aggregation. When the analyst needs predictions for 
relationships between individuals, then the input must be coarse grained, at least at that level. 
Note, that an anonymized input with encrypted data and variable names are fully anonymized 
for the SNA component (even in the case, when external data are available except the 
anonymization keys), because it is not possible to link back the results to real persons without 
the anonymization keys. 

6.1. Pre-requisites 

Since the component is based on the general libraries developed in D3.1, the pre-requisites 
are the same: 

 Python 3.4 or above 

 NetworkX 2.1 or above 

Note, that the SNA consists of pure background batch processing components, hence no 
graphical user interface and graphical environment is needed. 

6.2. Installation 

Under standard Ubuntu Linux environment, the appropriate python executables with general 
libraries are preinstalled. The required NetworkX library can be installed with the command 
when the user has administration privileges 

apt install python3-networkx 

The SNA component for the RED-Alert solution should be installed in the same directory, 
where the component from D3.1 was installed. Recall, that this directory must be in the 
python library path. We recommend for installation  the general 

configure.sh 

command from the SNA repository, which was tested under Ubuntu 16.04, but other versions 
of Ubuntu and other inux distributions are expected to work as well. After setting up the 
required environments 

cd /opt/RedAlert/SNA 

pip install -r requirements.txt 
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will install the component with the appropriate libraries. Note, that the user, who runs the 
installation script, must have write access to the installation directory. This user can be any 
nonprivileged user as well. 

The installation script mentioned above requires an Internet connection, but no special 
privileges. In case, when the component is installed on a secure server without internet access, 
the NetworkX 2.1 library with all SNA components should be copied into a working directory. 
The component installs with the following commands 

cd /opt/REDAlert/SNA 

pip install –e ./ 

6.3. Using the software 

The current implementation runs as a command line batch process. The program reads input 
from a JSON file. Parameters are defined for the program as command line arguments. 
Resulting network with predicted links is written into an output file. The output format is 
JSON, the name of the output file is given as the last member of the argument list: 

predict_edges input_file.json method_name output_file.json 

This command needs only read and execute access to python interpreter and the SNA libraries 
installed by the method on the previous subsection. Output can be a file, which needs write 
access for the executing user, or a pipe or a database. The current implementation is file 
oriented, which can change during the integration phase. 

When the input file or the output file resides outside of the current working directory, the 
input/output file names must be extended with the full access path. The executing user must 
have the appropriate read and write permissions as described above. 

6.4. File format 

The module works with network files in JSON format. The input file must follow the general 
network format described in D3.1. The output is again a JSON file with enhanced attributes for 
the input network. The code sample below demonstrates a possible output. Predicted edges 
have an “is_predicted” Boolean flag, which is “true” for edges that were missing from the 
input network. These edges have a “prediction_score” attribute as well. The score value is a 
float number, larger numbers indicate higher probability for linking the node pair which are 
defined by the “source” and “target” variables. The “prediction_score” flag takes the “false” 
value for edges that were available in the input network, or this attribute is neglected. The 
only case, when the “prediction_score” flag with “false” value must exists, is calculation of the 
reliability score. For simplicity, the reliability score is stored in the “predictions_score” 
attribute. 

{ 

  "nodes": [ 

    { 

      "id": "D016856" 

    }, 

    { 

      "id": "D002003" 

    }, 

    { 

      "id": "D030023" 

    }, 

    { 

      "id": "D003041" 
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    }, 

    { 

      "id": "D029966" 

    } 

  ], 

  "links": [ 

    { 

      "target": "D002003", 

      "source": "D016856" 

    }, 

    { 

      "target": "D030023", 

      "source": "D016856" 

    }, 

    { 

      "target": "D029966", 

      "source": "D030023" 

    }, 

    { 

      "target": "D002003", 

      "source": "D003041" 

    }, 

    { 

      "target": "D029966", 

      "source": "D003041" 

    }, 

    { 

      "is_predicted": true, 

      "target": "D029966", 

      "prediction_score": 0.5515665374600294, 

      "source": "D016856" 

    }, 

    { 

      "is_predicted": true, 

      "target": "D016856", 

      "prediction_score": 0.877608136669411, 

      "source": "D003041" 

    }, 

    { 

      "target": "D030023", 

      "source": "D027722" 

    } 

  ], 

  "multigraph": false, 

  "graph": { 

    "edge_attrs_metadata": { 

      "is_predicted": { 

        "type": "boolean" 

      }, 

      "prediction_score": { 

        "type": "float", 

        "orderable": true, 

        "nonnegative": true, 

        "nonzero": true 

      } 

    } 

  }, 

  "directed": false 

}n 

Figure 7: Code sample demonstrating a possible output JSON file.  

6.5. Evaluation of algorithms 

Link prediction is a sensitive task. When the predictions are reliable, it can save cost, 
unnecessary work or life. Conversely, an algorithm with low efficiency can be a real danger for 
innocent individuals. Therefore, it is important to test the method with datasets that are 
similar to the expected real applications. The subsubsections evaluate the above presented 
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algorithms from point of view of reliability on Twitter datasets. Technical evaluation and 
benchmarking is presented in the next subsection. 

6.5.1. Performance testing methodology 

The tests for evaluating of the performance of algorithms should satisfy the following two 
requirements: 

 Resemble real scenarios. 

 Avoid high number of false positive results due to the large number of missing links. 

The algorithms were evaluated with the following methodology. First, a small percent of 
randomly selected edges were removed. The resulting new test network was constructed from 
the original nodes and the remaining edges. All predictions were done based on this test 
network, simulating a real world scenario, where unseen edges cannot contribute to the 
calculation.  

The first evaluation score of an algorithm is the percent of recovered edges, when the number 
of predicted edges is the same as the number of removed ones.  

The other evaluation measure was the estimation of false positive rate. Considering the high 
number of non-existent edges in a usual social network the evaluation took a random sample 
of unconnected node pairs of same size as the set of removed edges. The prediction scores 
were calculated only for this sample and compared with the worst prediction score from the 
real removed edges. The expected false positive rate for a given sample is the percent of 
unconnected node pairs with a prediction score higher than the smallest score of a removed 
real edge. The final evaluation score is an ensemble average of several sample evaluations. 

6.5.2. Inter entity network with link removal 

The first evaluation was run on an inter entity relationship dataset. This dataset contained 
(subject, relation_type, object) triplets. All triplets were labelled by a document identifier 
index, which referred to the original tweet from the NLP analysis. The dataset contained 
111784 triplets, which resulted in a network with 16978 nodes and 17465 edges. As shown in 
Figure below, the network consists of several disjoint parts. One subnetwork is dominant by its 
size, other network components are negligibly small. 
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Figure 8: Global structure of network of inter entity relationships, 
details not shown intentionally 

The network is very sparse with an average degree around 2. Because link prediction 
algorithms utilize mostly other links for inference, the prediction has a low performance. The 
best performing algorithm (Jaccard measure) was able to predict only 12% of the removed 
edges. 

6.5.3. Person co-occurrence network with link removal 

The test network here results from a projection of a document-person bipartite network. The 
network consists of nodes, representing anonymous persons that were mentioned in the 
tweets. Two persons are connected, when they occurred within the same document. 

The test dataset contained 428037 docid-personid pairs, which resulted a projected network 
with 21663 nodes and 936725 edges.  

The best performing algorithm was able to achieve a very high score for predicting removed 
links. When the 1% of edges were removed, the Jaccard measure was able to predict 99% of 
them. Conversely, the false positive rate was low, only 5% of the unconnected edges were 
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predicted as potential missing edge. Note, that this excellent performance is a bit misleading 
because the projected network is very dense, and typically consists of adjacent cliques (fully 
connected subgraphs). When a link is missing from a large clique, it can be predicted easily, 
and correspondingly, the gained information with the predicted link is low as well. 

6.5.4. Person co-occurrence network with document removal 

Another realistic scenario for the co-occurrence network is the case, when full documents are 
not available for inspection. The main difference between the effects of unseen documents 
and the unseen relations on the resulting network is that unseen documents cause large 
numbers of missing, correlated links and some missing nodes as well. 

The algorithm was tested by removing 5% of the documents, which resulted in a network 
consisting of approximately 1% less edges and 2% less nodes. Note, that documents were 
removed randomly, therefore the missing nodes and edges vary from case to case. Because 
whole cliques (correlated edges from the point of view of prediction) are removed during this 
evaluation, a ‘more wrong’ predicting power is expected. Indeed, it was found, that in contrast 
to the excellent accuracy,  the best performing algorithm was able to predict only 49% of the 
removed edges. The false positive rate did not change considerably, it was predicted for the 
5% of unconnected node pairs, that they are potential related pairs. 

6.6. Benchmarking of algorithms 

Besides of the predicting power of the algorithms, it is important to estimate the computing 
resources that will be needed for real applications. The two most important benchmarks are 
the maximal allocated memory and the consumed CPU time. 

All methods show similar quadratic scaling with the size of the network, when the network size 
is measured with the number of existing edges. 

    

Figure 9: Resource benchmarks for link prediction. 
 Left: CPU time in seconds, Right: allocated RAM in MByte 
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7. Conclusions 

This document presents the technical implementation and theoretical methods for predicting 
links in networks. Several measures are available for calculating scores of unobserved 
connections that allow creating ranks of potential edges. At the top of these rankings are the 
best candidate links for further investigations. It must be noted though, that all theoretical 
speculations are useless without reliable data sources. The scientific background ensures only 
the mathematical rigor with the calculations, but the final conclusions must be always 
thoroughly reviewed by experts at LEAs. All mathematical models work with assumptions that 
can be only partially valid, and representation of doubtfulness and noisiness of data is 
subjective many times.  

Social Network Analysis works with input data coming from pre-processors as NLP and SMA. 
These data will be further processed by the SNA module. Here the software implementation of 
link prediction algorithms is presented. The theoretical background sheds light on the limits of 
the algorithms, while the benchmarking tests determine the resource requirements of the 
module. Because the SNA module is a batch processing module, the use of the software is 
presented as command line code samples and detailed description of the data format. 

The results of the module will be utilized by the ML and Visualization modules. 

Link prediction is very sensitive to the topology of the input network. The precision and 
sensitivity varies between extreme low and high values for the currently available datasets. 
Therefore, further improvements are planned as new datasets and new preprocessed relations 
(e.g. co-mentions or object-entity relations) become available. Close interaction between the 
integration work package can allow correct and unbiased feedback to the user, who can 
decide about the validity and usability of the predicted connections. 

Security Advisory Board members evaluated the D3.2 content and also considered the H2020 
Guide regarding classification of information (Version 2.1 /26 October 2016) and concluded 
that D3.2 deliverable must be CONFIDENTIAL to consortium members and EU services, 
considering the presented mechanism and concepts for SNA that can be applied to counter 
terrorism domain.  
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