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1. Executive Summary
The present document is the deliverable “D4.1 – Social stream conversion report” (henceforth
referred to as D4.1) of the RED-Alert project.
The main objective of the document is to define the work already done in Task 4.1: Convert
social streams in readable event streams compatible with ontology analysis, i.e. how the
information that flows between all the modules of the project has been structured. These
structures will be basic to define the rules of the creation of alerts by the CEP engine.
During this task, a common structure for transfer and store of all the information has been
defined. The best format for structuring the information is in JSON format, since it is
sufficiently flexible and at the same time simple to store information for each of the modules.
For each of the methodologies, a structure of how to represent each of the functionalities has
been established.
The objective of the Project is to create real-time alerts of suspicious content on social
networks. But in order to have this results we need to define how will the system create these
alerts and how will be the data transformed from raw data to alerts.
The following figure is a schema of this process:

Figure 1. Data transformation from sources to alerts.

The main steps to data transformation are:
1. Raw data: The project will acquire data from the social media channels.
2. Data Collection: There will be two main methods to acquire data from Social
Networks:
• Data directly extracted from social networks: By means of Social Media APIs.
Each social media platform has their own API to get data from it, usually by query
searches (searches of content based on keywords).
• Data uploaded by the LEAs: Data uploaded by the users, which may come from
one of the previous social networks or from different ones, in a CSV format.
3. Data analysis: Data is analyzed by means of several methods, in summary:
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• Texts of messages using Natural Language Processing (NLP) technologies.
Extraction of concepts, sentiment, topics, etc. of the content.
• Relations between users through Social Network Analysis (SNA) to obtain
communities, the most influential users, etc.
• The videos, audios and images (SMA) by means of technologies of analysis of
these types of contents, with the aim to recognize symbols, images, actions, etc.
classified as suspicious and convert audio to text.
4. Alerts: The alerts are created by means of Complex Event Processing (CEP) technology.
With the CEP it will be possible to define a set of patterns (rules) to identify suspicious
messages, from the point of view of the content or the author. The main advantage of
the CEP engine is that it works with an intake of data from multiple sources and in real
time. Within RED-Alert, these sources are the result of the output of the other REDAlert components, namely SNA, NLP and SMA.
Next steps:
During the rest of WP4 (Task 4.2 Develop an event driven inference mechanism to cope with
uncertainty and Task 4.3 Implement the inference mechanism) the rules that describe the
patterns to create the alerts from the input JSON will be defined.
These rules will be built by defining:
• A temporary window to extract the information.
• A set of logical rules that define alerts based on the knowledge of the content,
if it is suspicious of being related to radicalization propaganda.

This project has received funding from the European Union’s Horizon 2020
research and innovation programme under grant agreement No 740688
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2. Introduction
This section presents the scope of the current document, the methodology used to produce it
and the structure of the following sections, in order to provide an overview for readers.

2.1. Document Scope
The purpose of this document is to present the work accomplished within Task 4.1: Convert
social streams in readable event streams compatible with ontology analysis, within the WP4
(Complex Event Processing).
This task is necessary to define the CEP engine input. In order to create the rules that discover
the patterns of "suspiciousness", it has been defined what information and in what format the
engine will be fed.
In this way, for each of the different types of analysis to be applied (NLP, SNA, Multimedia
analysis), a JSON structure is defined with the fields of the extracted information.

2.2. Methodology
The sequence of sub-tasks to perform this task was:
a) To study the content extracted from each social media APIs.
b) To describe the functionalities of each of the data analytics modules.
c) To analyse the advantages and disadvantages of the different format options (JSON,
RDF, XML, others)
d) To decide upon the use of one of the formats as a standard of the system.
e) To describe the content of each of the analytics modules output, by defining all the
fields and hierarchies.
f) To analyse all the useful information in of each of them to discover if they content
suspicious messages or not.
g) Finally, to establish the options for creating CEP engine rules.
Role of the partners.
INSKT, as leader of the deliverable, has planned the distribution of tasks among the members
of the consortium. The definition of the output and methodology of each part of the analysis
was carried out in close collaboration with the technical partners of the consortium, who
described each module.
Methodology

Partner

NLP

INSKT & INT

SNA

ELT & MAV

SMA

BCU

CEP

ICE
Table 1. Role of each partner

This project has received funding from the European Union’s Horizon 2020
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Also LEAs were involved from the first steps of the methodology, validating all the outputs and
methods.
To ensure the consistency of the entire document, an iterative approach, with the following
steps, has been worked:

Figure 2. Document methodology cycle.

a) Planning. Assignment of task of each partner and work methodology. Time schedule
and milestones.
b) Table of contents. Decision of the deliverable content.
c) Write or change content. Each partner write or updates their assigned content.
d) Review. Each partner reviews their new content to fix errors and improve their quality.
e) New version. A new version with the new contents of each partner is created by the
deliverable leader.
f) Review new version. All the partners review the whole document, to assure the
consistency of all the parts.
g) Quality check. Coordinator checks the quality of the deliverable, in terms of reviewer
requirements (quality, consistency, addressed to the objective, etc.)
h) LEAs validation. Validation of the document by the LEAs.
i) Final version. Final version of the document to be send to the Commission.

This project has received funding from the European Union’s Horizon 2020
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2.3. Document Structure
The document is structured in 4 sections:
1. Objective of the D4.1 and overview of how it fits into the product data flow and
architecture.
2. Description of the system‘s inputs, i.e. which data feed the analysis to identify
suspicious content.
3. Description of the methodologies to analyse this information, i.e. which techniques
and methods are used to extract meaning from this content.
4. Description of the analysis’ outputs. How the information is converted to useful
information in order to be ingested by the CEP engine with the purpose of deciding
whether a content is suspicious or not.

This project has received funding from the European Union’s Horizon 2020
research and innovation programme under grant agreement No 740688
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3. Overview of the task
3.1. Comparison between data formats
The first step of the task was to compare all the data serialization formats and decide which is
better for the project objective (transfer and store data from and to each module). Brief
description of each option:
Module
RDF

Description
RDF is less a data format and more
a metadata data model.

JSON

It is more compact.
It is more human readable.
Transmission is faster because less
data is transferred.
Rigid structure.

SOAP

XML

It is a stricter format.
More data is transferred.

YAML

It is best suited for configuration.

Example
<rdf:Description
rdf:about=”https://www.w3schools.com”>
<si:title>W3Schools</si:title>
<si:author>Jan Egil Refsnes</si:author>
</rdf:Description>
myJSON = {“age” : 12,
“name” : “Danielle”}

<soap:Envelope
Message information goes here
</soap:Envelope>
<person>
<age>12</age> <name>Danielle</name>
</person>
# An employee record
Danielle:
name: Danielle
job: Developer
skill: Elite

Table 2. Comparison between data formats

With these formats in mind, it has been decided to use JSON as the format to store and
transfer data, mainly due to its simplicity and readability. These are important advantages for
the purpose of this format as:





The system will analyse a huge volume of data (compactness is very important).
The main sources of information (via data ingest APIs) are providing the information in
JSON, so the analysis then will be only an addition of fields in the original JSON (more
efficiency than with other formats).
All the data will be analysed in real-time, so data transferring must be fast. In that
case, it is important to work with a format less verbose than other formats (for
example, XML).

This project has received funding from the European Union’s Horizon 2020
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3.2. General data flow
It is important to define what role plays this format conversion process in the whole project.
To do this, we first describe the general data flow of the project, from the acquisition of data
to the definition of alerts to the user.
Summing up the process, the acquisition of data will allow obtaining the information directly
from the social networks, from the APIs, or indirectly, from the user's data. Depending on the
type of data, one or several analytics processes will be applied (NLP for text analysis, SNA for
analysis of user networks and SMA for images, audios and videos). The data analytics add
structured features into the data that are ingested by the CEP engine, from which the alerts
defined from a set of rules. These rules will be created with the help of the expert knowledge
of the LEAs.
All this data is stored in databases which will be defined during the System Architecture phase.

Figure 3. Product data flow.

This project has received funding from the European Union’s Horizon 2020
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3.3. Description of Input - Output
The process of data flow is described in detail in the following table. All the components of the
system are described by means of their objective, input and output.
Module
Input UI

Output
User’s data batches
User’s keyword searches
User’s profile data

Stream Data Preprocessing
Data Preprocessing
Stream Data
Analysis
Stream Data
Analysis
Event creator

Input
User’s information,
preferences, data and
searches
User’s data (profile and
search data)
API feeds
Keyword searches
Non-real-time API feeds
Data batches upload by
users
Data from API’s
Data from streams
Data from API’s
Data from batches
Content to be analyzed
(text, video, images, etc.)
Content to be analyzed
(text, video, images, etc.)
Content features (JSON)

CEP Engine

Events

Alerts

Alert manager

Alerts

Data
visualization

Alerts
Data from databases

Alert to visualize or
direct message to users
Visualizations

Output UI

Visualizations

User Manager
API Data
acquisition
Data acquisition

Data of API’s searches
(JSON)
Data of API’s searches
(JSON or CSV)
Content to be analyzed
(text, video, images, etc.)
Content to be analyzed
(text, video, images, etc.)
Attributes of the content
(JSON)
Attributes of the content
(JSON)
Event

Users interfaces

Objective
To get information from
the users
To manage user’s
information
To manage API’s stream
connections
To manage non-real-time
API’s connections and
data batches
To filter relevant data
To prepare data for the
analysis
To get features for threat
analysis of data content
To get features for threat
analysis of data content
To create an event to be
ingested by the CEP
engine
To create alerts from a
set of events, according
to the CEP rules
To manage alerts to
visualize or send to users
To create useful
visualizations for
understanding of data
To provide information
to the users

Table 3. Description of the inputs and outputs of each module

This project has received funding from the European Union’s Horizon 2020
research and innovation programme under grant agreement No 740688
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3.4. Architecture
The following figure is the current version of the RED-Alert architecture:

Figure 4. Architecture extracted from the project proposal.

Task 4.1 is related to all the components of Data Analytics, because during this task, the format
of how the information is transferred and stored from and to all of them is defined. This
module extracts information from the input data and then creates a set of JSON outputs as
detailed throughout this deliverable.
But other modules also have some relation to the deliverable task:
 Data collection. It is the module that acquires the data from the Social Media. It is the
first step of data flow, so some of its formats are preserved along the process, if the
input is already a JSON file, typical for social media APIs.
 Data enrichment. It is a previous step before Analytics and it adds more information
to the input.
Other modules are not relevant for this task:
 Data filtering. It is not relevant for this deliverable because it does not modify the data
structure.
 Data privacy. It does not have impact on the data format (only in its content).
 Modelling. This is the Meta-learning model and it is the module that updates the
models, so it does not change data formats.
 Green pool. The set of databases of the tool, only deals with how to store data.
 Visual analytics gateway. It deals with how the data will be visualized.
 Input data: Social streams and Batch data
This project has received funding from the European Union’s Horizon 2020
research and innovation programme under grant agreement No 740688
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3.5. Overview
The emergence of social networking services such as Twitter, Facebook, YouTube, and
Instagram has led to new ways of sharing information with interested communities. In the past
years, there has been an increasing trend in using of social media services, not only by endusers but also by all kinds of groups, organizations, and governments. As an example, the
statistics about daily time spent on social networking by internet users worldwide from 2012
to 2017 [1] (from 90 to 135 minutes in 5 years). All these participants contribute with a
bonanza of real-time updates, building a hotchpotch composed of not only personal updates
but also valuable information. The ability to get real-time information from others has enabled
to follow events live, to discover breaking news, to find out about trending topics, and to help
on natural disasters, among others. This presents new challenging issues for the research
community in order to quickly make sense of torrential social streams as they come out, and
to make the most from the fresh knowledge available on these streams.
The following subsections explain what data can be obtained from each of the social networks
mentioned above, and how the data are returned. Also, a description of how the users can
upload their own data as a data batch.

3.6. Data acquisition
Data acquisition will be based on 2 different processes:


API feeds and crawlers
Data acquisition based on APIs will work on multiple accounts. The user will be able to
search through their own account.
There will be 4 types of searches:
One based on keywords. The user will define a set of keywords and the system will
begin to collect all the contents that contain it, from the moment it is defined or
previously (it depends on API specifications). It is common in social networks like
Twitter, YouTube, Instagram, etc.
Another based on sources. The user will define the source (for example, a Facebook
page, a blog, etc.) and the system will extract all the contents from it. It will be the
search of social networks like Facebook, blogs, etc.
Another based on location. The user defines a polygon of coordinates and the APIs
provide all the messages geo-located in this area. Obviously it only applies to social
networks with geo-located content (Twitter, Instagram).
Finally collection can be performed by mass collection of posts in a given language,
and then filtering the posts through classification filters, meta-data features, linguistic
features etc.



Batch upload by the users

The user will upload some pre-defined type of files by defining the fields as text, date, etc.
or directly uploading audio, video, text, etc.

This project has received funding from the European Union’s Horizon 2020
research and innovation programme under grant agreement No 740688
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3.7. Social Media sources
3.7.1. Twitter
The Twitter API allows search among the tweets published by users. The query searches a
word, o several words that appearing in the messages, hash tags or users. The information
that can be extracted is as follows:










The text of the message.
The name of the user that write the message.
User ID.
The place (country, city).
The geo-code (longitude and latitude of the user).
The language: the API identifies the language of the messages. It uses an ISO 639-1
code.
The date of the publication.
The number of re-tweets for a tweet.
How many times a tweet has been liked by Twitter users.

The API also allows searches by username. In this case, the results shown, in addition to those
mentioned above, are:









Description: it is written by the user. It is a brief explanation of who the user is or what
his page is dedicated to.
URL: The URL associated with the user’s profile.
Number of followers.
Number of friends.
Number of tweets and re-tweets that the user has written.
Time zone this user declares themselves within.
Date time that the user account was created on Twitter.
Messages: A list with the last messages written by the user. The API only allows you to
extract the last 3.200 messages.

The Twitter API offers three different levels (Standard, Premium and Commercial) to perform
the search for tweets. The three options return the same information (message, name of user,
ID, etc), the difference is in the time of the tweets that the query returns: the tweets published
in the last 7 days for the Standard version, tweets published over the last 30 days for Premium
and Commercial version, and access to the entire tweet archive for the Commercial version.
It should be noted that no more than 10% of the Twitter users provide their (true) location or
enable their geo-location. Therefore this information must be gleaned through other means.
Of all possible data that we can extract from the API, the system will use:


Username:
o It allows you to identify the person who wrote the message.
o It allows you to create a list with the name of suspicious users.
This project has received funding from the European Union’s Horizon 2020
research and innovation programme under grant agreement No 740688
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o In the case of re-tweets, establish relationships between users.
Text:
o Semantic analysis.
o Extraction of relevant information: entities, keywords, topics…
o Create a score to determine the threat level
Date:
o Knowing when a message has been published.
o Establish a chronology between messages written by the same users
Location:
o It allows you to place the messages in a geographical area.

Example of Twitter API’s JSON:
{
"statuses": [
{
"created_at": "Wed Apr 12 04:53:25 +0000 2017",
"id": 852021818290352129,
"id_str": "852021818290352129",
"text": "Watch NASA's first 4K broadcast from space on April 26th - Engadget https:\/\/t.co\/EfwAYeJpjF",
"truncated": false,
"entities": {
"hashtags": [
],
"symbols": [
],
"user_mentions": [
],
"urls": [
{
"url": "https:\/\/t.co\/EfwAYeJpjF",
"expanded_url": "http:\/\/ift.tt\/2orifBN",
"display_url": "ift.tt\/2orifBN",
"indices": [
68,
91
]
}
]
},
"metadata": {
"iso_language_code": "en",
"result_type": "recent"
},
"source": "<a href=\"https:\/\/ifttt.com\" rel=\"nofollow\">IFTTT<\/a>",
"in_reply_to_status_id": null,
"in_reply_to_status_id_str": null,
"in_reply_to_user_id": null,
"in_reply_to_user_id_str": null,
"in_reply_to_screen_name": null,
"user": {
"id": 622857704,
"id_str": "622857704",
"name": "Crucial-Tech",
"screen_name": "crucial_tech",
"location": "Worldwide",
"description": "Technology News | Stories | Solutions | Workarounds | Gadgets",
"url": null,
"entities": {
"description": {
"urls": [
This project has received funding from the European Union’s Horizon 2020
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]
}
},
"protected": false,
"followers_count": 1917,
"friends_count": 841,
"listed_count": 513,
"created_at": "Sat Jun 30 14:28:07 +0000 2012",
"favourites_count": 33,
"utc_offset": -14400,
"time_zone": "Eastern Time (US & Canada)",
"geo_enabled": true,
"verified": false,
"statuses_count": 559097,
"lang": "en",
"contributors_enabled": false,
"is_translator": false,
"is_translation_enabled": false,
"profile_background_color": "131516",
"profile_background_image_url":
"http:\/\/pbs.twimg.com\/profile_background_images\/530442443057942528\/jgQgrriz.jpeg",
"profile_background_image_url_https":
"https:\/\/pbs.twimg.com\/profile_background_images\/530442443057942528\/jgQgrriz.jpeg",
"profile_background_tile": true,
"profile_image_url": "http:\/\/pbs.twimg.com\/profile_images\/810537113288482816\/AL7srBp3_normal.jpg",
"profile_image_url_https": "https:\/\/pbs.twimg.com\/profile_images\/810537113288482816\/AL7srBp3_normal.jpg",
"profile_banner_url": "https:\/\/pbs.twimg.com\/profile_banners\/622857704\/1415224702",
"profile_link_color": "3B94D9",
"profile_sidebar_border_color": "000000",
"profile_sidebar_fill_color": "000000",
"profile_text_color": "000000",
"profile_use_background_image": true,
"has_extended_profile": false,
"default_profile": false,
"default_profile_image": false,
"following": false,
"follow_request_sent": false,
"notifications": false,
"translator_type": "none"
},
"geo": null,
"coordinates": null,
"place": null,
"contributors": null,
"is_quote_status": false,
"retweet_count": 0,
"favorite_count": 0,
"favorited": false,
"retweeted": false,
"possibly_sensitive": false,
"lang": "en"
},
}

3.7.2. Facebook
The Facebook Graph API allows developers to extract information, write messages, upload
photos and videos, and delete content. In this research, the interesting feature is to obtain as
much information as possible to analyse, so in this section only the information that can be
obtained through the API will be explained.
In the first place, it should be noted that the information that this API allows to extract must
be public or the user must belong to the groups or pages from which he wants to extract
information.
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Information relating to a group
Information related to public groups can be obtained through the API by extracting:





Events
Published messages
A list of members belonging to that group.
It does not allow to extract the photos or to know the administrator of the group.

Actions with a publication



It is also possible to retrieve the comments that have been made for each publication
We can know the number of reactions (likes, loves, etc.) by message

Actions with page



The API also allows you to retrieve the pages that a user has made like.
In this case, it is possible to obtain the ID of the photos and videos that a specific user
has uploaded to that page, and when they were uploaded.

The following JSON response is the result of a query to obtain the publications wrote by
Donald J. Trump on his Facebook page:
{
"data": [
{
"created_time": "2017-12-07T00:45:01+0000",
"message": "So today, let us rededicate ourselves to a path of mutual understanding and respect. Let us rethink old
assumptions and open our hearts and minds to possible and possibilities.",
"id": "153080620724_10160259805175725"
},
{
"created_time": "2017-12-06T22:53:00+0000",
"message": "While previous presidents have made this a major campaign promise, they failed to deliver. Today, I am
delivering.",
"id": "153080620724_10160259581045725"
},
{
"created_time": "2017-12-06T21:52:36+0000",
"message": "Our thoughts and prayers are with everyone in the path of California’s wildfires. I encourage everyone to heed the
advice and orders of local and state officials. THANK YOU to all First Responders for your incredible work!",
"story": "Donald J. Trump is with FEMA Federal Emergency Management Agency.",
"id": "153080620724_10160259513790725"
},
{
"created_time": "2017-12-06T20:12:49+0000",
"message": "I have determined that it is time to officially recognize Jerusalem as the capital of Israel.",
"id": "153080620724_10160259122375725"
}

Of all possible data that can be extracted from the API, the most important for RED-Alert are:
 Username:
o It allows the identification of the person who wrote the message.
o It allows the creation of a list with the name of suspicious users.
 Messages and comments:
o Semantic analysis.
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o
o





Extraction of relevant information: entities, keywords, topics…
Create a score to define the threat level.
List member group:
o It allows to know the names of people who like a group or a page.
o Establish relationships between users.
Reactions:
o It lets know how users have reacted to a comment or post.

3.7.3. YouTube
YouTube DATA API allows search videos using the following parameters:










Q: The parameter specifies the query term to search for. Operators that can be used
are: - (not) and | (or) to include or exclude terms.
Channel Type: show all channels.
Event Type: This parameter restricts search to broadcast events in three types:
completed, live or upcoming.
Order: the results can be sorted according to date, rating, relevance, title, number of
uploaded videos in a channel, and the number of views of a video.
Published After: Only resources created after the specified time will be displayed. The
value is an RFC 3339 formatted date-time value (1970-01-01T00:00:00Z).
Published Before: shows the publications made after the specified time.
Region Code: Search results for videos that can be viewed in the specified country.
Duration: This parameter filters video search results based on their duration (any,
long, medium or short).
Max Results: The default value is 5, but this parameter can change and offer until 50
results by request.

In the next example, a search of videos about ‘terrorism’ has been conducted. In the query,
only the optional parameter ‘maxResults’ has been used to get more results (25 in this case).
The API returns a JSON with a list of those videos that match all the search parameters. A
selection of the results obtained is shown below.
/**
* API response
*/
{
"kind": "youtube#searchListResponse",
"etag": "\"7991kDR-QPaa9r0pePmDjBEa2h8/ZuXjV9s-skR7Vylaeox_tyMsZNQ\"",
"nextPageToken": "CBkQAA",
"regionCode": "ES",
"pageInfo": {
"totalResults": 1000000,
"resultsPerPage": 25
},
"items": [
{
"kind": "youtube#searchResult",
"etag": "\"7991kDR-QPaa9r0pePmDjBEa2h8/9ixt1OwgQwLO4crKeSykYHBJeyk\"",
"id": {
"kind": "youtube#video",
"videoId": "7ZohjYKGZJM"
},
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"snippet": {
"publishedAt": "2017-03-20T14:16:17.000Z",
"channelId": "UCLXo7UDZvByw2ixzpQCufnA",
"title": "This is your brain on terrorism",
"description": "We watch news coverage of terrorism because we think it'll make us better informed about how to keep
ourselves safe. But what if it does the opposite? Follow ...",
"thumbnails": {
"default": {
"url": "https://i.ytimg.com/vi/7ZohjYKGZJM/default.jpg",
"width": 120,
"height": 90
},
"medium": {
"url": "https://i.ytimg.com/vi/7ZohjYKGZJM/mqdefault.jpg",
"width": 320,
"height": 180
},
"high": {
"url": "https://i.ytimg.com/vi/7ZohjYKGZJM/hqdefault.jpg",
"width": 480,
"height": 360
}
},
"channelTitle": "Vox",
"liveBroadcastContent": "none"
}
}
}
}

The following relevant information for the investigation is obtained:







Name of the channel title: Vox
Date of publication: 2017-03-20T14:16:17.000Z
Video ID: 7ZohjYKGZJM
Channel ID: UCLXo7UDZvByw2ixzpQCufnA
Title of the video: This is your brain on terrorism
Description of the video (if the author wrote it): We watch news coverage of terrorism
because we think it'll make us better informed about how to keep ourselves safe. But
what if it does the opposite? Follow ...

YouTube DATA API allows extracting a list with the comments of a video or a channel, too.
However, only VideoId or ChannelId (already obtained within the last query) are needed. With
this new query, the API returns relevant information for the next semantic analysis, like:








Author Name: Thefaceoftheword
Author Channel URL:
http://www.youtube.com/channel/UCuBIzGlpc4vrNWBGmmocNyA
Author Channel ID: UCuBIzGlpc4vrNWBGmmocNyA
Text: Muslims will turn on them and blow the whistles I will put into effect the law of
Like Count: 0
Date of publication: 2017-11-30T02:30:31.000Z
Number of replies: 0
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The API shows the same information for each comment and each reply.
The YouTube API has a predetermined quota of 1 million units per day. The different actions
have different costs. The low cost of searches and the possibility of partial searches (extract
only relevant information for the investigation) will allow staying within the daily limits.
The main features useful for the system are:
 Media:
o The videos will be analyzed to extract audio and recognize suspicious images.
 Date:
o To know when a message has been published.
o To establish a chronology between messages written by the same users
 Title, description and comments:
o Semantic analysis.
o Extraction of relevant information: entities, keywords, topics…
o Create a score to determine if the video must be to analyze or not (first filter).
 Author name:
o To identify the person who wrote the message.
o To create a list with the name of suspicious users.
 Region:
o To locate the messages in a geographical area.

3.7.4. Instagram
Instagram API allows obtain several information about a user or a media object. Instagram
documentation (https://www.instagram.com/developer/) explains step by step how a
developer can use the API and what information can obtain with each query.
We describe a summary with the most important parameters for this investigation, and some
examples.
1. USERS: information about a specific user can be extracted along with the most recent
media published by a user, or obtain a list of users matching with a query
QUERY: https://api.instagram.com/v1/users/search?q=jack&access_token=ACCESS-TOKEN
{
"data": [{
"username": "jack",
"first_name": "Jack",
"profile_picture": "http://distillery.s3.amazonaws.com/profiles/profile_66_75sq.jpg",
"id": "66",
"last_name": "Dorsey"
},
{
"username": "sammyjack",
"first_name": "Sammy",
"profile_picture": "http://distillery.s3.amazonaws.com/profiles/profile_29648_75sq_1294520029.jpg",
"id": "29648",
"last_name": "Jack"
},
{
"username": "jacktiddy",
"first_name": "Jack",
"profile_picture": "http://distillery.s3.amazonaws.com/profiles/profile_13096_75sq_1286441317.jpg",
"id": "13096",
"last_name": "Tiddy"
}]
}
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2. MEDIA: If the latitude and longitude is indicated; the API can search recent media
publications of this area. Thus, information about a specific media object, an image or
a video or a certain location can be extracted.
{
"data": {
"type": "video",
"videos": {
"low_resolution": {
"url": "http://distilleryvesper9-13.ak.instagram.com/090d06dad9cd11e2aa0912313817975d_102.mp4",
"width": 480,
"height": 480
},
"standard_resolution": {
"url": "http://distilleryvesper9-13.ak.instagram.com/090d06dad9cd11e2aa0912313817975d_101.mp4",
"width": 640,
"height": 640
},
"users_in_photo": null,
"filter": "Vesper",
"tags": [],
"comments": {
"count": 2
},
"caption": null,
"likes": {
"count": 1
},
"link": "http://instagr.am/p/D/",
"user": {
"username": "kevin",
"full_name": "Kevin S",
"profile_picture": "...",
"id": "3"
},
"created_time": "1279340983",
"images": {
"low_resolution": {
"url": "http://distilleryimage2.ak.instagram.com/11f75f1cd9cc11e2a0fd22000aa8039a_6.jpg",
"width": 306,
"height": 306
},
"thumbnail": {
"url": "http://distilleryimage2.ak.instagram.com/11f75f1cd9cc11e2a0fd22000aa8039a_5.jpg",
"width": 150,
"height": 150
},
"standard_resolution": {
"url": "http://distilleryimage2.ak.instagram.com/11f75f1cd9cc11e2a0fd22000aa8039a_7.jpg",
"width": 612,
"height": 612
}
},
"id": "3",
"location": null
}
}

3. COMMENTS: A list of comments of a media object can be obtained.
{
"data": [
{
"created_time": "1280780324",
"text": "Really amazing photo!",
"from": {
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"username": "snoopdogg",
"profile_picture": "http://images.instagram.com/profiles/profile_16_75sq_1305612434.jpg",
"id": "1574083",
"full_name": "Snoop Dogg"
},
"id": "420"
},
...
]
}

4. LIKES: The API can respond with information on who have liked a media object.
5. LOCATION: The API can return a list with recent media objects published in a specific
location.
The API has a rate limits per hour and access token. The limit is between 50 and 500 calls per
hour, depending on the mode of the application (Sandbox or Live). It applies to all API calls. In
order not to exceed these rate limits, it will be necessary to work in live mode and know more
precisely what it is we want to look for.
The main features useful for determining the threat level of the content are:
 Users:
o To identify the person who wrote the message.
o To create a list with the name of suspicious users.
 Comments:
o Semantic analysis.
o Extraction of relevant information: entities, keywords, topics…
o Create a score to determine if the video must be to analyze or not (first filter).
 Media:
o The videos and images will be analyzed.
 Date:
o To know when a message has been published.
o To establish a chronology between messages written by the same users
 Likes:
o To create relationships between users that liked or commented the same
content.
 Location:
o To place the messages in a geographical area.

3.7.5. Other sources
There are other social networks or messaging applications with millions of users around the
world such as WhatsApp, Telegram, Tumblr or SnapChat. Some of these applications do not
have APIs or do not allow to extract information from them. Another problem is that it is
impossible to extract information from groups or users profiles. Below is a description of the
information we can extract from each API.
WhatsApp
In the case of having a person belonging to a WhatsApp broadcasting group, we could access
the group information through the option to send the chat by email. In this case, the
information that would be available would be the date time of the publication, the message
and the name with which the contact was saved on the mobile phone or, the telephone
number of the person who wrote the message. The messages appear in chronological order,
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from the oldest to the most recent. Besides that, we also have access to all multimedia files
(audio, videos, photos and gifts) that have been sent to the group.
The data that we will use for this project from WhatsApp will be:
 Users
o To identify the person who wrote the message.
o To create a list with the name of suspicious users.
 Message:
o Semantic analysis.
o Extraction of relevant information: entities, keywords, topics…
o Create a score to determine the threat level
 Data:
o To know the publication date and time.
o To establish a chronology between messages written by the same users
 Media:
o To analyze videos, images and audio.
Telegram
This application has an API, but it does not allow accessing the information sent by Telegram
users. It only allows developing applications (‘bots’) to accept payments from other Telegram
users, create alerts, weather forecast, translations, etc.
Unlike WhatsApp, a user of a broadcast group could not extract the data sent.
Although this application may contain information relevant to the system, it cannot be used
because there are not legal ways to access the information.
Tumblr
This application has an API that allows extracting information about the blogs that are
published in the Tumblr application.
This API allows extract relevant information about the publications.


Information relating to a blog
o Title
o Number of post
o Description of the blog
o Number of likes
o Number of followers
o Name of followers
o URL followers



Information relating to a post
o
o
o
o
o
o

URL
Name of user
Title of the blog
Title of the post
Post
Tags
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o

Date

The disadvantage of this API is that it does not allow searches like the ones of Twitter,
YouTube or Instagram. But if the blog is known, a lot of information (tags, blog title,
publication title, text) for a later analysis can be extracted.
In this case, the more useful data are:
 Title and description of the blog:
o Semantic analysis.
o Extraction of relevant information: entities, keywords, topics…
o Create a score to determine if the blog may contain suspicious content (first
filter).
 Posts:
o Semantic analysis.
o Extraction of relevant information: entities, keywords, topics…
o Create a score to define the level of alert.
 Users:
o To identify the person who wrote the message.
o To create a list with the name of suspicious users.
 Date:
o To know when a message has been published.
o To establish a chronology between messages written by the same users
 Number of likes:
o To know the popularity of the post.
 Number of followers:
o To know the popularity of the blog.
 Name of the followers:
o To establish relationship between users.
o To increase the list of possible suspects.
o To observe if these users also write in the social networks and extract possible
messages.
Snap chat
This application does not have an API and it is completely impossible to access the information
published by its users, so it is discarded to obtain data from this social network.

3.8. Data Batches
3.8.1. Process
Users will upload their own files by following the next steps:
1) Select a file name or files folder (if it is a set of files) or a set of files one by one.
2) Upload the file/s to the system
3) Define the type of attributes of the fields (if it is a table or database file)
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Some fields are mandatory: ID, Author, Text (for files containing messages) and Date
And other not mandatory type of attributes: Location, Urls, Conversation threads

3.8.2. Type of files
The type of files has been classified with a priority score. The Data Ingestion tool will integrate
all the high priority file types into the core system. Lower priority file types will be added ondemand, only if the LEAs need it.
HIGH PRIORIY
Type
TEXT FILES

Description
Most common files of text content,
including:

DATA
SERIALIZATION
FORMATS

These formats are based on a set of rules
to encode the information. The most
common are:

AUDIO FILES

Most common audio files will be analysed
by the Semantic Multimedia Analysis
Module:

VIDEO FILES

Semantic Multimedia Analysis Module will
analyse the most popular types of
formats:

URLS

Extract the information from a URL is
tricky, because the content can be very
different (videos, images, web pages). It is
restricted to the URLS than can be
processed via the Semantic Multimedia
Analysis (images, videos, audios) or
standard formats like HTML.

TABLES

Most common data tables are:

IMAGE FILES

The most common image files format are
included in the image recognition process
are:

WEB PAGES

Only the web pages written in HTML,
including the files embedded in files, like

Formats
Word docs
PDF
ASCII texts
UNICODE texts
XML
JSON
RDF
SOAP
PHP
Uncompressed audio formats,
such as WAV, AIFF, AU.
b) Formats with lossless
compression, such as FLAC.
c) Formats with lossy
compression, such as Opus,
MP3, Vorbis, Musepack.
a) AVI
b) FLV
c) WMV
d) MP4
a)
b)
c)
d)
a)
b)
c)
d)
e)
a)

a)
b)
c)
a)

Excel
CSV, TSV
Txt
Raster format
i) JPEG/JFIF
ii) GIF
iii) BMP
iv) PNG

b) Vector formats
i) SVG
ii) CGM
a) HTML
b) HTML 5
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videos, images, etc.

c)

NETWORK
FILES

There are lot of formats of network
graphs, but the most relevant for the LEAs
is:

d) GML
e) SLR

COMMERCIAL
DATABASES

Some
databases
databases like:

a)

GEOTAGGING
AND LOCATION
DATA

Data with information of the location of
an author.

are

commercials

CSS

SLR

a) OSM
b) KML
c) SHP

Table 4. High priority files (according to the LEAs) XX

The scrapping of web pages will depend heavily on their structure. There is a basic level to
extract title and body and then a more detailed search for specific web pages (blogs, forums,
etc.). For those specific web pages, we have to know previously the structure of the HTML in
order to scrap it.
MEDIUM PRIORITY
Type

Description

Formats

SQL DATABASES

Basically, the majority SQL databases have an
ODBC (Open Database Connectivity) a standard
API to access all the information of the Database,
making it easier the access to the information.
The more important are:

a) MySQL
b) PostgreSQL

TABLES

Less common tables

a)

Access

Table 5. Medium priority files.

LOW PRIORITY
Files that are not common or can be easily convert to other formats:
Type

Description
There are a lot of them and there is no standard
to access. They can be imported to other
formats easier to handle.

NOSQL

DATA SERIALIZATION
FORMATS

The less common are:

SPATIAL DATABASES

It is only an extension of the SQL databases, so
make little sense to include them.

GRAPH DATABASES

Not relevant for the LEAs.

NETWORK FILES

There are lot of formats of network graphs, but
all of them can be converted to a JSON or a CSV.

COMMERCIAL
DATABASES

Some databases are commercials databases like:

Formats

a) RDF
b) SOAP
c) PHP

a) Neo4j
b) AllegroGraph

a) ORACLE
b) SAP

Table 6. Low priority files.
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4. Analysis techniques
4.1. NLP (WP2)
4.1.1. Objective
The objective of this output is to structure the information obtained from the text by means of
NLP techniques. In particular, this information is of a set of features extracted from the text
(sentiment, concepts, entities, topics, etc.).

4.1.2. Overview of methods
NLP methods are implemented in tasks:




2.1 Terrorism-specific Classifiers
2.2 Deep Learning
2.3 Language Features Extraction

It is important to split NLP features and methodologies in 2 parts: one for stream and the
other for batch processing because some methods are very time-consuming. The reason is
that real-time analysis must be simpler and faster than batch analysis, because, in real-time, if
the module is not fast enough, the system will not achieve real-time and there will be a large
queue of data to analyse.
Stream




Features

Methodologies





Batch
Concept extraction
Topic classification
Text features (length, contains
exclamations marks, etc.)
Entity recognition
Statistic
lexicon based





Entity classification
Text similarity
Anaphora




Deep learning
Lexicon based

Table 7. NLP methods for stream and batch analysis.

4.1.3. Deep Learning (Task 2.2)
This methodology is developed in Task 2.2 by INS.
Deep Learning is a methodology of Machine Learning – Neural Networks with many
applications in NLP field [2], like Text Classification, Sentiment Analysis, POS Tagger, etc.
The main difference with the Neural Network methodology is that a previous step of creating
features is added: all words are converted into vectors in an N-dimensional space (usually
200). By means of large text corpus (for example, Wikipedia) a vector is created for each of the
words, based on the context of each one. In this way, all semantically related words appear
close to each other in this vector space, as is visualized in the following figure.
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Figure 5. Vector space of words [3]

For the development of this word vector space, Word2Vec [4] will be used, with a corpus of
suspicious messages. Word2Vec is a tool to create word space models.
Purpose
The deep learning methodology is used in the project for the classification of social media
messages. The model will classify the contents according to a level of "suspiciousness". This
score will be important to later determine an alert level related to the text content.
This model will be trained with a corpus of suspicious messages collected for the project.
Subsequently, the Meta-learning process integrated into the solution will allow updating this
model, so that it will be adapted to the new contents of radicalization in social networks.
The training process will be based on messages from the same social networks and languages
that will then be analysed with the tool. This has to be the case because each media has its
own specific features of each text, for example, the use of hash tags in Twitter.

4.1.4. Ontology (Tasks 2.1 and 2.3)
4.1.4.1 Description
This methodology is created in Tasks 2.1 and 2.3 by INT and INSKT.
Ontology [5] is a computer-readable conceptualization of a domain, which thus formally
represents the “knowledge” about a domain in a structured and computer readable way and is
defined through:
A hierarchy of object classes (“concepts”, “types”), sub-classes and concrete manifestations of
those concepts (“instances”). The ontological hierarchy is expressed in a “is a” relationship: For
two concepts A and B, A may be a “concept” or “class” (e.g. Land Vehicles) and B may be a
sub-class of A (e.g. Hybrid Cars), then B “is a” A. Then Toyota Prius “Is a” instance of Hybrid
Cars. Another “concept” may be “Engine Type” with instances of “hybrid engine”, “benzene
engine”, “diesel engine”. The hierarchy also applies to locations and enables links between
places (i.e. Penn Station ∈ Manhattan ∈ New York City ∈ New York State ∈ United States).
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Semantic properties (attributes and relationships) – each attribute may hold a value that
points to a concept or instance in the ontology (e.g. the attribute of “Engine Type” in the
instances of Hybrid Cars, inherited by the instance of Toyota Prius will be “hybrid engine”
which is an instance of the concept “Engine Type” and other attributes that define the Toyota
Prius may be “Manufacturer” (=Toyota), and Country of Origin (=Japan).
The relationship between concepts and instances are expressed when:


There is a proximity between them in their place in the hierarchy of the ontology - if
instance A and instance B have the same parent concept or grandparent concept.



They contain attributes that are close to each other in the ontology, for example, if
instance A and instance B have the same attributes or related attributes, they are
related.

The utility of ontologies is manifest in a polyglot and multi-domain world in which mere words
have multiple meanings (polysemy) and in order to disambiguate them, we must define them
clearly.
Ontologies, therefore, are an “Esperanto” of cyber communication. A simile that defines them
well was offered by Warren Weaver in his efforts to develop machine translation [6]:
"Think, by analogy, of individuals living in a series of tall closed towers, all erected over a
common foundation… When they try to communicate with one another, they shout back and
forth, each from his own closed tower. It is difficult to make the sound penetrate even the
nearest towers, and communication proceeds very poorly indeed. But, when an individual
goes down his tower, he finds himself in a great open basement, common to all the towers.
Here he establishes easy and useful communication with the persons who have also
descended from their towers".

4.1.4.2 Components
In the project, the ontology is part of a vast knowledge base (KB). The Knowledge Base consists
of:




Ontology packages - The ontology is domain-specific and language-independent. It is
written in English-based annotation. The ontology is connected to lexicons of all the
supported languages.
Lexicons packages – these are language-specific (i.e. a lexicon for each language). A
lexicon is a set of lexemes of a given language (e.g. English, Arabic etc.) that could
appear in a text of that language. Lexemes in the text are linked to ontological
instances. Each language has lexicon packages that correspond to the ontology
packages. A lexicon entry may have morphological and syntactic rules that determine
under what conditions, it “means” or is mapped to a certain ontological instance (e.g.
ship (noun) is mapped to “sea-going vessel”, ship (verb) is mapped to “transport”). A
lexical entry in one language may be mapped to a number of ontological instances,
whereas its “translation” in another language may have a more restricted set of
semantic meanings.

“Sources” are full documents in which each parsed element (article, verse) is linked to one or
more ontological instances.
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The Rule Base is a set of algorithms that defines conditions for linking a lexeme or set of
lexemes to ontology concepts.

4.2. SNA (WP 3)
4.2.1. Overview
This methodology is led by ELTE and MAV and implemented in Tasks:




3.1 Network Dynamics Models
3.2 Link Prediction Models
3.3 Hierarchical Models

Social networks are structures of social media users. Usually the nodes of the networks are the
users of the social media network, and the edges are the diverse relationships that are
established between them. These links can be interactions (mentions, comments, re-tweets,
etc.) or more deep relations such as friendship on Facebook, followers on Twitter, Instagram,
etc.
SNA is the methodology for the analysis of theses social networks, to extract relevant
information about:





The structure of the networks (Task 3.1 Network Dynamics Models).



Identify clusters or communities (nodes that are closely linked between each
other).



Identify weak ties (nodes that link two clusters).



Predict new links between users (Task 3.2 Link Prediction Models).

The role of each node in this network (Task 3.3 Hierarchical Models).




Identify the most influencer nodes.

How information flows in the network (Task 3.1 Network Dynamics Models).



Discover why a message spreads across the network or not.



Identify which nodes are better to start a message, in terms of high impact.

4.2.2. SNA and counter-terrorism
SNA is essential for the analysis of radicalization in social networks. Even more so when the
influence of social networks has played a fundamental role in many of the recent terrorist
acts [7].
Based on the project objectives, SNA module will calculate the following:



Node and edge attributes. (For example centrality measures) To identify key leaders of
opinion who shares terrorism related content.



Link prediction to know in advance people at risk of being radicalized by the contents of
social networks.



Reconstructed hierarchies of terrorism groups or groups that shares radicalization content.
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Clustering to identify communities the shares terrorism propaganda.

4.3. SMA (WP 2)
This set of methods is led by BCU and task 2.4 Multimedia to Text.
Analysis of images and videos is essential for several reasons:




So many times the message does not contain text, it only contains audiovisual content.
Even if there is a written message, sometimes only by analysing the audiovisual
content is it possible to identify the radicalization content (the text is not informative).
Audiovisual media is growing in importance (Periscope, Youtube live, etc.) as channels
of dissemination of these ideas.

Images and Video content will be analysed by 2 ways:




By means of Natural Language Processing and Semantic Network Analysis methods,
using all the available data and metadata [8] related to a video: published date, such
as - Title and comments - User comments - Other information (followers of the author,
etc.).
By means of multimedia analysis. Feature extraction from multimedia (images, video
and audio) is a well-developed discipline [9], with many state of the art solutions
available for the recognition and classification of media features. Within image and
video data, detection and recognition of people, faces, specific objects, scenes and
environments can be accomplished either through utilising open source software
libraries (such as OpenCV) or using individual online API’s such as Face++, KeyLemon,
SightCorp, or Project Oxford. Speech elements of audio can be transcribed using ASR
libraries (CMUSphinx, VoxSigma) whereas other audio events can be classified from
low level audio features.

This project has received funding from the European Union’s Horizon 2020
research and innovation programme under grant agreement No 740688

Page 35 of 50

D4.1 Social stream conversion report

4.4. CEP (WP 4)
4.4.1. Introduction
Overview
This methodology is led by ICE and developed during tasks:




4.1 Convert social streams in readable event streams compatible with ontology
analysis.
4.2 Develop an event driven inference mechanism to cope with uncertainty.
4.3 Implement the inference mechanism.

Complex event processing is a powerful methodology for processing streams of
heterogeneous data (events). The purpose of the processing is to discover useful patterns and
trends.
Events
An event is a piece of information ingested by the CEP engine. In our system, an event can be:
a new message, a new user, and a new link between users, a new multimedia content (audio,
video or image).
The input of the events is structured during Task 4.1 Convert social streams in readable event
streams compatible with ontology analysis, led by INSKT.
CEP engine
The engine ingests the data and processes it by means of a set of rules.
The engine is defined during Task 4.2 Develop an event driven inference mechanism to cope
with uncertainty, led by ICE.
Rules
The engine is based on logical rules that define patterns and actions to these patterns.
Patterns are some conditions about the events, for example:





A new message contains the terms “destroy America”.
A new user has replied to a suspicious user.
A new link between users has create a community between them and a suspicious
community.
A new multimedia content (audio, video or image) contains a symbol of radicalization
propaganda, e.g. Isis flag.

The actions are to create alerts for the user (send an e-mail, SMS, etc.).
All the rules will be defined during Task 4.3 Implement the inference mechanism, led by ICE,
but based on input from the LEA’s.
Social media
There have been few experiences of applying the CEP in social media [10]. Most of them are
based on emergency cases, where it is important to obtain Twitter data in real time (in fires,
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for example, or other natural disasters) to know the exact situation of some emergency
situations.

4.4.2. Purpose
The role of CEP in the project is to apply patterns in real time to disparate sources and formats
of data (e.g. text, authors, videos.) to help to identify suspicious behaviour or content in social
media. The main advantages of using CEP in the project are:





Results can be in real time as well as historical.
The processing of multiple and heterogeneous data sources.
The data process takes into account not only the current data, but also allows for
temporal data windows that span user defined time periods.
Data processing is fast.

These are the main reasons why this methodology perfectly suites the requirements of the
analysis of social media to discover content related to terrorism or radicalization.
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5. Output data
5.1. Objectives
The output data is structured in a JSON format. The purpose of the integration of all the
analytics into this format is to be ingested by the CEP engine more efficiently.
Once the format of each feature is established, the rule engine will be defined according to
them (see example in 6.6).

5.2. Structure of the information
All the output information will be integrated in a JSON format, in order to unify the format of
all the features. Each part of the analysis will implement a set of features, explained in detail in
6.3 (NLP), 6.4 (SNA) and 6.5 (SMA).
Example of a JSON output (analysis of a tweet).
{
"text": "RT @PostGradProblem: In preparation for the NFL lockout, I will be spending twice as much time analyzing my fantasy
baseball team during ...",
“Semantic_analysis”:{
"entities": [
{
"type": "organization",
"name": "NFL",
"probability": 0.9
},
],
"sentiment": 0.0,
"text_length": 110,
"informativeness_score": 1.6,
"Flesch_Reading_Ease_Readability": 5.3,
"sentiment": 0.0,
"concepts": [
"preparation",
"lockout",
"change",
"baseball",
"team"
]
"key_ideas": [
"NFL lockout",
"baseball team",
]
}
"truncated": true,
"in_reply_to_user_id": null,
"in_reply_to_status_id": null,
"favorited": false,
"source": "<a href=\"http://twitter.com/\" rel=\"nofollow\">Twitter for iPhone</a>",
"in_reply_to_screen_name": null,
"in_reply_to_status_id_str": null,
"id_str": "54691802283900928",
"entities": {
"user_mentions": [
{
"indices": [
3,
This project has received funding from the European Union’s Horizon 2020
research and innovation programme under grant agreement No 740688

Page 38 of 50

D4.1 Social stream conversion report
19
],
"screen_name": "PostGradProblem",
"id_str": "271572434",
"name": "PostGradProblems",
"id": 271572434
}
],
"urls": [ ],
"hashtags": [ ]
},
"contributors": null,
"retweeted": false,
"in_reply_to_user_id_str": null,
"place": null,
"retweet_count": 4,
"created_at": "Sun Apr 03 23:48:36 +0000 2011",
"retweeted_status": {
"text": "In preparation for the NFL lockout, I will be spending twice as much time analyzing my fantasy baseball team during
company time. #PGP",
"truncated": false,
"in_reply_to_user_id": null,
"in_reply_to_status_id": null,
"favorited": false,
"source": "<a href=\"http://www.hootsuite.com\" rel=\"nofollow\">HootSuite</a>",
"in_reply_to_screen_name": null,
"in_reply_to_status_id_str": null,
"id_str": "54640519019642881",
"entities": {
"user_mentions": [ ],
"urls": [ ],
"hashtags": [
{
"text": "PGP",
"indices": [
130,
134
]
}
]
},
"contributors": null,
"retweeted": false,
"in_reply_to_user_id_str": null,
"place": null,
"retweet_count": 4,
"created_at": "Sun Apr 03 20:24:49 +0000 2011",
"user": {
“Linked_users”:{
“Network_threat_score”:6,
“Components”:[
“Linked_user”{
“screen_name”:”Hreet”,
“Followers_count”:344,
“threat_score”:5,
}
]
}
"notifications": null,
"profile_use_background_image": true,
"statuses_count": 31,
"profile_background_color": "C0DEED",
"followers_count": 3066,
"profile_image_url": "http://a2.twimg.com/profile_images/1285770264/PGP_normal.jpg",
“Profile_image_analysis”{
“Image_threat_score”:3;
“Image_category”:”jihadism”;
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“confidence”:0.8;
}
“Audio_analysis”{
“Text”:”Then an army from al-Madinah of the best people on the earth at that time will leave for them.”;
“Number_of_speakers”:”1”;
“confidence”:0.8;
}
“Video_analysis”{
“Text”:”best people on the earth.”;
“Number_of_speakers”:”2”;
“confidence”:0.65;
}
"listed_count": 6,
"profile_background_image_url": "http://a3.twimg.com/a/1301071706/images/themes/theme1/bg.png",
"description": "",
"screen_name": "PostGradProblem",
"default_profile": true,
"verified": false,
"time_zone": null,
"profile_text_color": "333333",
"is_translator": false,
"profile_sidebar_fill_color": "DDEEF6",
"location": "",
"id_str": "271572434",
"default_profile_image": false,
"profile_background_tile": false,
"lang": "en",
"friends_count": 21,
"protected": false,
"favourites_count": 0,
"created_at": "Thu Mar 24 19:45:44 +0000 2011",
"profile_link_color": "0084B4",
"name": "PostGradProblems",
"show_all_inline_media": false,
"follow_request_sent": null,
"geo_enabled": false,
"profile_sidebar_border_color": "C0DEED",
"url": null,
"id": 271572434,
"contributors_enabled": false,
"following": null,
"utc_offset": null
},
"id": 54640519019642880,
"coordinates": null,
"geo": null
},

Blue: NLP output
Green: SNA output
Yellow: SMA output
The rest of the JSON is the information provided by the API.
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5.3. NLP Output (WP 2)
5.3.1. Overview
The NLP analysis module has the objective to extract information and implicit meaning from
the text messages of social media. This information will be structured in a set of features with
different goals in the data flow of the product:
 General and specific features
Directly ingested by the CEP engine.
 Dependencies for SNA analysis
SNA analysis build networks based on the concepts and entities of the messages. In this way,
you can find hidden relationships between people or people and organizations. These insights
are important to discover new suspicious users or communities. NLP helps to structure the
content into word dependencies.
 Data filtering
In a real-time analysis system, reducing the volume of information to analyze is critical for its
scalability. The greater the volume of data, the greater the complexity of the system
infrastructure, increasing the risks of a general failure and worsening its efficiency.
For this reason, it is important to create a content filter before the analysis. In this case, NLP
have the role of analyzing the metadata (title, authors, etc.) and establishing some criteria for
analysis prioritization. For example, if the author is a known source, the content will no longer
be analyzed to see if it is suspicious or not.
 Content knowledge
User will have access of all the information and statistics related to the text content of the
message, by means of content visualization tools (graphs, lists, etc.).

5.3.2. General features
Common features for all the contents. There are some features that are common to all the
text messages and can be extracted by NLP methods, like concepts, sentiment, etc.
Feature

Definition

Type

Range

Sentiment

Who is the “holder” of the sentiment and
who is the “object”?
What is the attribute/property of the
object towards which the sentiment is
expressed; where is the sentiment on a
positive-negative scale; multiple
sentiments that can be aggregated;
context of the sentiment or the theme of
the discourse in which it occurs; sentiment
expressed towards entities who are not
mentioned explicitly in the text but alluded
to through entities that are mentioned
explicitly.

Matrix of
parameters

Each
parameter gets
a value
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Subjectivity
Concepts
Entity
Topic
Text length

If the text is an opinion or not.
Lemma of the words in the text (excluding
the stop words)
People, places and organizations cited in
the text
classification of the text in some topics
(economy, sports, etc.)
Length of the text

Numeric
Terms

0 to 10

Terms
Category

Topics

Integer

0 - inf

Table 8. NLP features extracted from the analysis.

Ontology classification of concepts
Each concept is classified in an ontology class. These ontology classes capture the semantic
meaning of each word.
Example of an entity (city)
{
"title": "Zinjibar",
"key": "dynamic-inst-ref-cities-yemen-zinjibar-100109655",
"icon": "mention.gif",
"ontUrl": "http:\/\/www.intuview.com\/ontology#cities-yemen-zinjibar",
"type": "http:\/\/www.intuview.com\/ontology#City",
"orgText": "\u0632\u0646\u062c\u0628\u0627\u0631"
}

Example of an entity (event)
{
"icon": "default.gif",
"title": "Event (1)",
"key": "Event",
"isFolder": true,
"children": [{
"title": "Al-'Assaba war",
"key": "dynamic-inst-rt-Event-100109809",
"icon": "mention.gif",
"ontUrl": "",
"type": "http:\/\/www.intuview.com\/ontology#Event",
"orgText": "\u062d\u0631\u0628 \u0627\u0644\u0639\u0635\u0627\u0628\u0627"
}],
"type": "http:\/\/www.intuview.com\/ontology#Event"
},

Example of concepts:
{
"title": "oppressor",
"key": "oppression",
"icon": "mention.gif",
"type": "Regime-legitimacy-negative",
"orgText": "\u0627\u0644\u063a\u0627\u0634\u0645"
},
{
"title": "patient",
"key": "patient",
"icon": "mention.gif",
"type": "Levelheadness-positive",
"orgText": "\u0627\u0644\u0635\u0627\u0628\u0631\u064a\u0646"
},
{
"title": "paternal-uncle",
"key": "paternal-uncle",
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"icon": "mention.gif",
"type": "Family-tribe-relationship",
"orgText": "\u0646\u0639\u0645"
},

5.3.3. Specific features
There are some features specific for some social networks, for example, Twitter allows to write
content in terms of hash tags, emoticons, urls, etc. these features are also described as a JSON
format.
Feature

Definition

Type

Range

Contains emoticons

Text contains emoticons, like 

Boolean

yes / no

Contains mentions

Text contains mentions to other
users, like @POTUS
Text contains intensifiers, like
very
Text contains urls
Text contains slang words, like wtf
Text contains hash tags, like #isis
The text is a re-tweet

Boolean

yes / no

Boolean

yes / no

Boolean
Boolean
Boolean
Boolean

yes / no
yes / no
yes / no
yes / no

Contains intensifiers
Contains urls
Contains slang
Contains hash tags
rt

Table 9. NLP specific Twitter features.

Other social networks share the same features as Twitter, for example hashtags are used also
in Facebook, Instagram, etc. But there is no other feature that only appears in other social
media content.
Example of specific features:
{
"contains_emoticons": "yes",
"contains_mentions": "no",
"contains_intensifiers": "no",
"contains_url": "yes",
"contains_hashtags": "no"
},

5.3.4. Dependencies
Syntactic Parsing or Dependency Parsing is the task of recognizing a sentence and assigning a
syntactic structure to it. These parse trees are useful for SNA analysis because every token is
treated like a node, and they are linked by means of the syntactic structure between them.
The idea is to collect a high volume of text data and analyse all the relations between people
and organizations that are already cited. This will be important to identify hidden relation
between users, and so to be able to identify some radical ones that would be not possible with
any other method.
Examples of these functionalities that helps to identify hidden relations between people and
organizations:
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Part of speech
Method to extract the syntactic function of each word in each sentence.

Figure 5. Example of Part of speech output.

Basic words dependencies
Method to extract the syntactic relations between them in each sentence.

Figure 6. Example of word dependencies in a sentence.

Object - subject relationships
Method to extract the relations of the words in terms of subject of the sentence (source of the
action) and the subject (destination of the action).

Figure 8. Example of word subject-object links in a sentence.

5.4. SNA Output (WP 3)
Objective
The output of the SNA analysis will define, in a JSON format understandable to the CEP engine,
all the characteristics of the authors or the existing networks of authors (see example in 6.2).
In this way, messages on social networks will not only be analyzed from the point of view of
the content, but also from the point of view of the author of these messages.
SNA data is stored in the same format as entity attributes are stored, which would be
beneficial from a compatibility viewpoint and allow other functionality that is used for the
entities (like the NLP output) to be used for these as well. However, a big difference is going to
be the fact that they are the attribute not of the given entities, but of these entities in the
given network. I.e. if we have a given entity show up in different networks, these attributes
will be different in each network.





For link prediction, the module will generate list of (proposed) edges, with a
probability score for each. It might also generate other attributes for these edges. The
probability score as well as these additional attributes can be stored the same way as
edges and edge attributes are stored.
For the hierarchy reconstruction, the module will generate trees.
For clustering, the module will generate a list of the clusters, with a list of nodes in
each cluster.
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As for the file format, JSON is going to be used. As far as it is used for the entity information
that is the output of the NLP module, and the compatibility aspect mentioned above suggests
using the same for the network data as well.

5.5. SMA Output (WP 2)
5.5.1. Introduction
Considering the diversity and complexity of multimedia content, we combine 3 different
multimedia processing methodologies: audio to text, image analysis and video analysis.
As in the NLP’s outputs, SMA’s outputs are ingested by the CEP engine, as a JSON structure.
But also, it can be an input of NLP module: The audio to text methodology allows the system
to analyse all the audio content by means of NLP methods.

5.5.2. Audio to text
The objective is to develop a methodology and technology that enables the recognition and
translation of spoken language into text. Speech elements of audio are transcribed, providing
individual start and end times and confidences for each individual word. Besides the
translation of spoken language into text, the methodology will also include other features, like
the recognition of the number of speakers, conversation of each speaker, etc.
Example of speech transcription output:
{
“transcription”: [
{
“word”: ”go”,
“start”: 0.4,
“end”: 0.6,
“confidence”: 0.9
},
{
“word”: ”forwards”,
“start”: 0.6,
“end”: 1.1,
“confidence”: 0.8
}
]
}

5.5.3. Image analysis
Image analysis is a very important methodology to identify radicalization propaganda because
sometimes social media messages contain no text, only images. For that reason, the system is
trained with some images commonly used by terrorism propaganda.
Example of image analysis output:
{
“detectedObjects”: [
{
“objectType”: “face”,
“boundingBox”: [10, 10, 50, 60]
},
{
“objectType”: “ISIS flag”,
“boundingBox”: [120, 330, 200, 80]
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}
]
}

Example of image to recognize (ISIS flag).

Figure 7. Example of image related to radical content or user (ISIS flag)

5.5.4. Video analysis
Video analysis is a combination of both audio and image analysis. Audio and image
components of a video file are separated and processed.
Example of video analysis output:
{
“transcription”: [
{
“word”: ”go”,
“start”: 0.4,
“end”: 0.6,
“confidence”: 0.9
},
{
“word”: ”forwards”,
“start”: 0.6,
“end”: 1.1,
“confidence”: 0.8
}
],
“detectedObjects”: [
{
“objectType”: “face”,
“timestamp”: 12.3,
“boundingBox”: [10, 10, 50, 60]
},
{
“objectType”: “ISIS flag”,
“timestamp”: 6.6,
“boundingBox”: [120, 330, 200, 80]
}
]
}
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Example of video image (Isis flag).

Figure 8. Example of video content related to radicalization.

5.6. Events (WP 4)
The CEP engine will convert this analysis output into alerts by means of a set of events, based
on patterns which produce matches – where matches are defined on logical, aggregated or
threshold conditions.
An event is a piece of information analysed and ingested by the CEP engine. In chapter 6.2
there is a complete example of how an event is expressed in JSON format.
In RED-Alert system, an event can be:






A new message.
A new reply or comment to a message.
A new user.
A new link between users.
A new multimedia content (audio, video or image).

All these events will be input in a JSON format, as it is explained in the previous chapters.
A rule can be:





Find some specific words in the content, pre-defined as typical of radical propaganda.
Find a new link to a suspicious user.
Find a new user profile feature that is defined as suspicious.
Find an image that is in a list of images of terrorism related propaganda.

These rules will be coded in a Java format, directly in the engine. The LEAs will provide the
necessary expertise to define the rules in each of these cases.
Example of a CEP pattern in JAVA programming language.
Pattern<MonitoringEvent, ?> warningPattern = Pattern<MessageEvent>.begin("First Event")
.subtype(MessageEvent.class)
.where(evt -> evt.getConcept() = SUSPICIOUS_KEYWORD)
.next("Second Event")
.subtype(MessageEvent.class)
.where(evt -> evt.getReply() = SUSPICIOUS_AUTHOR)
.within(Time.seconds(100));
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This is a simple example of how the CEP engine rules will be defined.
The meaning is that when an author:


Writes a message that contains a keyword that is pre-defined as suspicious



Reply a message from a suspicious author

And

Then


Create a warning alert
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6. Conclusions
This document is the first deliverable of WP 4. The purpose of the document is to define how
the data flow that feeds into the CEP engine is structured. The purpose of the engine is to
create alerts based on the contents of the social media messages, by means of a set of logical
rules.
The definition of each of the formats has been carried out by each of the partners responsible
for the Data Analytics part. Subsequently, all the formats have been integrated into a common
scheme (see 6.2), defined in collaboration of all the partners.
Also, each of the methodologies used in the Data Analytics (NLP, SNA, and SMA) has been
defined in a summarized way by each of the technical partners. In particular:
1. NLP analysis methods (WP 2) by INT and INSKT
2. Semantic Multimedia Analysis methods (WP 2) by BCU
3. SNA methods (WP 3) by ELTE and MAV
This explanation is necessary to define why a set of standard formats have been used to define
the entire information flow of the system.
In this sense, the technical partners decided that the standard format for data storing and
transferring is JSON format, which has enough flexibility to represent the information of each
of the modules. Another important advantage of JSON is that the volume of information to be
stored is lower than in similar RDF-type formats. Also the capacity of store the information in a
NoSQL database is an important factor.
The information explained in this deliverable will be the starting point for the development of
WP4, and also define the information output of the modules developed in WP 2 and 3. The
rules that will have to be defined in the CEP engine will be based on the format and type of
information of the inputs, during tasks:



4.2 Develop an event driven inference mechanism to cope with uncertainty.
4.3 Implement the inference mechanism.

In particular in the T4.3, the goal will be to effectively define these rules, aiming to create a
real-time classification of the “suspiciousness” level of messages and authors.
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