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1. Executive Summary 
 

The rapidly increasing use of social network platforms has made these platforms an eminent 
source for tracking one’s movement and interests [15]. This has also increased interest of Law 
Enforcement Agencies (LEAs) in using these platforms to identify terrorist organizations that 
tend to use these venues to exploit/recruit vulnerable individuals. Nevertheless, in light of 
data protection regulation, access to such a vast source of information by LEAs is highly 
limited.  

This report within WP5: “Privacy, Visualization and Meta-Learning”, namely D5.2: “Data 
anonymization tool” explains in detail the tool that is developed in the RED-Alert project that 
allows LEAs to process social network data in accordance with applicable data protection law 
and practice. The Data Anonymization Tool anonymizes user identifiers and allows only 
privileged users to de-anonymize the identity of a person. The tool also anonymizes user 
location and images to ensure user identity/data privacy. The report also explains in detail how 
the Data Anonymization Tool is built and how it can be used with help of screenshots. 
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2. Introduction 
 

Social media platforms such as Twitter, Facebook and YouTube have gained immense 
attention in the past couple of years. They provide a user with the flexibility of forming a self-
chosen identity that can be used for these platforms. This new identity can be as different as 
night and day from their true identity. This along with the vast audience that these social 
platforms target have given groups like extremists and terrorists organizations an easy 
medium for initiating psychological warfare, propaganda, recruitment and mobilization, 
networking and false information dissemination. Terrorist groups exploit these benefits by 
forming countless anonymous identities which are later used for sharing their negative views 
and increasing anarchy.  

It is eminent that this world will not be a peaceful place unless and until we identify these 
terrorist groups and mitigate their influence on social media platforms. One way of addressing 
this issue would be to restrict the social media platforms from allowing the creation of self-
chosen identities or to limit the number of identities a single person can form, but this solution 
would mitigate the benefits and freedom these social media platforms provide. Another 
possible solution is to run machine learning and link prediction algorithms on the vast 
database of these social media platforms and link identities originating from similar IP 
addresses and/or MAC addresses. 

A key requirement for this solution is to give Law Enforcement Agencies (LEAs) the access to 
the vast database of these social media platforms. This is a viable solution but this raises the 
red flag of breaching personal privacy of all the individuals inside the database, as the LEAs 
would be able to identity each and every communication between every individual present in 
the database. Especially in light of the constraints outlined within the General Data Protection 
Regulation (GDPR) and the increasing privacy concerns of individuals, this is not a suitable 
solution. These privacy concerns provide terrorist groups a cover and they are able to hide 
among the big crowd of social network users. In order to bring these terrorist groups to the 
surface without violating the individual privacy, in WP5, deliverable D5.2, we develop a new 
Data Anonymization Tool that anonymizes user’s identity and thus gives the LEAs the leverage 
they need to work on the social network data at hand. 

2.1. Document Scope 

This document is being submitted as a part deliverable for D5.2: Data Anonymization Tool. This 
is part of Work Package 5: Privacy, Visualization and Learning and explains in detail how user 
data/identity is anonymized.  

The document presents a brief overview of the existing data anonymization approaches along 
with reasoning as to why the specific approach was selected to build the Data Anonymization 
Tool. It also explains the functionalities of the web based interface that is designed specifically 
for this module. The web based interface is designed in Java (EE) JSP and this report also 
contains snapshots of the tool where necessary. 
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2.2. Methodology 

The sequence of sub-tasks performed to complete this deliverable were: 

a) Study D5.1: “Data privacy check-list” to understand the necessary GDPR requirements 
for ensuring user data/identity privacy. 

b) Study existing approaches for anonymizing numeric data. 

c) Study existing approaches for anonymizing non-numeric data. 

d) Analyze the feasibility of using each individual anonymization approach. 

e) Study/Test social network data harvesting APIs for understanding the parameters that 
are available. 

f) Test a combination of numeric/non-numeric data anonymization approaches on a 
sample Twitter data extracted locally. 
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3. General Overview 
The term privacy was defined more than 120 years ago by Brandis and Warren [13] who 
defined it as “The right to be let alone”, with respect to the acquisition and dissemination of 
information concerning an individual. They highlighted that this information and the 
concerned individual should be protected from investigation and seizures that invade a sphere 
of individual solitude deemed reasonable by the society. Depending on the social context, 
privacy can be divided in to a number of separate but related concepts such as: 

 Information privacy: The right of an individual to control the collection and handling of 
personal data such as social network data, medical record and credit information. 

 Decisional Privacy: The right of an individual to make decisions in his life without 
leading to any undue inference. 

 Intentional Privacy: The right of an individual to control/prevent further dissemination 
of content directly related to an individual such as images and videos. 

 Spatial Privacy: The right of an individual to have his own personal space which cannot 
be violated without his consent. 

Despite the increasing privacy concerns of individuals and the strict regulations, the necessity 
of analysing social/non-social network information has gained an ever high importance. Such 
information is required both for research purposes where, it enables researchers to predict 
the expected changes/requirement of the society and for Law Enforcement Agencies (LEAs) 
who require this information for ensuring supremacy of law. Considering the need of 
processing this information along with the concerns of individual and the limitation of the 
government regulations, researchers have proposed various data anonymization approaches. 
The focus of these anonymization approaches is to ensure the harvested dataset is 
usable/meaningful and still prevent data analyst to extract personal information about an 
individual. Obviously, these anonymization approaches affect the utility of the extracted data 
but in this report, we highlight a few approaches that maintain maximum utility of the 
extracted data while ensuring maximum user data/identity privacy.  

These approaches are designed using a basic rule of thumb of removing any information that 
uniquely identifies an individual such as names, social security number, email addresses and 
contact numbers (‘personal identifiers’). This eliminates the obvious connection between a 
user and the entries in a dataset. The rest of the dataset is then divided into two parts, quasi-
identifiers and user independent data. The quasi-identifiers are any set of attributes which 
reveal no information about a user if studied independently, whereas, if analysed alongside 
some external data they can aid in identifying an individual an example of such quasi-
identifiers would be gender, date of birth and zip code. The user independent data on the 
other hand is any information such as a tweet or a Facebook status that has no direct linkage 
with an individual and could be generated by anyone. This pre-classified data can be 
anonymized in ways that are broadly categorized into either non-interactive protection 
approaches or interactive protection approaches. 
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3.1. Non-Interactive Protection 

The non-interactive data anonymization/protection approaches are built based on the basic 
assumption that the data collector is willing to share dataset with the data analyst thus 
initiating the need of ensuring privacy at the data collection point. The data collector classifies 
the data into identifiers, quasi-identifiers and the user independent data. Later this data is pre-
processed to remove all identifiers which could connect an individual directly to a particular 
entry in the data set. The data set that remains is then processed in a manner that the quasi-
identifier values are adjusted to ensure that the resultant data is anonymized to an extent that 
it meets the requirement of different privacy definitions. A few of the well-known privacy 
definitions are explained next in this report.   

3.2. K-Anonymity 

K-Anonymity is among the well-known non-interactive data anonymization privacy definitions 
[1]. It states that a data set can be referred to as being k-anonymous if for every quasi-
identifier values in the dataset there exists at least  other entries that have similar quasi-
identifier values. This would thus reduce the probability of identifying an individual in a 
dataset to , where  is a user defined parameter. The magnitude of  directly affect the 
utility of the resultant data, where a higher value of  means more privacy but less data utility 
and vice-versa. K-anonymity ensures this level of privacy by proposing a quasi-identifier 
generalization approach, where a tuple of  quasi-identifiers is generalized in a manner that 
they all become identical. Quasi-identifiers are formally defined as: 

Definition (Quasi-identifiers): Let  be a table. A quasi-identifier of  is a set of 
attributes  which can be linked with external data to uniquely identify 

at least one individual in the general population table . 

An example of a quasi-identifier would be the set of identifiers such as Age, Gender and Zip 
Code which if released together would aid in identifying an individual from a large population 
table. Using this we formally define  as: 

Definition (K-Anonymity): A table  satisfies k-anonymity if for every tuple  there exists at 
least  other tuples  such that  for all 
attributes . 

Since the release of quasi-identifiers would lead to the identification of an individual, therefore 
to comply with the aforementioned  definition, the table is not published in 
the original form and is subjected to various anonymization procedures. This anonymization 
can be of various types such as tuple suppression, data swapping and domain generalization 
technique. In this report, we limit out discussion to only the generalization technique which is 
known to be a well reputed approach for complying with the privacy definition of 

. 

Definition (Domain Generalization): Consider two table  and  

defined on the same set of attributes then, table is said to be a generalization of  written 

, iff: 
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 A bijective mapping between  and  would associate each tuple  and  such that 

. 

3.2.1. Issues with K-anonymization 

While K-anonymization is known to perform well in multiple scenarios, it has been identified to 
lack in protecting against both the homogeneity attack and the background knowledge 
attached. 

3.2.1.1 Homogeneity attack 

As explained earlier, k - anonymity ensures privacy by adjusting the quasi-identifier values in a 
manner that it forms a tuple of size   where all entries have the same quasi-identifier values. 
It has no consideration of the user independent data that is affected by this quasi-identifier 
manipulation resulting in the possibility of having the homogeneity attack. A homogeneity 
attack is the resultant of a quasi-identifier manipulation when a tuple of size k with similar 
quasi-identifier values also has the same user independent attribute value. This similar user 
independent attribute value results in loss of privacy for the individuals that are present in 
such a tuple. In scenario where a data analyst is able to narrow his search down to a tuple with 
similar user independent data entries, then it is easy for him to conclude what the user 
independent attribute value if for the concerned individual. 

3.2.1.2 Background Knowledge attack 

The background knowledge attack is another issues that rises from the same issue of not 
taking into account the changes made to the user independent data by the data generalization 
approach opted by k - anonymity. A background knowledge attacks takes place when a k-
anonymous tuple has multiple but a limited number of distinct values and a data analyst 
knows a lot about a particular entry in the dataset. For instance, in a k - anonymity twitter 
dataset there exists a tuple with all except one tweet related to an ongoing football match and 
the data analyst knows that a particular individual lies in this tuple and is fond of football. 
Having this background knowledge aids the data analyst in identifying the tweet made by the 
particular individual, thus compromising his privacy. 

3.3. L-Diversity 

L-diversity was proposed by Machanavajjhala et al. to overcome the deficiencies of k-
anonymity [2]. L-diversity builds on top of k-anonymity and improves its privacy definition by 
taking into account the user independent attributes of a data set. L-diversity proposes that a 
dataset would be immune to both the homogeneity attack and the background knowledge 
attack if the quasi-identifier manipulation would take into account the user independent 
attribute values in a table. L-diversity is formally defined as: 

Definition (l-diversity): A dataset is l-diverse if it contains at least l well-represented values for 
the user independent attributes. 

In order to comply with this privacy definition, multiple techniques are proposed and in this 
report we highlight two of such approaches 
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3.3.1. Entropy l-diversity 

Entropy l-diversity uses an information theoretic notion to ensure that the anonymized 
dataset has different user independent attributes values for the same quasi-identifier values. 
Entropy l-diversity is formally defined as: 

Definition (Entropy l-diversity): A table is Entropy l-diverse if for every k-tuple 

 

Where  is the fraction of tuples in the k-block with user independent 

attribute value equal to s.  

As a result, every tuple k has at least l distinct values for the user independent attribute. 

3.3.2. Recursive (c,l) -diversity 

Recursive (c,l) - diversity was built on the same underline concept of ensuring that the user 
independent data is distributed in the process of generalizing quasi-identifier. On top of this 
underline concept, recursive (c,l) - diversity ensures that the values that appear with a great 
frequency are spaced evenly within the whole dataset thus making it less frequent and the 
entry that is less frequent appear more often in the dataset. A table has recursive (c,l) - 
diversity if all equivalence classes have recursive (c,l) - diversity. An equivalence class has 
recursive (c,l) - diversity when the number of values in an equivalence class, m satisfies the 
inequality 1 ≤ i ≤ m, where ri  represents the number of times the ith  most frequent user 
independent value appears in an equivalence class. Finally, an equivalence class has recursive 
(c,l) - diversity if . 

3.3.3. Issues with l- diversity 

L-diversity was initially proposed to address the deficiencies of k - anonymity and it is known to 
address them well as the resultant dataset is tested to be immune to the background 
knowledge attack and the homogeneity attack. Despite its vast use in various scenarios, it still 
faces multiple limitations one of them being susceptible to similarity attack in the sense where 
an adversary can learn vital information about an individual if user independent attribute 
values in an equivalence class are distinct but semantically similar. Moreover, l-diversity is built 
on the assumption that there are multiple distinct user independent attribute values. This 
might not be the case in ever scenario, for instance, if the study under consideration is of the 
people having HIV-positive, then the user independent attribute will only have two options a 
YES and a NO which cannot be spread across the whole dataset. Alongside this, such a dataset 
would also result in probabilistic attack, where an analyst can make use of the binary form of 
user independent data to estimate the probability of a particular individual of having a certain 
disease.  

3.4. T-Closeness 

The deficiencies of both k-anonymity and l-diversity led to the development of T-closeness [3]. 
This new privacy definition uses ideas from both the preceding definitions and puts another 
tighter constraint on the anonymized data to ensure that all the deficiencies of the previously 
proposed privacy definitions are addressed. It states that a dataset can be classified as t-
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closeness if the distance between the distributed user independent attributes and the 
distribution of the whole table in an equivalence class cannot be more than a threshold . T-
closeness works in a way where it assumes an observer to have prior knowledge to some 
extent about an individual’s user independent attribute S0. An anonymized table , which has 
all the attributes in the quasi-identifiers removed and only information about user 
independent attributes are present, is hypothetically attained by observer. This therefore 
changes the belief of the observer to . When the actual table is finally released, by knowing 
the quasi-identifiers the observer can pinpoint the equivalence class that an individual’s record 
is in, and therefore the distribution P, which is the user independent attributes, is learned. This 
will then change the observer’s belief to  [5].  
 
Therefore, the gain from S1 to S2 is limited by limiting the distance between P and Q. 
Decreasing the distance between P and Q affects the information that the data collector is 
provided, this is because it limits the correlation difference between quasi-identifier attributes 
and user independent attributes; attribute discloser of an individual occurs when the 
correlation is clear by an adversary. T-closeness allows to tradeoff between privacy and utility 
by the  parameter. Moreover, the distance between the probabilistic distributions, P and Q, 
can be calculated by the use of the distant measure known as Earth Mover’s distance (EMD) 
[5] which consists of two types. The first type allows finding the EMD for numerical attributes, 
and the second type allows finding EMD for categorical attributes. EMD for numerical 
attributes consist of a formula that allows a user to find the minimal work required to 
transform one distribution into another by moving the, so called, mass between each adjacent 
element; any transportation between two or more distributed adjacent elements can be 
decomposed into several transportations. This allows minimal work to be carried out by 
satisfying all elements of Q sequentially. The equation for calculating EMD for numerical 
attributes is given as follows: 

 

Moreover, the EMD for categorical attributes allows to find the hierarchical distance which is 
the distance between two values of a categorical attribute that is based on the minimum level 
to which these values are generalized to the same value according to the domain hierarchy 
and is given by: 

 

3.5. Interactive Protection 

The interactive data anonymization approach is built on the assumption that the data collector 
is not willing to share the dataset with any data analyst. In such a scenario, to make sure that 
the data analyst can make use of the information that the data collector has, the data collector 
builds a query response mechanism. The data analyst sends a query to the data collector and 
the data collector executes the request and sends a response back. This query response 
mechanism makes sure that the data collector is not required to share the whole dataset but 
multiple query responses pertinent to a few entries in the dataset would enable the analyst to 
build a detailed analysis of the actual entries in the dataset, thus violating user privacy. To 
overcome this, various approaches have been proposed to alter the response to a query in a 
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way that the data analyst cannot be sure of the actual entry in the dataset. A well-known 
approach in this respect is referred to as differential privacy and we discuss this approach in 
detail in the next section. 

3.6. Differential Privacy 

Differential privacy is a type of anonymization technique which ensures that the risk to one’s 
privacy should not substantially increase because of participating in a statistical database [4]. 
For example, the effect of an individual being in a statistical database should not increase the 
risk of being denied an insurance policy. To be able to avoid the individual’s privacy breach of 
the above example, the response to a query is altered by a small multiplicative factor that 
would make any disclosure just as likely whether the individual is a participant of the database 
or not. The multiplicative factor that is used to anonymize the data introduces the probability 
of someone’s identity being disclosed. However, the disclosure would still have occurred with 
the presence of an individual’s data being present or not. The mechanism used to alter the 
data needs to ensure that the utility of the released table is still maintained and based around 
the data analysists’ query; releasing random noise or no information at all doesn’t compromise 
privacy. The randomized mechanism K that provides ε-differential privacy if for all data sets D1 
and D2 differ by at most one element, and all  [4] is given by: 

 

Where K is the randomized function, D1 and D2 are the data sets, and  is the multiplier. To 
achieve differential privacy the mechanism has to now add random noise and which is 
dependent on the query of the data analyst, given by  which is known as the query 
function and X which is the database, in order for them to understand the given database. The 
magnitude of the random noise is chosen as a function of the largest change that a single 
participant could have on the output to the query function which is also known as the 
sensitivity of the function. The L1-sensitivity of  is given by: 

 

The mechanism work best when the least noise is introduced, having . The mechanism 
reports an approximate answer, typically generated randomly based on the true answer and of 
some probability distribution. The probability distribution must be chosen carefully, to not 
destroy the utility of the answer. A good mechanism should provide a good trade-off between 
privacy and utility. Finally, for the same level of privacy, different mechanisms may provide 
different levels of utility 

3.7. Image Anonymization 

Nowadays a major part of social network communication comprises of multimedia content. 
Users tend to share their personal images for a large multitude of reasons. These images can 
be shared on private closed groups or public pages thus making them visible to a large group 
of audience. Images which allow the identification of the Data Subject still constitute Personal 
Data and therefore this means that anyone harvesting social network data needs to anonymize 
any image that comes along through the data harvesting practice. The objective here is simple, 
the anonymization tool should limit the possibility of identifying an individual from an image. 
This means the implementation of rigorous image processing technique. 
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In any image, an individual’s face is the primary thing that can help relate him/her to that 
image, therefore the first step in ensuring image anonymization is face detection. In the past 
multiple face detection approaches have been proposed but in this report, we discuss one of 
the well-known approaches. 

3.7.1. Face Detection 

Every human face has a unique set of nose-eyes-lips pattern and this helps in identifying a 
single person from a large group of individuals. Face detection algorithms tend to identify this 
unique pattern and store it in a way that it can be used later for facial recognitions. A well-
known face detection algorithm is the Viola jones method [14]. It is a very robust method for 
providing a low failure rate face detection with near real-time computation capability. Viola 
Jones method follows four stages and each of these stages is explained in detail in the next 
sections. 

3.7.2. Haar Feature Selection 

The performance of the Haar feature selection module depends heavily on the existing library 
of images also known as the training set. The training set is a set of images that contains most 
of the facial orientation images and these images are pre-marked and pre-classified for the 
location of eyes, nose and lips. This helps the Haar feature selection module to correlate 
unclassified images with the training set and identify the location of a face in an image. This 
correlation is done by taking the product between the training set images and the unclassified 
image. More precisely if we have two images of similar size  where  denotes the 
unclassified image and  denotes an image from the training set then the feature association 
between both these images is defined by [14]: 

 

To compensate the effect of different lighting conditions, all the considered images are 
normalized with the mean and variance. This as a result gives better performance results. 

3.7.3. Integral Image: 

The integral image module is used to calculate the amount of pixels present in an image. In 
this module, the image is seen as a plot in the Cartesian plane, where a specific point would 
represent the coordinates and pixel colours itself. This module uses the well-known Summed 
Area Table technique where an original pixel value is summed up with the value immediately 
above and the value immediately on the left of the considered value in the Cartesian plane. 
The value on the top left is then subtracted from this newly generated value thus forming the 
Summed Area Table. If  represents the original pixel value at coordinates  and  then 
the Summed Area Table value  for the considered coordinate values will be: 

 

This tedious computation of sums results in an average intensity value for the whole image in a 
linear amount of time, thus improving the performance of the Viola jones algorithm. 
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3.7.4. Adaboost Training: 

Adaboost which stands for Adaptive boosting is a machine learning algorithm that is used to 
improve computational time of the Viola Jones algorithm. Once the Haar feature selection 
module has identified all the features from an image the Adaboost module is used to make 
sense from these features. A classifier maps an observation to a labelled value in a finite set. 
For face detection a classifier assumes a value between  where,  means that 
the face does not exist and vice-versa for  and  is the number of features extracted from an 
image through the Haar feature selection module. Given the probabilistic weights  
assigned to the training set made up of  observation-label pairs , Adaboost aims to 
iteratively drive down an upper bound of the empirical loss using the following computation: 

 

Remarkably, the decision rule constructed by Adaboost remains reasonably simple so that it is 
not prone to overfitting which means that the empirically learned rule often generalizes well. 

3.7.5. Cascading Classifiers: 

Cascading classifiers are used to reduce the overall complexity of the Viola jones algorithm. An 
unclassified image can either have a face or not have a face. In cases where there is no face in 
the image, there is no reason for using complex classifications for the identification of the 
nose-eye and lips in an image. Therefore, with the aid of the cascading classifier the Viola 
jones algorithm eliminates all the images that do not have a face and only processes the ones 
that have one. In cascade classifier, the process is divided into various sub steps, where in each 
step a positive or negative answer is searched. If the answer is positive, the algorithm 
progresses to the next step whereas, if the answer is negative then the algorithm keeps on 
looking. If we look at the system as a whole, each step in the cascade classifier is applied to a 
specific region of interest and the whole classifier only returns a positive if all the classifiers 
working in succession report a positive answer.  

Once a face is identified using the aforementioned steps, the pixels of the face are scattered to 
form a pixilation affect. Face pixilation is a one way process and is well-known for anonymizing 
faces from an image. 
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4. Summary of the Functionalities 
 

This section gives a brief summary of the functionalities covered by the data anonymization 
tool. These functionalities are referred according to the Chapter 9 -Requirements Specification 
from D1.3: “Technical Requirements Specification”. For derived functionalities/ options/ 
services the main functionality from D1.3 are referred. 

Code Functional requirement description Comments 

FR41 Identifier encryption: 

Encrypt identifier attributes of 
individuals, such as name, user ID, email 
address, etc. in order to preserve their 
privacy. 

The tool anonymizes the unique user-ids 
from the dataset and these ids can be 
de-identified by few trusted users inside 
the LEAs (pseudonymisation). The 
selection of these trusted users is left for 
the LEAs to decide. 

FR42 Text anonymization: 

Detect identifiers and quasi-identifiers 
in text (in posts, documents) and 
anonymizes them. 

The tool replaces user-id with surrogate 
values and anonymizes user locations. 
The user location anonymization feature 
can be switched off based on user 
requirements. 

FR43 Face pixilation: 

Detect and pixilate faces in pictures to 
be stored. 

The tool pixelates all faces in the 
incoming images and this is a one way 
process. 

Table 1: Functional requirements 
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5. Component Presentation 
 

In this section we explain with help of snapshots the different functionalities that exist in the 
Data Anonymization tool. The tool comprises of two components, the first component 
anonymizes the incoming dataset and is used for the development and integration activities of 
the project. It ensures the compliance with applicable data protection regulation by ensuring 
that no individual can be identified from the considered dataset (anonymization). The second 
component which is strictly designed for piloting purposes allows the LEAs to use the 
pseudonymization feature of the tool to reveal the true identity of the individuals, thus 
identifying terrorists. It is key to mention here that, the pseudonymization feature is only 
available to the LEAs and any data coming out from the LEAs will be completely anonymized. 
LEAs are given this extra feature of going back to identify the true identity of the terrorist as a 
necessary requirement of the project. 

The anonymization tool was tailored according to the dataset at hand with the following 
attributes: 

Attribute 

Unique User Id 

User Image 

User Name 

User Location 

List of Friends 

List of Followers 

Table 2 List of attributes 

It is key to highlight here, that the list of attributes mentioned in Table 2 is not exhaustive and 
other datasets used in the project could have more attributes. The anonymization tool 
mentioned in this section would have to be tailored accordingly. 

The tool is a web based tool built in Java EE (JSP) and delivers a portal like interface to all the 
functionalities. The tool only supports JSON file format and the current file structure that is 
used is as follows: 
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5.1. Login page 

The first page that a user comes across is the Login Page. The user is required to enter a Login 
name and password to access the tool.  

 

Figure 1: Login Page 

Currently the tool uses the following credential: 

User Name: RedAlert 

Password: 12345 

As the tool will be deployed on a server, the login credentials will be changed and more 
randomized passwords and user names will be used. 

  "data": {"usersdata": { 

      "user": [ 

        { 

          "-uImage": 

"http://pbs.twimg.com/profile_images/926752660522287105/sZ2rBnNO_bigger.jpg", 

          "-uVerified": "false", 

          "-ucontent": "Guess the goal jack scored didnâ€™t make Hong Kong Fueys stats 

ðŸ™ˆ https://t.co/wki8009ryb", 

          "-uid": "145367729", 

          "-uname": "Johno âœ–ï¸•", 

          "friends": 

"20329584,305734622,40963470,922867100225540101,2734513213,21093744,942805707577020416,312

3238004,924525729299292161,501809295,353786896,360560710,310429148,77502762,595625664,2327

735424,1375003290,84609385,555255868,724538910932668416,", 

          "followers": 

"38891680,232628294,935137752928092160,946670955585327104,2734513213,936971811279032320,29

1637863,784736849667493888,358224719,904424551265611776,942805707577020416,4898428439,1252

821854,56367158,501809295,941390212281888768,155595831,302685603,812576610763341829,121427

4428," 

        } 

    ] 

  }} 
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The Login page is kept simple and it only shows the Logo of the project. 

 

5.2. Second page 

Once the user has logged in he/she comes to the second page where he/she gets multiple 
options. These options are divided into two parts. The first part deals with data anonymization 
and is used for both, the development and integration phases, as well as and the piloting 
phase of the project. The second part, which will only be used for the piloting phase of the 
project, deals with pseudonymization of the dataset. The pseudonymization process deals with 
original identity of an individual, thus this feature requires a secondary login and password. 
This login password section is intended to limit the access to these features to privileged users 
only. 

 

Figure 2: Second Page 

 



 D5.2 – Data Anonymization Tool 

  Page 22 of 27 This project has received funding from the European Union’s Horizon 2020 
research and innovation programme under grant agreement No 740688  

 

5.3. Data anonymization  

As highlighted earlier, the tool only takes as input JSON file formats, thus on selecting the 
Browse option for either the encryption part or the anonymization part, the browser only 
makes JSON file formats available, thus avoiding uploading incorrect files. 

 

Figure 3: Browse option 

Once a file is uploaded, the anonymization tool uses a combination of JSON Objects and JSON 
Arrays to read the user-id entry in the uploaded dataset. This entry is referred to as "-uid": 

****** in the dataset. The anonymization tool replaces these user-ids with surrogate values 
therefore providing the very basic level of user identity/data anonymization. 

The list of friends and followers are also represented using their unique user-ids therefore, the 
tool also replaces these values with surrogate values. During this replacement, the tool 
ensures that the actual links between users are maintained thus maintaining the utility of the 
anonymized dataset. 

The tool provides two checkboxes for selecting if the user requires anonymization of the 
location and images that are contained in the dataset. If the location checkbox is checked then 
the tool uses, k-anonymity to anonymize user location up to a longitude and latitude value 
accuracy of two decimal place. This forms multiple clusters of people where, each cluster 
contains all people in an area of 1.1km radius. The image anonymization checkbox is created 
with the assumption that LEAs do not download images separately and all images are 
downloaded on real time basis while data is being anonymized. Considering this assumption, 
the unchecked image checkbox results in no images being downloaded thus requiring no 
image anonymization. On the other hand, when the checkbox is checked, images are 
downloaded and anonymized on real time basis. 
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Similarly, upon selection of the image checkbox, the tool uses face pixilation approach to 
anonymize the images present in the database.  

A sample of the anonymized data is as follows: 

 

The anonymized data can be downloaded by the user with aid of a download link present just 
under the anonymize button. Upon clicking the download link a popup appears letting the user 
decide if he/she wants to download the file or open it using an existing tool. 

 

Figure 4: Download anonymized file 

 

5.4. Pseudonymization (only used in piloting phase) 

The pseudonymization tool requires privilege access. This limits unauthorized users from 

identifying the true identities of individuals. These login credentials are kept different from the 

ones present at the first login page and at the initial stage we use simple credentials such as: 

User Name: Red 

Password: 12 

  "data": {"usersdata": {"user": [ 

        { 

          "-uImage": 

"http://pbs.twimg.com/profile_images/926752660522287105/sZ2rBnNO_bigger.jpg", 

          "-uVerified": "false", 

          "-ucontent": "Guess the goal jack scored didnâ€™t make Hong Kong Fueys stats 

ðŸ™ˆ https://t.co/wki8009ryb", 

          "-uid": "0", 

          "-uname": "Johno âœ–ï¸•", 

          "friends": "1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18,19,20,", 

          "followers": "21,22,23,24,5,25,26,27,28,29,7,30,31,32,10,33,34,35,36,37," 

        } 

   ]}} 
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These credentials will be updated once the tool is made available for everyone. Once a user 

successfully logs in a message appears stating ‘Logged In’ as shown below: 

 

Figure 5: Logged in message display 

The pseudonymization tool takes as input the surrogate user id of individuals who are 

identified as terrorists by the Red-Alert tool and reveals the actual user-id. The Red-Alert 

solution analyses incoming data and flags the individuals using colour coding. A bright red node 

is considered as a terrorist whereas a light blue colour node is considered as an innocent node. 

The pseudonymization tool verifies the colour code assigned to an individual and only then 

reveals the original identity, thus avoiding LEAs from revealing identity of innocent users in the 

dataset. This unique user id would help in tracking the actual identity of an individual and this 

appears as a message in red on the search window as follows: 
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Figure 6: Display of User-id against anonymized user-id 

5.5. Error messages 

The tool also takes into consideration a couple of error messages such as invalid user name or 
password and login again messages as shown in the following figure: 

 

Figure 7: Error messages 
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6. Conclusions 
 

This report, namely D5.2: “Data Anonymization Tool”, is submitted as a part of WP5, and it 
summarizes the techniques that are used to ensure user data/identity privacy.  

In order to identify terrorist organizations/content in a social network, the RED-Alert project 
requires accessing and analysing data harvested from various social network platforms. These 
platforms carry personal data regarding millions of users and accessing such data raises 
various privacy concerns. These concerns limit the use of such data and this originates the 
need for this data anonymization tool. 

The data anonymization tool hides user identity by making use of the well-known user 
data/identity privacy definitions. In the current state, the tool pseudonymises the unique user-
ids and these can be de-identified by privileged users only. Moreover, the tool anonymizes the 
location with aid of the well-known k-anonymity approach and uses face pixilation to 
anonymize user images that are available in the dataset.  

This report also provides a detailed step by step process required to achieve both the 
aforementioned tasks namely user data anonymization and pseudonymization.  

The tool will undergo constant improvements/adaptation as the project goes along with new 
developments in terms of the attributes that are made available through new datasets. These 
adaptations will follow a specific time line as mentioned in the following Gantt chart. 

 

ID Task Name Start Finish Duration

2017 2018 2019 2020

Q3 Q4 Q1 Q2 Q3 Q4 Q1 Q2 Q3 Q4 Q1 Q2

1 216d3/29/20186/1/2017

Privacy Preserving tool Phase 1 (with 

user-id, location, images and list of 

friends anonymization) 

2 154d8/30/20181/29/2018
Privacy Preserving tool Phase 2 (addition 

of Inter-LEA search)

3 85d3/29/201912/3/2018
Privacy Preserving tool Phase 3 (addition 

of new attributes)

4 66d4/1/20201/1/2020
Privacy Preserving tool Phase 4 (finalizing 

the tool for final submission)

 

Table 3 Gantt chart for proposed time lines 
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