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1. Executive Summary
The present Deliverable 5.5 “Meta-learning Report” (henceforth referred to as D5.5) is related
to Task 5.3 “Implement meta-learning processes” (henceforth referred to as T5.3). The
objective of this task is to create a Machine Learning (ML) component where automatic
learning algorithms are applied on meta-data related to machine learning experiments (as
defined in the D1.3)1.
This module will be integrated with the rest of the components of the RED-Alert solution
according to the below schema:

Figure 1. Main components related to the Meta-learning module

According to this schema, the goal of the Meta-leaning module is to:


Improve the Data Acquisition module, by suggesting new keywords to detect new content.



Update the word vectors of the NLP module, to improve the accuracy of the NLP Deep
Learning threat score classifier (see Deliverable 2.2).



Improve the SNA module with new links, by updating the networks with new information
(see Deliverable 3.1).



Update the CEP module with new patterns / rules to detect more radical content (see
Deliverable 4.2).

The complexity of the component requires it to be developed from scratch in an iterative
manner. During the first iteration, reported in this document, a plan for development has been
defined and the part related to the Deep Learning (DL) model has been started to develop.

This project has received funding from the European Union’s Horizon 2020
research and innovation programme under grant agreement No 740688

Page 7 of 37

D5.5 - Meta-learning report

The next iterations will involve the following activities:
1) During the following months, a demo of this DL model will be created, in order to
demonstrate the usefulness of the module.
2) Each of the leaders of the WPs that are updated by the Meta-learning processes will create
the mechanism related to their tasks:


INT, the mechanism to improve the NLP Ontologies by the users.



ELTE, the improvement of the SNA module by the user’s feedback.



CITY, the mechanism to update the Data Anonymization Tool, including new data and data
formats.



ICE, the method to update the CEP engine.

3) All these mechanisms will be integrated into the Meta-learning module by INSKT.
4) In parallel of these tasks, a UI specific for the meta-learning process will be created, in
order to create a way to get the information from the users.
5) Finally, SIV will integrate this module into the RED-Alert solution.
The result of Task 5.3 is a component that is part of the RED-Alert final solution. Basically there
are 4 use cases of the Meta-learning module:
Use case

Description

When the user wants to The user wants to apply the methodology to a new radical
apply
the
RED-Alert group, e.g. the extreme right. The Meta-learning module will be
solution to other radical the vehicle to modify all the analysis modules according to that.
groups.
To improve / personalize There are some messages or authors not classified as suspicious
the RED-Alert solution.
that the user wants to be marked as suspicious (or the opposite
situation).
To update the RED-Alert The radical groups are constantly changing the way they spread
solution
their messages. For this reason, it is important to update the
models to include these changes.
To include data from other The use of social media platforms by radical groups can change,
sources into the RED-Alert because they are constantly looking for channels not easy to
solution
control. It could be useful then to apply the RED-Alert solution
to new sources of information, by means of the Meta-learning
module.
Table 1. Use Cases of the Meta-learning module

This project has received funding from the European Union’s Horizon 2020
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2. Introduction
2.1. Document Scope
The purpose of this document is to present the work accomplished within Task 5.3: Implement
meta-learning processes.
As it is explained in the DoA, the objective of the task is to use semi-supervised learning, based
on original labelled data (suspicious content identified to create the models). The system will
cluster all the data received and if new content is clustered with labeled data of suspicious
type, the new (unclassified) content will be considered as suspicious and the system will
update its capabilities in order to detect future (similar) content: change CEP rules, update
vector space of NLP deep learning models, add information to SNA models and suggest new
keywords to track. The project will test various meta-learning algorithms such as self-training
models, generative models, S3VMs, graph-based algorithms and multi view algorithms.

2.2. Methodology
To guarantee the quality of the work done in this task, the following steps have been carried
out:
1. Task planning. Understanding of task objectives and possible methods to achieve them.
2. State of the Art. Investigation about the state of the art related to learning processes.
3. Development of a methodology to create the mechanism to update the data analytics and
anonymization modules.
4. Development of Java code.
5. Testing with sample data.
6. Evaluation of results.
7. Second Test with sample data.
8. Planning for the next iterations.
To test the tool from a functional and performance point of view, it uses a similar dataset that
was used to build the Deep Learning models (see deliverable 2.2 for a detailed description of
this data). All this data has been collected from Twitter by means of the Twitter API, and
anonymized by means of the tools developed during the project. Because all these tasks only
need the text content of the messages, the anonymization doesn’t affect the quality of the
data.

2.3. Summary of functionalities
The functionalities related to the Task 1.3 are referred according to the Requirements
Specification from deliverable D1.3 – Technical Requirements Specification.
Code

Functional requirement description

Comments

FR39

View and edit classifiers, keywords and ontologies:
View and edit classifiers used in various analyses
(NLP, SNA, CEP).
Learn, identify and generate/suggest classifiers,
keywords and ontologies:
This refers to the meta-learning functionality of
learning about classifiers and is suggesting new
relevant classifiers for analysis.

The inputs of the Meta-learning module
consists in various components of these
analysis modules.
Suggest new keywords, ontologies,
classifiers for the analysis module of the
solution (NLP, SNA, CEP).

FR40

Table 2. Functional requirements
This project has received funding from the European Union’s Horizon 2020
research and innovation programme under grant agreement No 740688
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2.4. Document Structure
The document is structured into 10 sections:
1) Executive summary. To explain the main goals of the deliverable.
2) Introduction. It includes a description of the work done in the deliverable.
3) Overview of the task. Brief explanation of the deliverable task.
And it fallows a description of the learning process of each module:
4)
5)
6)
7)
8)

Ontology-based NLP Learning Process.
Deep Learning based NLP Learning Process.
Social Network Analysis Learning Process.
Complex Event Processing Learning Process.
Anonymization Tool Learning Process.

Finally, including:
9) Conclusions.
10) References.

This project has received funding from the European Union’s Horizon 2020
research and innovation programme under grant agreement No 740688

Page 10 of 37

D5.5 - Meta-learning report

3. Overview of the task
3.1. Objectives
The main objective of the Task 5.3 “Implement meta-learning processes” is to create a set of
methods to:


Update the models and methods implemented in the NLP, SNA, and CEP modules, as well
as the Data Anonymization Tool, to deal with new content and behaviours of radical
groups (ex: radical group supporters use a new symbol to identify themselves).



Improve the accuracy of the models related to these modules by adding users’ feedback,
when a result is not correct (ex: false positive of potential threats).



Create new models for the analysis of text, networks, etc. for new use cases as defined in
the previous sections.

Figure 2. Objective of the task and related components

3.2. Task Description
Basically the task includes the following steps or sub-tasks:
Responsible

Task

Schedule

INSKT

Task Planning

Iteration 1 - done

INSKT

Iteration 1 - done

INSKT

Development of the mechanism to improve the NLP Deep
Learning modules.
First test with real data (Anonymised).

INSKT

Development of a demo of the Deep Learning component.

Iteration 1 - pending

INT

Development of the mechanism to improve the NLP
Ontologies by the users.

Iteration 2

CITY

Development of the Data Anonymization update
component.
Development of the CEP engine update component.

Iteration 2

Development of the mechanism to improve the SNA
methods by the users.
Development of the Module’s architecture.

Iteration 2

ICE
ELTE
INSKT

This project has received funding from the European Union’s Horizon 2020
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Responsible

Task

Schedule

INSKT

Integration the previous components into the Meta-learning
module.
Development of an specific UI for the module (part of Task
5.2)

Iteration 2

SIV

Integration with the full RED-Alert solution

Iteration 2

All

Testing of the module (integrated into whole solution)

Iteration 3

CITY

Iteration 2

Table 3. Sub-tasks of Task 5.3

3.3. Task Methodology
The core of the Meta-learning module will be a set of mechanisms to update all the
components. There will be two ways to start the learning process:
1) Automatic process. This process is triggered periodically with methods of how to refresh
the information that is the basis of the NLP, SNA and CEP modules. The aim is to update them
with new data.
2) User’s feedback. Submitted by the users in order to manually update the NPL, SNA and
CEP modules. The goal is to improve them based on the user's knowledge and data.

Figure 3. Methodological components of the Meta-learning module

According to the previous mentioned learning ways there will be 2 types of learning processes,
included in the Meta-learning process:
1) Unsupervised Learning - based on an automatic mechanism to update periodically the
following modules:
a) NLP. Update of the word vectors.
b) SNA. Discovering new links between entities.
c) CEP. Discover of new patterns.
d) Data Anonymization tool. Update of new data formats.
This method will be triggered periodically and it is called unsupervised, because is it not based
on labeled data. The method infers the updates without any external input from the users.
It will consist on a method to update the modules by repeat periodically some methodology to
improve the models. For example, for NLP, a method to create a new Word Embedding Vector

This project has received funding from the European Union’s Horizon 2020
research and innovation programme under grant agreement No 740688
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Model based on new data. There will be no need of intervention from human experts, in
comparison with method 2. It will be totally automatic.
2) Supervised Learning - based on data uploaded by the user. The user will upload annotated
data sets that will be used to update the modules accordingly.
This second method will need the human intervention, by improving the previous modules
through new annotated data.
Finally, the two processes will converge into a single module, developed by INSKT, providing
the mechanisms to update the other 3 modules.

3.4. Task techniques and tools
3.4.1. Architecture
The architecture of the Meta-learning module will be integrated into a Parallel Distributed
WEKA Framework using Spark. The main components of this module will be included into the
following architecture:

Figure 4. Architecture of the Meta-learning module

All these components will be built with the following set of tools and technologies:
Technology

Role

Objectives and/or advantages

WEKA

Machine Learning
Models (distributed
wekaspark)

This library creates a lot of different types of Machine
Learning models for testing purposes. It has the
advantage that, apart from the vast number of models
to play with, there is an enormous amount of
parameters to define more precisely each of the
models.

WEKA workflow

The workflow allows for creating different ML
configurations to test the accuracy of them.

Apache Spark

Cluster computing
framework

MongoDB

NoSQL database.

It allows working in distribution over a cluster of
machines. Spark can perform batch Processing
(processing of the previously collected data in a long
batch) and stream processing (real-time data in
streams).
Creates the Database of the Red-Alert solution.

Table 4. Meta-learning module architecture

This project has received funding from the European Union’s Horizon 2020
research and innovation programme under grant agreement No 740688
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Regarding the specific UI for the Meta-learning module, it must contain the tools to allow the
users the following actions:
1) Regarding NLP components: to Upload new data to train the NLP Engine.
2) Regarding SNA component: to Introduce information about users in the network.
3) Regarding the Data Anonymization Tool: to define new formats and how to anonymize
data in these formats.
4) Regarding CEP component, to:
a) Change CEP rules.
b) Remove CEP rules.
c) Add new rules.

3.5. Relation with other tasks of WP5
The other tasks of WP 5 are:


Task 5.1 Develop a data anonymization tool

The tool developed in Task 5.1 is a step before the Task 5.3, in the sense that all the data used
by the Meta-learning modules will be previously anonymized by it.


Task 5.2 Implement data visualization tools

The Task 5.3 will require the need of a UI, in order to get the information from the user of the
RED-Alert solution. This UI will be used to get information from the user of:


New data classified by the user, to update the NLP models.



New authors, to update the SNA models.



New rules, to update the CEP engine rules.

This project has received funding from the European Union’s Horizon 2020
research and innovation programme under grant agreement No 740688
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3.6. Relation with other WPs
The structure of the relations between the WPs is as follows:

Figure 5. PERT Diagram

3.6.1. Relation with WP1
During the first WP - System Specifications and Architecture, all the relations between the
components of the Red-Alert solution have been defined, including the Meta-learning module.

3.6.2. Relation with WP2
In this case, all the modules of the NLP and Multimedia Analysis will include a learning process
that allows users to update and improve the content analysis.

3.6.3. Relation with WP3
In this case, when further related information is available between the labeled and clustered
objects, it is possible to validate the clustering result with community finding methods from
network science. Furthermore, it is possible to create automatically taxonomies from labels
with hierarchy reconstruction methods.

3.6.4. Relation with WP4
In the case of relationship with WP4, the “improved” patterns and rules provided by this task
will be validated against the activity of Task 4.3: Implement the inference mechanism in which
external experts will be consulted about the suitability of these improved patterns. Then, they
will be integrated into the main flow of the CEP engine.

This project has received funding from the European Union’s Horizon 2020
research and innovation programme under grant agreement No 740688
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3.6.5. Relation with WP6
It is the next step of the WP5 tasks (including Task 5.3). Once all the methods are developed,
the integration and testing will check the accuracy and performance of these new methods.

3.6.6. Relation with WP7 (Pilots)
During the pilots, the ML module of Meta-learning will be tested by the LEAs, getting feedback
from them about their usefulness, usability, bugs reported, and, a general overview of some
improvements to be implemented after the pilots.

3.7. Role in the Project
3.7.1. Milestones
If we take a closer look to the project milestones, the main milestone related to task 5.3 is
Milestone 2: Core modules ready.
The Task 5.3 will help to improve the accuracy of these modules by:


Allowing the system to learn by means of the users’ feedback.



Deeper tailoring the building of the model by training the system with more specific data
regarding what we want.

3.7.2. Objectives
Regarding the project‘s main objectives, Task 5.3 is aligned to the following objectives:


Objective 1: Improve the available building blocks.

The customization of the content analysis can be an important step, in order to be sure that
the accuracy of the detection model will get the desired level.


Objective 2: Integrate all building blocks.

The Learning Process is a new functionality that will speed up the transformation of the TRL
solution to higher levels.

3.7.3. KPIs
If we go into detail on the project KPIs, the Task 5.3 is closely related to the accuracy of the
radical content detection KPI, according to DoA:


At the end of M12, accuracy should be at 85%.



At the end of M24, accuracy should be at 90%.



At the end of M36, accuracy should be at 95%.

Task 5.3 mechanism improves the accuracy of the radical content detection, because:


The feedback of the user will be very useful to refine the analysis model.



Better tuning of e the results in some specific use cases.

To measure this improvement, a set of tests were built with the following steps:
1) A NLP Deep Learning classifier was created by means of 10.000 messages classified by
human experts. These messages were Twitter messages, extracted from the
anonymized set of data used in Task 2.2 (see Deliverable 2.2).
2) A test user classifies new messages according to their threat level.
This project has received funding from the European Union’s Horizon 2020
research and innovation programme under grant agreement No 740688
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3) The NLP Deep Learning classifier is rebuilt again with the former 10.000 messages plus
the new ones.
4) The accuracy of the model (the number of classified messages corrected) is again
measured and compared with the previous one.
5) The process is repeated with a larger number of messages classified by user.
The results related to the volume of new data included in the model, were:
Number of new messages

Accuracy Improvement

100

0.1%

500

0,4%

1.000

1,2%

1.500

1,7%

2.000

2,5%

Table 5. Accuracy improvement caused by the Meta-learning process

All these tests have been carried out in English language and only with the NLP module. During
the next iterations, all the other languages will be tested with the same methodology and with
the other modules (SNA and CEP).
As expected, the accuracy of the model increases proportionally to the number of new
messages previously classified. This means that, in the future, the user of the Red-Alert
solution will be able to update the NLP threat score classifier by adding new training data to
the system.

3.7.4. Commercial risks
In terms of commercial risks, some of the outcomes of Task 5.3 are relevant for the mitigation
measures related to the commercial risks, specifically:


The resulted solution will require considerable customization effort for organization from
different domains, being customized for the LEAs involved in the project.



The market acceptance will be potentially high with this capability of the system to be
improved and updated by the clients. This flexibility can be an added value very
appreciated by them.

3.7.5. Technical risks
In relation to the project technical risks, this task is closely related to the first item from the list
of risks defined in DoA, namely: Complexity of the integration of multilingual information
In this respect, the Meta-learning module developed in the Task 5.3 is focused on customizing
the models. Thanks to the more advanced methods in Machine Learning, the user will be able
to improve their own models and/or apply them to their needs (new radical groups, for
example).

This project has received funding from the European Union’s Horizon 2020
research and innovation programme under grant agreement No 740688
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4. Ontology-based NLP (IntuScan) Learning Process
4.1. Overview
The NLP (Intuscan) component (Task 2.1: Develop terrorism-specific classifiers and deliverables
D2.1 Domain-specific classifiers and D2.3 Linguistic feature identification tool, respectively) is
based on integration of ontological features into NLP learning. In most NLP methods, the
learning is based purely on the features found in the training corpus2. This method uses the
identification of ontological features of lexical tokens in the training corpus, to learn about the
possible identification of lexemes in the same and other corpora, even though those lexemes
were not in the training corpus and performing multiple “passes” on the text to disambiguate
ostensibly similar lexemes. The advantages of this method (registered in the INT patent) are:


The ability to identify the nature of lexemes that were not in the training corpus, which
allows for higher accuracy with a smaller training corpus.



The ability to aggregate, resolve and disambiguate different lexemes that “mean” the
same thing ontologically.

4.2. Methods
The text for training and analysis is first processed through the ontology. All ontological
instances that may correspond to the lexemes are extracted and introduced as features of
those lexemes/n-grams. The ontological instances also contribute to the domain classification
of the document, which is also introduced as a feature of the text. Hence each n-gram in the
text is registered with its orthographic, morphological, syntactic, grammatical and ontological
(semantic) features including domain detection. This creates different weights for different
semantics of each n-gram.
The training text then is processed using a number of statistical methods (centroid, svm, crf
etc.). Subsequently, new models are generated based on the specified training text.

4.3. Technologies
The technologies used are a variety of statistical methods ranging from basic centroid
extraction, TF/IDF, SVM, CRF and neural analytics.

4.4. Requirements, Assumptions, and Constraints
The requirements for this technology are the collection and annotation of large amounts of
text from different sources, styles, language registers, domains and levels of code-switching.
The corpus must be constantly refreshed due to the high degree of change in the language
used in social media. Absence of collection or collection without sufficient identification of
sources, damages the accuracy of the method since it relies, inter alia on the corpus-level
features.

4.5. Task planning
The development of this part of the Meta-learning module, will involve the following steps:
1) INT will create a mechanism to add new values to their Ontology. This mechanism will,
on one hand, work for “second pass” on features - not only on the single text level but
also on the corpus and sub-corpus and domain level. On the other hand, the user will

This project has received funding from the European Union’s Horizon 2020
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be able to update the Ontology by means of a new collection and annotation of new
texts.
2) INSKT will integrate this mechanism into the general Meta-learning module.
3) The user will be able to add these new values by means of a specific part of the UI
devoted to the Meta-Learning. This UI will be part of Task 5.2, led by CITY.
4) Finally, the Meta-learning module will be integrated into the RED-Alert solution by SIV.

This project has received funding from the European Union’s Horizon 2020
research and innovation programme under grant agreement No 740688
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5. Deep Learning based NLP Learning Process
5.1. Overview
This module is explained in the Deliverable D2.2 Deep learning algorithms and D2.4 Linguistic
feature extraction tool, and is developed in the tasks Task 2.2: Implement deep learning
algorithms and Task 2.3: Implement linguistic feature identification and extraction,
respectively.
In such a changing field of social media data, some questions arise: How do you ensure that
the system predictions continue to be accurate? How do the users keep the models up-to-date
with new training data? And as a consequence of that, how long will the initial training data
continue to provide accurate predictions?
To answer these questions, the main objectives of the Learning Process are:


To improve the accuracy of the general model that classifies the messages into suspicious
and non-suspicious messages. It is based on Deep Learning methodologies, by training the
model with a data set of human labeled data.



There are some messages not classified as suspicious that the user wants to be marked as
suspicious (or the opposite situation).



To personalize the models of threat score analysis, in the sense that, some users can have
different criteria of what is suspicious (and in what degree) and what it’s not.



The user can tune the threat score model based on Deep Learning techniques to their
needs, for example, if they think that specific types of messages are suspicious (or not).

5.2. Methods
Basically, there are 3 methods to re-train the models:
1) Incremental models
Only some specific types of Machine Learning Models are incremental3:


HoeffdingTree



Lbk



KStar



LWL



Naive Bayes Multinomial



SDG

The main advantage of these models is that it is not necessary to train the whole model again,
when a new observation is added.
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Figure 6. Incremental model scheme

2) Re-train the whole model
These models require to be trained with the whole training set4. Obviously, the main
disadvantage is that it is very time consuming, so it is not recommended for very dynamic
environments.
To update the model, new annotated data is added to the original dataset.
The advantage is that it generally leads to a better global model, and is especially
recommended if the new observations are not too often5. However it is not feasible for large
data sets.

Figure 7. Methodology for creating new models without the whole corpus

3) Batch re-training
It’s a kind of hybrid between the 2 previous models. The retraining process starts when there
is a batch of M new observations. The new dataset is built by adding these M observations to
the n most recent messages from the original dataset.
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Figure 8. Re-train the model with new n messages and final n + M

This way, the model is built with less volume of data than in the method 2, improving the
processing time. Also, this gives more weight to the most recent observations, discarding the
older ones, theoretically more prone to make the system out of date.

5.3. Status of the Task
During this first iteration, before the end of this deliverable, some parts of this module have
been developed. Specifically, the first deployment was based on the integration of the
classification model into the NLP analysis system, coded in Java.
All the process is coded as Java classes, in particular:

Figure 9. Java classes

a) Text: The deployment starts with a text and a set of parameters (type of text,
language, method of pre-processing, etc.).
b) Parameters: Some parameters must be specified according to the type of input
message (language, type of text, etc.).
c) Text pre-processing: All the text is converted into a set of features by means of a
feature extraction module.
d) Features: Collection of information from the text, for example, the components of the
Deep Learning space vector (usually a vector of 200 dimensions).
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e) Classifier.
f) Threat score. Value from 0 to 5 related to the level of the message’ suspiciousness .
g) JSON output: Format of the threat score output, including information about the
threat score and the likelihood of the result (a kind of level of confidence of the
result).
h) Database: Storage of the output data in a database.

5.3.1. Text pre-processing
Text pre-processing is a class based on WEKA Java API that converts text into WEKA java
features. It depends heavily on the selected pre-processing method.
Features are a java object of WEKA Java API (Instance) that represents the text in terms of
these features relevant for the model.

5.3.1.1 Based on WEKA text pre-processing
Based on StringToVector WEKA Java class.

Figure 10. Text pre-processing components

5.3.1.2 Based on NLP text preprocessing
Based on SemanticAnalysis Java class and then on StringToVector WEKA Java class.

Figure 11. Advanced text pre-processing components

Previously to the StringToVector conversion, there is a pre-processing of the text to “correct”
all the misspellings and slang, specific to informal text, typical of social media data.
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5.3.1.3 Based on Deep Learning
Based on a new class to be created that will convert text into vectors in the word vector space.

Figure 12. Text pre-processing based on Deep Learning techniques

StringToWordVector will be a class based on deeplearning4j Java API. The Deep Learning
model will be loaded to the system.

5.3.2. Classifier
Once the text is converted into a set of features, the Java class classifier extracts a threat score
from these values, through a model trained with annotated data.

Figure 13. Main classifier components

The output of the classifier is a Java object, which represents the value of threat score of the
message.

5.4. Java Code
The code is based on the WEKA Java Library. The information is stored in ARFF format and the
ML models in a .model format.
public class MLClassifierBuilder {
/**
* MACHINE LEARNING CLASSIFIER BUILDER
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*
* Modules 1) Feature Extraction Module (data, arff) 2) Feature Selection
* (arff, arff) 3) Model creation (arff, models) 4) Model Evaluation
* (models, performance) 5) Classifier Building (models-performance, model
* set) 6) Classifier (model set, classifier)
*
* @param name
*
* @param args
* @throws FileNotFoundException
* @throws IOException
* @throws Exception
*/
public static void main(String[] args) throws FileNotFoundException, IOException
{
ArrayList<PreprocessingParametersObject> listPrepParameters = new
ArrayList<PreprocessingParametersObject>(); // list
// of
// preprocessing
// parameters
ArrayList<ClassifierObject> listClassifiers = new
ArrayList<ClassifierObject>(); // list
// of
// classifiers
// PARAMETERS
FeatureExtractionParameters parameters = new
FeatureExtractionParameters();
String name = ""; // parameter name
ClassifierBuilderFieldInformationObject[] fieldInf =
parameters.getClassifierBuilderFieldInformation();
int l = fieldInf.length;
for (int f = 0; f < l; f++) {
boolean isClass = fieldInf[f].isClassAttribute();
if (isClass) {
name = fieldInf[f].getName(); // class name
break;
} // is class
} // f
//
//
//
//

GET CATEGORIES
ClassifierBuilderCategories cat = new ClassifierBuilderCategories();
cat.getCategories(parameters);
options.print(options);

/*
* FEATURE EXTRACTION MODULE Input: data / Output: feature values (arff)
*/
FeatureExtraction fe = new FeatureExtraction();
fe.extractFeatures(parameters, name);
FeaturePreprocessing fp = new FeaturePreprocessing();
try {
listPrepParameters = fp.preprocessFile(parameters, name);
} catch (Exception e) {
e.printStackTrace();
}
/*
* FEATURE SELECTION MODULE (filtered in the previous step) Input:
* feature values + classification objective / Output: best features
*/
FeatureSelection fs = new FeatureSelection(); try {listPrepParameters
= fs.selectAttributes(listPrepParameters, parameters);} catch
(Exception e) {}
/*
* MODEL CREATION Input: models + model evaluation / Output: classifier
*/
ClassifierModel cm = new ClassifierModel();
try {
listClassifiers = cm.getBestModel(listPrepParameters, parameters,
This project has received funding from the European Union’s Horizon 2020
research and innovation programme under grant agreement No 740688

Page 25 of 37

D5.5 - Meta-learning report
name);
} catch (Exception e) {
}
/*
* FILTERING MODELS Input: models + selection criteria / Output: list of
* selected models
*/
SelectModel sm = new SelectModel();
try {
listClassifiers = sm
.selectModels(listClassifiers, parameters, name);
} catch (Exception e) {
}
/*
* CLASSIFIER BUILDING Input: list of selected models / Output:
* classifier files
*/
ClassifierBuilderFiles cbf = new ClassifierBuilderFiles();
cbf.getClassifierFiles(listClassifiers, parameters, name);
}
}

Figure 14. Code of the main class

The main components of this module are:
Component

Function

1) Feature Extraction The training set is an ARFF file containing all the information of the
module (data, ARFF)
annotated data. The first module extracts the linguistic and Deep
Learning features from them (see Deliverables 2.2 and 2.4 for a
detailed description of these feature extractions).
2) Feature Selection This module automatically selects the best features to create the
ML model. The other are discarded. This step is important to
(ARFF, ARFF)
simplify the model building, reducing the processing time and the
amount of data to process.
3) Model creation This module creates a set of models in a .model format. This
(ARFF, models)
format is a specific XML format for ML models.
4) Model Evaluation This module evaluates the performance of the models in a given
(models, performance) test set. The performance is measured in a set of scores (accuracy,
F-score, precision, etc.).
5) Classifier Building According to the result of the previous step, the system decides
(models-performance, what the best model is, in terms of accuracy.
model set)
6) Classifier (model set, Based on the previous best model, a classifier is built, i.e. a Java
classifier)
object that classifies text assigning a threat score value.
Table 6. Code components and functions

5.5. Type of methodologies
This section includes a brief explanation of the criteria to choose the methodology used for the
integration of user knowledge into the Deep Learning model.
There are 2 main methodologies, both with different advantages as well as disadvantages:
I.

The messages annotated by the users have no impact in the model.
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If the volume of annotated data to create the initial model is huge, once the data provided by
the user is added, the impact in the model will be small.
Graphically:
Let us imagine the model created by means of the annotated corpus. For simplicity, we will
show a SVM model, formed by a decision boundary that splits the space into 2 parts, one for
suspicious messages and the other for non-suspicious.

Figure 15. Representation of a ML model

After the first model, the idea is to add more data provided by the user.
To create the new model, this new data is combined with the annotated dataset.

Figure 16. New values labelled by the users

It’s clear that, due to the limited number of new messages (compared to the original training
set), the model (decision boundary) is not changed too much.
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The best way to deal with this problem is to weigh the annotated data provided by the user.
This means that the model will be more prone to adjust the new values and so, the user’s
feedback will change the model even with less data.

Figure 17. New model based on new data

II.

The messages annotated by the users have too much impact in the model.

Exactly the opposite reason compared to the previous example: If the system overestimates
the weight of the new observations, once the data provided by the user is added, the impact in
the model will be too high (the results will be biased towards this data).

5.6. Task planning
A Demo will be developed to test this process with real data, during the following months.
During the next iteration (until Month 24), these scripts explained in D5.3 will be integrated in
a Parallel Distributed WEKA Framework using Spark (see Task description) for a detailed
explanation of this architecture and their components.
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6. Social Network Analysis Learning Process
6.1. Overview
The Social Network Analysis Engine is developed in tasks Task 3.1: Implement network
dynamics and temporal network structure models and Task 3.2: Implement link prediction
models, and explained in the deliverables D3.1 Network dynamics and temporal network
structure models and D3.2 Link prediction models, respectively.
Finding meaningful clusters is a challenging task, and the quality of the result depends always
on the current application. Social Network Analysis can identify closely related groups of
entities (communities or clusters) based on topological information. Such topologies are
derived from pair wise relations that form an underlying network. When besides the pure
relational data additional information is available about the entities by means of labels and so
it is possible to compare the topological communities with clusters derived from the labels.
Network analysis can improve the labeling structure as well, when labels are available as a flat
tagging and entities are tagged with multiple labels. Based on co-occurrence statistics, labels
can be organized in a hierarchical structure, where more general terms are closer to the root
of the hierarchy and more specific terms are leaves or reside close to them.

6.2. Methods
In the case when labeled entities are related to each other by an interaction, which is
somehow correlated with the labels (e.g. in a Twitter friendship network, common topics/hash
tags are probably correlated with the friendship edges). Therefore, clusters (denoted as
communities of cohesive groups as well) derived from network topologies can provide a test
bed for the Meta-learning module and, vice-versa, labels and dimension reduction methods
from the Meta-learning module can be useful for interpreting the topological clusters.
Clustering, based on edges, can be defined in several ways. One possible methodology defines
clusters in networks from the minimal connectedness perspective: networks can be
decomposed into clusters along their boundaries, where boundaries are defined as set of
edges that are removed by a minimal cut method. Another set of methodologies approach the
cluster problem from the opposite direction: they are identifying the densest parts of the
network as communities. These two methods are strictly evidence based methods, only the
actual definition of minimal cut (minimum number of edges, minimum sum of edge weights
etc.) and the definition of density (k-connectedness, clique-size etc.) varies slightly with the
purpose of the analysis.
When previous assumptions about the data are available, one can apply model based
clustering methods. One important method of this type is stochastic block modeling. Here
entities (nodes in the network) are clustered into the same group, when they are at a
structurally similar position. Usually similar positions are revealed by an appropriate
permutation of the rows/columns of the adjacency matrix, which is transformed into a block
diagonal form and blocks are representing the clusters.
A good balance between model based and evidence based methods are dynamical coarse
graining algorithms. In this case, the topology of and the dynamics on the network are
considered for finding clusters. The main concept of this type of clustering is to substitute a
group of nodes with a single hyper node, which plays a similar function in the network as the
set of replaced nodes.
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6.3. Technologies
Social network algorithms will be implemented in Python (version 3.6) using the network
library (version 2.1). Python language allows fast prototyping and it is very flexible, which
makes it ideal for a cooperating project. If the amount of data needs faster processing, the
core modules may be re-implemented in igraph (version 1.0), which is heavily using cython.
According to the first, general tests, cython based implementations need at least three times
less processing time. For problems demanding even more computing time one can consider
the multithreaded version of igraph.
Because the SNA module works as a background batch process, it has no GUI interface. The
only communication channels, where users and other modules can interact with the SNA, are
JSON files.

6.4. Requirements, Assumptions and Constraints
SNA tools are working with networks; they process JSON files as defined in D3.1 and deliver
enhanced JSON files with network measures. It is assumed, that the Meta-learning module will
provide data for SNA analysis in form of networks where nodes or edges are labeled. Due to
the complexity of SNA algorithms, the processing of network measures are batch processes.
For real time calculations only a very restricted set of measures can be calculated.

6.5. Task planning
The Social Network Analysis Engine is currently tested for the RED-Alert platform based on use
cases provided by LEAs and tailored according to the experiences gained from datasets
provided by INT. The communication between SNA algorithms and Meta-learning tools will be
worked out during the integration phase.
The development of this part of the Meta-learning module, will involve the following steps:
1) ELTE will create a mechanism to:
a. Filter some parts of the network, not relevant for the user.
b. Enrich the network with information of the author (nodes of the network)
introduced by the user.
c. Change the values of some parameters of the network analysis, in order that
the users can choose to get a more useful outcome for them.
2) INSIKT will integrate this mechanism into the general Meta-learning module.
3) Then, a UI has to be developed in order to create the channel for the users to input
their feedbacks into the networks. This UI will be part of Task 5.2, led by CITY.
4) Finally, the Meta-learning module will be integrated into the RED-Alert solution by SIV.
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7. Complex Event Processing Learning Process
7.1. Overview
The Complex Events Processing Engine is developed in Task 4.2: Develop an event driven
inference mechanism to cope with uncertainty and Task 4.3 Implement the inference
mechanism. These tasks are explained in Deliverables D4.2 Event driven probabilistic model
and D4.3 Probabilistic model implementation, respectively.
Having the ability to trigger meaningful alerts and alarms is a challenging task, and the quality
of the result depends always on the current application. Complex Event Processing can easily
monitor an input data flow and, by comparison, identify those elements of the data flow that
match the items being looked for, i.e. the patterns and rules. These patterns and rules are
typically defined by the users, the LEAs within RED-Alert, and it is there where the
mathematical definition of what the users are looking for is defined. In the current design of
the CEP systems, experts provide event rule patterns.
The implementation of advanced machine learning approaches for automation in the CEP
domain is, therefore, a must when the need to enhance the reliability of the system is present.
Thus, a machine learning model to replace the manual identification of rule patterns after a
pre-processing stage (dealing with missing values, data outliers, etc.) shall be identified for this
purpose.

7.2. Methods
Machine Learning within a CEP system is based, usually in the following types of algorithms:


Supervised: Regression and Classification.



Unsupervised: Clustering and Association.



Semi-supervised.

Since these methods are usually well-known and, practically the only difference between
libraries relates to particular implementations, CEP will be implementing these methods to
self-assess for improving the patterns definition.
In supervised learning, we are generally given an input dataset, which is a historical record of
actual events. We are also given what the expected output should look like. Using the
historical data, we choose which factors contributed to the results. Such attributes are called
features. Using the historical data, we understand how the previous results were calculated
and apply that same understanding to the data on which we want to make predictions.
Supervised can be further divided into Regression and Classification algorithms.
Unsupervised learning does not give us any idea about how our results should look. Instead, it
allows us to group data based on the features of the attributes. We derive the clustering based
on the relationships among the records. Unlike supervised learning, there is no validation we
can do to verify our results, which means there is no feedback method to teach us whether we
did right or wrong. Unsupervised learning is primarily based on Clustering and Association
algorithms.
Finally, semi-supervised learning is a subclass of supervised learning that considers unlabeled
data for training. Generally, during training, it has a good amount of unlabeled data and only a
very small amount of labeled data. Many researchers and machine learning practitioners have
found that, when labeled data is used in conjunction with unlabeled data, the results are likely
to be more accurate.
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7.3. Technologies
The CEP module works as a combination of background processes together with UI elements,
basically for defining the patterns and for observing the data. The communication channel
with other RED-Alert components is performed via JSON files. The CEP receives the output of
the previous components, namely SNA, NLP and SMA, and it processes these files using its
internal CEP engine.
The patterns and rules that the CEP uses as matching for triggering the alarms, are defined by
the user. The user is guided through the pattern definition via a WebApp. However, patterns
and rules can also be ‘learned’ from previous alarms triggered with a positive feedback from
the user. This way, the CEP can be ‘auto-improved’ due to learning techniques. For this, ML
techniques will be taken into account.
CEP development is based on the Apache Flink stack and its Machine Learning (ML) side is
going to be implemented using FlinkML. FlinkML is a new effort in the Flink community, with a
growing list of algorithms and contributors. FlinkML aims to provide scalable ML algorithms, an
intuitive API, and tools that help minimize glue code in end-to-end ML systems. The algorithms
are built so that they can use the distributed computing power of Flink and make predictions
or do clustering and so on with ease. FlinkML is inspired by scikit-learn and Spark's MLlib,
which allows the clean definition of data pipelines and solve ML problems in a distributed
manner.
According to FlinkML official documentation, it supports the following types of algorithms:
Type

Algorithm

Supervised
Learning

SVM

Summary
Analyzes the data solving classification and regression
problems. It helps classify objects into one category or
another. It is non-probabilistic linear classification.

An extension of simple linear regression where more
than one independent variable (X) is used to
Multiple Linear
determine the single independent variable (Y). The
Regression
predicted value is a linear transformation of input
variables such that the sum of squared deviations of
the observed and predicted is minimal.

Optimization
Framework

Unsupervised
Learning

K-Nearest
Neighbor Join

Data
Preprocessing

Polynomial
Features

Standard Scaler

Developer-friendly package which can be used to
solve optimization problems. This is not a specific
algorithm to solve exact problems, but it is the basis of
every machine learning problem.
Designed to find the k Nearest Neighbour from a
dataset for every object in another dataset. It is one of
the most widely used solutions in many data-mining
algorithms. The kNN is an expensive operation, as it is
a combination of finding the k nearest neighbor and
performing a join.
A transformer which maps a vector into the
polynomial feature space of degree d. Polynomial
feature helps in solving classification problems by
changing the graph of the function.
Scale the input data using the user-specified mean
and variance. If the user does not specify any values
then default mean is 0 and standard deviation would
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Type

Algorithm

Summary
be 1. Standard Scaler is a transformer which has fit
and transform method.

MinMax Scaler

Recommendation

MinMax scaler is like a standard scaler, but the only
difference is that it ensures that scaling of each
feature lies between user-defined min and max
values.

Alternating
Factorizes a given matrix, R, into two factors, U and V,
Least Squares such that RUTV
(ALS)
Table 7. FlinkML Types of algorithms

Most likely and, due to the learning curve that the FlinkML libraries require, the CEP team will
start by implementing and/or including into the ML component the FlinkML Supervised
learning algorithms. This selection is related to the fact that the Supervised algorithms are
easier to include since they need the supervision from the user to know whether the results
obtained are sensible or not and whether more adjustments are needed to obtain an optimum
state.

7.4. Requirements, Assumptions and Constraints
CEP component works based on the processed input provided by the preceding RED-Alert
components, namely SNA, NLP and SMA. CEP will process JSON files as defined in D4.2, match
the content of these JSON files against the patterns and rules defined by the LEAs and trigger
the alerts to the LEAs. It is assumed, that the meta-learning module will provide enhanced
patterns and rules for the CEP. Due to the fact that the definition of patterns and rules is a
predominantly user-based task, the generation of these enhanced rules and patterns will try to
simulate this human behaviour and produce better keys and data to use in the current
deployed patterns and, after a “learning” period, potentially brand new patterns.

7.5. Task planning
The Complex Events Processing Engine is currently tested for the RED-Alert platform based on
use cases provided by LEAs and ICT and deals with the input data received from the preceding
components.
The development of the part of the Meta-learning module related to the CEP Engine, will
involve the following steps:
1) ICE will create a mechanism to:
a. Let the user change / add / remove rules to the CEP Engine.
b. Create the Machine Learning algorithms to allow the CEP Engine to “learn” from
the results.
2) INSIKT will integrate this mechanism into the general Meta-learning module.
3) During this phase, a UI will be developed in order to get the feedback from the user, for
example, if they want a new rule to the CEP Engine. The development of this UI will be
part of Task 5.2, led by CITY.
4) Finally, the Meta-learning module will be integrated into the Red-Alert solution by SIV.
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8. Anonymization Tool Learning Process
8.1. Overview
The Anonymization Tool is developed in Task 5.1: Develop a privacy-preserving tool, and
explained in the deliverable D5.2 Data anonymization tool.
The ever increasing privacy concerns of users and the vast number of privacy breaches in the
recent past have forced the authorities to formulate strict privacy regulations such as the
General Data Protection Regulation (GDPR). This new regulation limits anyone from processing
personal data without the consent of the concerned individual. This thus becomes an issue
when dealing with social network data, where obtaining consent from such a large number of
users is near to impossible. In order to meet the strict requirements of the regulation and still
perform meaningful operations on social network data for the identification of terrorists, we
use the anonymization tool. This tool takes as input a social network stream and anonymizes it
in a way that no individual can be identified from the resultant dataset.

8.2. Methods
A social network platforms allow a user to share all kinds of information and in order to ensure
GDPR compliance, one needs to carefully analyse the information being shared. Information
shared on these platforms can be classified into three broadly defined classes, text data,
images and videos.
Text data shared on social network platforms can be subdivided into identifiers, quasiidentifiers and sensitive data. Here identifiers are all chunks of information that can be used to
directly identify an individual from a large dataset. In order to ensure any level of anonymity, it
is necessary to remove all identifiers from the available text data. The quasi-identifiers on the
other hand are all information fields that, on their own cannot be used to identify an individual
but when combined with other quasi-identifiers can help in identifying an individual such as
location, time and age. Such parameters are vital for text data anonymization. Lastly, sensitive
data is all information that has no direct linkage to an individual, such as a tweet or a Facebook
post. This data chunk is left as it is as this is the information one needs to identify terrorists
within social networks. Images and videos on the other hand are different. In both these
information format, the prime source of identification is the face of an individual. Therefore, in
an image and a video, one needs to carefully process the available content for all facial images
and then process the facial images to ensure user anonymity.

8.3. Technologies
The data anonymization tool uses multiple technologies to achieve the desired goal. It uses a
combination of k-anonymity, l-diversity, t-closeness and differential privacy to ensure text data
anonymization. It employs haar feature selection with integral image module and adaboost
training to identify a face in an image and then uses image pixelation to anonymize it.

8.4. Requirements, Assumptions and Constraints
The only constraint with the anonymization tool is that it was designed and tested for a small
dataset with limited features, thus if a new dataset is presented that has more features then a
careful analysis would require, then the tool can be upgraded accordingly.
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8.5. Task planning
The tool is currently being tested for the RED-Alert integration phase where it will run in a
pipeline structure. The tool will also be used for anonymizing any sample text datasets that are
deemed suitable for the project and this would require tailoring it according to the available
dataset.
There will not require changes in other tasks, because the Anonymization Tool works with raw
data.
During the following iterations of the task, a mechanism will be implemented with the
objective that the user can be able to customize the tool to other data set.
The next steps will involve:
1) CITY will create the mechanism to allow the potential users to change the anonymization
tool, in the sense to be adaptable to new data, for example, if the RED-Alert includes
another source of information. The user, then, will be able to define which fields of the
new data have to be anonymized.
2) INSKT will integrate this mechanism into the general Module.
3) CITY will include this mechanism into the UI to be developed, to get the feedback from the
users.
4) SIV will integrate all the modules into the general Red-Alert solution.
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9. Conclusions
The Meta-learning Module will be very useful to tailor the RED-Alert solution according to the
clients’ needs, in terms of:


New sources of information (for example, new social media platforms).



New use of messages aimed for radicalization (radical groups use new terms to spread
their ideology).



New use cases (other radical groups, for example, extreme right).

This will be done by implementing ML models to update:


NLP engine (both the Ontology-based and Deep Learning parts).



SNA networks.



CEP rules.



Data Anonymization tool.

For the moment, only Meta-learning module related to the Deep Learning part of the NLP
engine has been developed (in a first, very simple code).
The content of this report is the result of the first iteration. The main tasks of the following
iterations will be:


Deep Learning Algorithm by INSKT: Development of a demo.



NLP engine by INT: Development of the mechanism to improve the NLP Ontologies.



SNA module by ELTE: Development of the mechanism to improve the SNA methods.CEP
engine by ICE: Development of the CEP engine update component.



Data Anonymization Tool by CITY: Development of the Data Anonymization update
component.

LEAs feedback will be collected and documented together with the strategy adopted in order
to answer to their feedback. The resulted report can be considered as an Annex to the future
versions of the D5.5 Deliverable.
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