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1. Executive Summary
This document represents the deliverable 1.2 “D1.2– LEA Use Case Scenarios (Public Version)”
of the RED-Alert project, henceforth referred to as D1.2. This is an anonymised version of the
deliverable D1.1, which is classified as RESTRICTED-EU.
The main objective of this document is to gather and analyse the use case scenarios proposed
by the LEA partners, in order identify and describe the initial high-level user requirements of
the RED-Alert project. These requirements will be further detailed and extended into the
technical, commercial and legal requirements specifications respectively. Furthermore, they
will feed into the design of the RED-Alert overall system architecture, towards the
development and integration of the platform’s components into a complete toolset that will
deliver the vision of the RED-Alert project.
The vision of RED-Alert project is to
develop and validate a real-time
system able to facilitate the timely
identification of terrorism-related
content by summarizing large volumes
of data from social media and other
online sources (such as blogs, forums).
The RED-Alert solution will combine AI
methods with SNA and NLP
technologies to detect anomalies in
content production, content nature,
content spread in order to provide
early detection of terrorist activities.
The input from AI, SNA and NLP
technologies will be fed into a CEP
engine in order to predict potential
threat areas via patterns in content
and content production, allowing the
LEAs to monitor, detect or take action
on online terrorist content (Figure 1).

Figure 1: RED-Alert Concept Overview

The advent of the internet has provided the world with new and never-before imagined
possibilities. While the internet has been used to positively advance the world as we know it, it
has also been taken advantage of by criminals and terrorists. Today's terrorists use the
internet for a variety of purposes such as propaganda, recruitment, radicalization, financing,
training, planning and execution of attacks.[1]
In order to better understand the current needs of law enforcement agencies in combating
terror use of the internet, the RED-Alert team surveyed LEA partners in the project and asked
them to provide examples of radicalization. These examples are presented in this document as
case studies and formed the basis for deriving the use cases that will be supported by the REDAlert solution, alongside a review of the scientific literature on the subject matter, and finally
the prioritized list of identified initial user requirements, using an iterative approach.

This project has received funding from the European Union’s Horizon 2020
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2. Introduction
This section presents the scope of the current document, the methodology used to produce it
and the structure of the following sections, in order to provide an overview for reviewers.

2.1. Document Scope
The purpose of this document is to present the work accomplished within Task 1.1 – “Define
the LEA use cases” in order to identify and describe the initial end-user requirements based on
real or fabricated, but close to reality, LEA (Law Enforcement Agencies) case studies and
derived use case scenarios.
The definition of user requirements was carried out in close collaboration with the LEA
partners of the consortium, who described the frame of operation using a set of case studies.
Then, with the support of technical partners, the LEAs derived the high-level use cases, which
are broad enough to constitute a complete showcase for the envisioned solution. Based on the
provided case studies, the high-level use cases and a scientific literature review to identify the
latest trends in online terrorist activities, the technical partners extracted and formalized the
initial user requirements, which were finally validated and prioritized by LEAs in respect to the
expected outcome of the envisioned solution.

2.2. Methodology
In order to collect the use cases from end-users and identify the initial user requirements
which will be further detailed into the technical, commercial and regulatory requirements
specifications that will drive the design of the RED-Alert overall system architecture, a
requirements elicitation methodology has been adopted comprising of five steps as outlined
below (Figure 2):
i.
ii.
iii.
iv.
v.

Collection of end-users needs based on insights from real-life case studies;
Description of the high-level use cases that the proposed solution should support;
Review of scientific literature on online terrorism activities;
Identification of initial user requirements from the use cases and literature review;
Prioritization of identified user requirements.

Requirements elicitation [2] is a term which implies that good requirements cannot be simply
collected from the end-users, as would be the case with requirements gathering. The
elicitation process is non-trivial because it takes into consideration that one can never be sure
to get all requirements from end-users just by asking them what the system should do or not,
but requires that the technical team is also familiar with the problems of the target activity
domain. Requirements elicitation is a part of the requirements engineering process [3],
usually followed by analysis and specification of the technical, commercial and legal
requirements, which will be further undertaken in WP1.
For the purpose of this deliverable we consider that a use case [4] is a series of related
interactions between a user (or more generally, an “actor”) and a system that enable the user
to achieve a specific goal.
This project has received funding from the European Union’s Horizon 2020
research and innovation programme under grant agreement No 740688
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Figure 2: RED-Alert Requirements Elicitation Process

The first step (i) of the adopted methodology was to collect the descriptions of the use cases
envisioned by the end-users for automating their work, based on case studies extracted from
previous experience. ICT managed the case studies collection process and integrated the case
studies provided by the LEA partners into a first draft of the deliverable.
In order to define the use cases, the next step (ii) followed a user-centric innovation process,
where each end-user partner (LEA) selected a team of “super-users” based on their interest in
new technologies and their communication skills. Each team of super-users extracted and
documented a set of high-level use cases that the proposed solution should support. These
teams will also be involved in the iterative feedback process during following tasks of WP1
(e.g. T1.2 – “Specify the technical requirements of the RED-Alert solution”) and also during the
development of the solution, in particular for designing and validating the user interface
features, in following WPs (2-3-4-5).
In parallel (step iii), ICT conducted a review of scientific literature, including scholarly articles,
conference papers, books and other sources, such as reports and web pages related to online
terrorism activities, as terrorists and terrorist organizations increasingly turn to the Internet as
a means of communication with one another and with the rest of the world. The review
describes latest trends in the usage of social media channels and online message boards for
sharing information, coordinating attacks, spreading propaganda, raising funds, recruiting
members, and coordinating radicalized individuals.
This literature review also helped the technical project team to acquire business domain
specific knowledge in order to ensure that requirements can be formulated and validated
against actual business needs and the intended benefits can be realized.
During the next step (iv), an initial set of user requirements were identified and described by
SIV, in order to clearly and precisely define what the system should do. This is the initial
iteration from an evolutionary process that will continue in following tasks of WP1. The
requirements were documented following a best practices approach in a clear concise manner,
trying not to leave room for ambiguity, such as not to allow the development and delivery of a
solution that will not meet the actual needs of the users, while also avoiding scope creep.
Also, based on the knowledge acquired from the literature review, a set of complementary
user requirements were identified and documented, in order to add enhanced features and
keep up to date with the latest trends in fighting online terrorism activities.
This project has received funding from the European Union’s Horizon 2020
research and innovation programme under grant agreement No 740688
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The resulting list of user requirements were then reviewed and approved by the stakeholders
from each LEA partner.
The final step (v) of the requirements elicitation methodology involved a prioritization
exercise, which was also conducted by SIV in close collaboration with LEA partners. Three
priority levels have been considered:
-

High priority was assigned to all requirements originating directly from the use cases;
Medium priority was assigned to requirements originating only from literature review;
Low priority was not yet assigned to any requirement, but may be assigned to future
non-functional technical or commercial requirements identified during WP1 activities.

2.3. Document Structure
The rest of the document is divided into six sections (3 to 8).
Section 3 presents the real-life anonymised or fabricated, but close to reality, case studies
describing examples of activities that will be automated by the envisioned solution.
Section 4 presents the use cases that will be enabled by the proposed RED-Alert solution
describing the frame of operation, as well as the means to validate the expected outcome that
will be delivered by the envisioned solution.
Section 5 reviews the scientific literature aiming to identify gaps, deficiencies, needs and
problems, and thus elicit additional user requirements, not foreseen by end users.
Section 6 describes the initial user requirements identified during T1.1 by using a user-centric
innovation process where super-users selected by each LEA organization provided valuable
input based on operational insight from previous cases. These requirements will be further
detailed in T1.2, T1.3 and T1.4 into technical, commercial, and legal requirements respectively,
to form the bases for designing the overall system architecture of RED-Alert system in T1.5.
The requirements will be constantly updated, using an iterative feedback process, also
involving end-users, throughout the whole lifecycle of the project in WP2-3-4-5.
Section 7 draws the conclusion from the work performed to produce this deliverable.
Section 8 simply lists the references of current document.

This project has received funding from the European Union’s Horizon 2020
research and innovation programme under grant agreement No 740688
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3. LEA Case Studies
As part of task 1.1 of RED-Alert project, the Law Enforcement Agencies (LEA) presented several
case studies, each to demonstrate examples of radicalization processes related to the use of
internet as a malignant tool. From these case studies, a set of most relevant use cases that will
enable automation of current operative work were described. Technical experts then
evaluated these use cases and extracted and documented the initial user requirements for the
project. This section presents the case studies, grouped by the country and LEA partner that
provided them.
Following the H2020 Guidance: Guidelines for the classification of information in research
projects: V2.1 – 26.10.2016 [5], detailed information on processes such as radicalization (e.g.
through case studies of radicalized individuals and conceptual models detailing the
radicalization process, including information such as psychological indicators) should be
classified RESTREINT UE/EU RESTRICTED. On the other hand, the operational activity of LEAs
has a higher classification level (sometimes as state secret) and from this reason, the
document (D1.1) is classified as EU-RESTRICTED.
This document represents the public version of RED-Alert LEA Use Case Scenarios (D1.2). Due
to their sensitive nature and in order not to disclose the real identities of the subjects, all case
studies names have been codified and all details have been removed from the public version.
You may consult the EU-RESTRICTED version (D1.1) for full details on the case studies.

3.1. United Kingdom (SO15)
3.1.1. RA-01 Case Study
Details removed from public version. Please consult D1.1 for case study details.

3.1.2. RA-02 Case Study
Details removed from public version. Please consult D1.1 for case study details.

3.1.3. RA-03 Case Study
Details removed from public version. Please consult D1.1 for case study details.

3.2. Spain (CUGI)
3.2.1. RA-11 Case Study
Details removed from public version. Please consult D1.1 for case study details.

3.3. Israel (MOPS)
3.3.1. RA-21 Case Study
Details removed from public version. Please consult D1.1 for case study details.
This project has received funding from the European Union’s Horizon 2020
research and innovation programme under grant agreement No 740688

Page 11 of 34

D1.2 LEA Use Case Scenarios (Public Version)

3.3.2. RA-22 Case Study
Details removed from public version. Please consult D1.1 for case study details.

3.3.3. RA-23 Case Study
Details removed from public version. Please consult D1.1 for case study details.

3.3.4. RA-24 Case Study
Details removed from public version. Please consult D1.1 for case study details.

3.3.5. RA-25 Case Study
Details removed from public version. Please consult D1.1 for case study details.

3.4. Romania (SPP)
3.4.1. RA-31 Case Study
Details removed from public version. Please consult D1.1 for case study details.

3.4.2. RA-32 Case Study
Details removed from public version. Please consult D1.1 for case study details.

3.4.3. RA-33 Case Study
Details removed from public version. Please consult D1.1 for case study details.

3.4.4. RA-34 Case Study
Details removed from public version. Please consult D1.1 for case study details.

3.5. Moldova (SPPS)
3.5.1. RA-41 Case Study
Details removed from public version. Please consult D1.1 for case study details.

This project has received funding from the European Union’s Horizon 2020
research and innovation programme under grant agreement No 740688
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4. Use Cases
This section presents and describes the high-level use cases of the RED-Alert solution, derived
by the teams of “super-users” selected by each end-user partner (LEA). One of the hardest
parts of any project is agreeing on precisely what you're going to build. Use case modelling is
an approachable way to describe what your system will do.
A use case [6] describes how a user of the proposed system interacts with the system to
perform a discrete unit of work. It describes and signifies a single interaction over time that
has meaning for the end user (person, machine or other system), and is required to leave the
system in a complete state: the interaction either completed or rolled back to the initial state.

4.1. Use Cases Model
This section presents the high-level Use Case Model (Diagram) of the RED-Alert solution, which
is a representation of a user's interaction with the system summarizing the specifications of all
use cases. We do not distinguish any type of users or roles at this stage, considering a generic
actor, named “Operator”. This model constitutes the initial step of an iterative incremental
approach and will be further detailed and expanded in D1.3 – “Technical Requirements
Specification” based on additional input from end-users of the proposed solution.
The following diagram portrays the various ways that the users of the system interact with it.
This type of diagram is a summarization and is used in conjunction with the textual use case
description, which is provided in the following sections. While a use case itself drills into
details about every possibility, the use-case diagram provides a high-level view of the system,
in the form of a simplified and graphical representation of what the system must actually do.

Figure 3: RED-Alert High-Level Use Cases Diagram

This project has received funding from the European Union’s Horizon 2020
research and innovation programme under grant agreement No 740688
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The above diagram displays the use cases featured by the proposed specific solution, along
with the identified actors and the interactions between them. The system boundary is
represented as a dotted rectangle separating the use cases that are internal to the system
from the actors that are external to the system.

4.2. Use Cases Description
Use cases [7] are a form of describing behavioural requirements for software systems or to
describe business processes. Use cases provide a beneficial means of project planning because
they clearly show how people will ultimately use the system being designed. Because use
cases are written from an outside perspective and are focused on the problem to be solved,
they are easier to understand by the stakeholders.
Use cases focus on the users of the system, not the system itself, thus the real system needs
are brought to light early on. Since a use case consists mainly of narrative text, it is easily
understandable by all stakeholders, especially users, not just developers and testers. By
including all the stakeholders during the early planning stages of a project, we employ a usercentric approach, which will be carried out throughout next stages of the project and will help
promoting a sense of buy-in from end users, and will reduce or even eliminate surprises when
the system is deployed.

No

Use Case Name

UC1 Ingest historic/operational batch data
UC2 Collect social media online streaming data
UC3 Enrich collected data (audio/video parsing, metadata extraction)
UC4 Analyze and visualize collected/enriched data
UC5 Configure and receive alerts
Table 1: List of High-Level Use Cases

The above table lists the high-level use cases identified during Task 1.1, which are fully
described in the rest of this section, using an adapted Cockburn template.[7]

Use Case No

UC1

Use Case Name Ingest historic/operational batch data
Primary Actor

Operator

Scope

RED-Alert Project

Stakeholders

Applicable to all LEAs

Description

The system must allow the users to ingest historic/operational data using
upload features and batch processes. Conversion tools will be provided to
LEAs to adjust their data to the format(s) accepted by the RED-Alert system.

Pre-conditions

- The RED-Alert system is deployed at the LEA location
- The LEA has historic/operational data which is compatible with the
RED-Alert system

This project has received funding from the European Union’s Horizon 2020
research and innovation programme under grant agreement No 740688
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Post-conditions

- The RED-Alert system is populated with data ingested from batches of
historic/operational data of LEA

Triggers

- The users upload into RED-Alert system batches of historic/operational
data to train ML & AI algorithm or to detect new threats

Basic workflow

1.
2.
3.
4.

Use Case No

The users login into the RED-Alert system
The system verifies their credentials and displays the home page
The users select option to ingest historic data from the main menu
The system displays the “Upload Batch Data” page with options to
upload one or more files
5. The users upload available files into the system
6. The system processes the given files into the knowledgebase
7. The users are able then to view ingested data (see UC4)

UC2

Use Case Name Collect social media online streaming data
Primary Actor

Operator

Scope

RED-Alert Project

Stakeholders

Applicable to all LEAs

Description

The system must allow the users to collect social media content by
connecting directly into online streams of social networks, blogs, and forums
available on the Internet.

Pre-conditions

- The RED-Alert system is deployed at the LEA location
- The RED-Alert system is connected to Internet
- The RED-Alert system has a connector for the specific online source

Post-conditions

- The RED-Alert system is populated with data collected from online
sources

Triggers

- The users setup the RED-Alert system to connect to online sources and
collect data on potential targets for monitoring

Basic workflow

1.
2.
3.
4.

The users login into the RED-Alert system
The system verifies their credentials and displays the home page
The users select option to collect online data from the main menu
The system displays the “Collect Online Data” page with options to
configure online profiles for specific social networks or web sites
5. The users configure desired online profiles
6. The systems uses the configured profiles to scan social media and web
sites for suspect content and behaviour and displays results to users
7. The users review the displayed results (see UC4)

This project has received funding from the European Union’s Horizon 2020
research and innovation programme under grant agreement No 740688
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Use Case No

UC3

Use Case Name Enrich collected data (audio/video parsing, metadata extraction)
Primary Actor

Operator

Scope

RED-Alert Project

Stakeholders

Applicable to all LEAs

Description

The system must allow users to enrich the data collected either by streaming
or batch processing. The system must identify multimedia content and
provide tools for feature extraction, classification and analysis of multimedia
content from audio, image and video data. The system must allow detection
and recognition within images and video of people, faces, specific objects
(e.g. weapons or cars), scenes and environments. The system must also
provide features extraction from audio content such as speech, music or
notable events (e.g. gunfire or explosions).

Pre-conditions

- The RED-Alert system is deployed at the LEA location and was loaded
with initial data, by streaming and/or batch processing
- Multimedia content exists within the collected/ingested data

Post-conditions

- The RED-Alert system has data enriched with metadata and additional
entities and relations extracted from audio, video and image content
- The RED-Alert system contains data that can be used for complex
analysis by users

Triggers

- The RED-Alert system detects multimedia files and performs semantic
media analysis to extract textual information and metadata, which will
further enrich collected data
- The RED-Alert system performs correlations in time and geographical
locations of the content and builds further network layers to be
analysed

Basic workflow

1. The system automatically performs data enrichment by detecting new
multimedia content and extracting textual information and metadata
2. The users are able then to view enriched data (see UC4)

Use Case No

UC4

Use Case Name Analyze and visualize collected/enriched data
Primary Actor

Operator

Scope

RED-Alert Project

Stakeholders

Applicable to all LEAs

Description

The system must allow the user to view the content to be analyzed using
This project has received funding from the European Union’s Horizon 2020
research and innovation programme under grant agreement No 740688
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both synthetic dashboard functionality and analytical exploration or
expansion. The visualisation functionality must provide a coherent, unitary,
natural, intuitive and explicit view over collected and enriched data.
Pre-conditions

- The RED-Alert system is deployed at the LEA location and was loaded
with data, which was further enriched with metadata

Post-conditions

- The RED-Alert system supports users to perform complex analysis
scenarios and displays results to users using visualization tools

Triggers

- The users open RED-Alert toolset to perform operational research and
analysis on collected data

Basic workflow

1.
2.
3.
4.

Use Case No

The users login into the RED-Alert system
The system verifies their credentials and displays the home page
The users select option to analyse & visualize data from the main menu
The system displays a synthetic dashboard to the users using specific
visualization techniques (e.g. network & hierarchical charts, heat maps,
etc.)
5. The users select a topic of interest and perform analytical exploration
or expansion using drill-down techniques
6. The system assists the users each step by providing coherent, unitary,
natural, intuitive and explicit view over collected and enriched data

UC5

Use Case Name Configure and receive alerts
Primary Actor

Operator

Scope

RED-Alert Project

Stakeholders

Applicable to all LEAs

Description

The system must allow the users to configure alerts based on specific events
or triggers, and to receive the corresponding alert messages using
designated channels (e.g. email, SMS, desktop/mobile notifications).

Pre-conditions

- The RED-Alert system is deployed at the LEA location and was loaded
with data, which was further enriched
- The RED-Alert system is connected to Internet

Post-conditions

- The RED-Alert system performs scheduled complex analysis and sends
alerts to users using configured channels

Triggers

- The users configure RED-Alert system to analyse collected data in real
time and raise alerts when specific conditions are met (e.g. new
potential threat has been identified)
- The RED-Alert system performs real time analysis and identifies

This project has received funding from the European Union’s Horizon 2020
research and innovation programme under grant agreement No 740688
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preconfigured conditions to raise alerts, then an alert is send to users
Basic workflow

1.
2.
3.
4.

The users login into the RED-Alert system
The system verifies their credentials and displays the home page
The users select option to configure alerts from the main menu
The system displays a page for configuring alerts, delivery channels and
trigger conditions
5. The users selects desired options and enable alerts
6. The systems automatically checks configured trigger conditions and
sends alerts to subscribed users using selected channels

This project has received funding from the European Union’s Horizon 2020
research and innovation programme under grant agreement No 740688
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5. Literature Review
All of today's active terror groups have established a presence on the internet.[8] With
countless websites, programs and social media platforms, law enforcement agencies struggle
to stay on top of the terrorism being waged via the internet. This creates a need for
monitoring and analysis of online content as a critical part of national security investigation.
Terror groups have constantly evolved and changed the way they use the internet.[9] In the
mid-2000s, the focus of terror organizations was use of traditional websites and interactive
forums allowing for sharing of media. Since the late 2000s, terrorists have shifted away from
these traditional websites and towards social media platforms and jihadi forums.[9] This
allows for the involvement of a vast and diverse group of people from around the world in
extremist conversations. This includes individuals who are only semi-radicalized or previously
completely disengaged.
The terrorist attacks in Europe in 2015 and 2016 have once more demonstrated the
importance of addressing radicalization leading to terrorism and violent extremism also at
European level.[10] Recent reports from Europol and IntCen have highlighted and confirmed a
number of challenges and threats including in particular threats from lone actors and small
cells, use of social media for the purposes of radicalization and recruitment, attempts to
recruit asylum seekers/refugees/migrants, returning FTFs and children, new pathways of
radicalization, rise of rightwing extremism and risks of polarization. Recent policy documents
have highlighted a number of additional challenges including in particular youth radicalization,
the role of ideology, gender aspects of radicalization, radicalization in prison and deradicalization or disengagement more generally.
The role of social media in recruitment of individuals is critical for terror organizations, with a
growing phenomenon of radicalization that occurs through the internet.[11] Europe has been
facing this problem, with over 2000 European citizens having joined jihad in Syria as of 2014.
The recruitment, handling and financing of individuals all takes place via internet platforms.
The Islamic State is one of today's most notorious terror organizations, and it is known for its
advanced media presence and active social media involvement. On twitter alone, there are
more than 46,000 accounts that are ISIS-affiliated, with an average of 1,000 followers per
account. Additionally, on Telegram, a popular messaging application that gained its appeal for
the encryption of its messages, the Islamic State has more than 100,000 followers. These are
just two of the many platforms used by the organization, demonstrating the enormous reach
and vast network they possess on the internet.
According to Rob Wainwright [12], the director of European Police (Europol), the
communications between ISIS members will be radically streamlined in the next period by
using proprietary social media channels. He added that the new online platform, which ISIS is
developing to avoid security crackdowns on their communications and propaganda, was
discovered during a 48-hour Europol-coordinated operation on ISIS and al-Qaeda material. The
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crackdown involved officials from the United States, Belgium, Greece, Poland and Portugal.
Finally, it was identified approximately 2000 evidence of extremism online, no less than 52
social media platforms. “Within that operation it was revealed ISIS was now developing its
very own social media platform, its own part of the Internet to run its agenda,” Wainwright
told a security conference in London. “It does show that some members of DAESH (ISIS), at
least, continue to innovate in this space.”
The fast and steady evolution of right-wing extremist organizations, as well as their ability to
effectively use social media platforms, poses an increased threat to global security. For
instance, “Generation Identity” (“Génération Identitaire”), a far-right youth and identitarian
movement born in France, has used the internet to rapidly gain support and expand
throughout Europe. The organization uses professional imagery and video material, as well as
user-friendly graphic to disseminate its extremist views and reach a young European audience.
Similarly, Pegida (Patriotische Europäer gegen die Islamisierung des Abendlandes or Patriotic
Europeans Against the Islamisation of the West), a German right-wing political movement
active on Facebook and driven by ideals of nationalism, has grown to be one of the largest farright movements in Europe. These right-wing groups’ role in spreading anti-immigrant
sentiment, Islamophobia and extremist views should not be underestimated. The March 15
(2019) terrorist attack in New Zealand shows that the evolution of such movements can sow
the seeds of far-right terrorism.
Following the attack that killed 50 Muslim worshippers in Christchurch (New Zealand), British
security minister Ben Wallace said that a similar attack “is perfectly possible” in the UK [13].
He further emphasized that the UK faces a “growing threat” from the extreme right, describing
it as “the pool that terrorists of the future will recruit from”. The President of the European
Commission Jean-Claude Juncker also condemned the attack, noting that “this senseless act of
brutality on innocent people in their place of worship could not be more opposite to the
values and the culture of peace and unity that the European Union shares with New Zealand”
[14]. Meanwhile, High Representative of the European Union for Foreign Affairs and Security
Policy, Federica Mogherini, noted that these acts strengthen the EU’s determination to tackle
“the global challenges of terrorism, extremism and hatred” [15]. Data from the Global
Terrorism Database highlighted a general increase in right-wing terrorist attacks (from 0
attacks in 2012 to 9 in 2013; 21 in 2016, and 30 in 2017) [16]. As European Union Security
Commissioner Sir Julian King warned in 2017, we need to “keep in mind the growing menace
of right-wing violent extremism” [17]. Finally, a report published by the Center for Strategic
and International Studies (CSIS) [16] has shown that right-wing terrorists, including the New
Zealand attacker Brenton Tarrant, are increasingly using social media platforms such as
Facebook, Twitter and YouTube to recruit members, gather financial support, organize
protests, disseminate extremist propaganda, and communicate with other far-right groups
across countries.
In addition to the jihadist and right-wing arenas, far-left or anarchist groups also use the
internet to spread their revolutionary and anti-capitalist ideas with other groups in Europe.
Left-wing organizations such as the Greek anarchist-extremist organization “Conspiracy of Cells
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of Fire” (CCF) and the Federazione Anarchica Informale (FAI) (the insurrectionary anarchist
militant movement in Italy) have committed terrorist attacks in Europe. These extremist
movements use the internet to recruit new members and to coordinate their presence in the
global arena. According to the European Union Terrorism Situation and Trend Report (TESAT
2018) [18], in 2017, a total of 24 attacks were carried out in the EU by left-wing terrorists.
Most of these attacks were reported by Greece (8) or performed by Greek perpetrators in
other countries (2). The report further indicates that a slight increase in the number of
arrested left-wing terrorists was observed with a total of 36 arrests in 2017 (compared to 31
arrests in 2016) [18].
Today's law enforcement agencies are increasingly relying on social media intelligence to fight
terrorism online. Social media intelligence is a fairly new field of intelligence covering a wide
range of techniques and capabilities used to analyze social media data such as Natural
Language Processing (NLP), Social Network Analysis (SNA), Artificial Intelligence (AI) and
Complex Event Processing (CEP).
The tools currently in use by LEAs focus primarily on data mining and predictive analytics by
visualizing and analyzing data on maps through time-sequence playback, centralizing multiple
data stores in one system, discovering hidden value in existing information stores and sharing
data with other law enforcement organizations.
However, these tools do not yet leverage the latest technologies required to map online
(global) terrorist activity, do not integrate culture-dependent knowledge and do not bridge the
gap between languages, making them more applicable to national crime prevention that
internet use by terrorists.
With the growing threat of terrorist use of the internet, there has been much discussion
among experts on how this use of the internet can be prevented or mitigated. There are key
issues to consider when thinking about this topic, all of which have been discussed by scholars
and experts in the field. For started, it is imperative to consider the vast, cross-border nature
of the internet. This makes it difficult to create a single, global algorithm to respond to
terrorist use of the internet and there is no all-encompassing legal framework for handling the
threat, since no country has sweeping jurisdiction over the internet. To respond to the threat,
each country has a different response, with some countries applying their pre-existing
counter-terrorism laws to internet related offenses, some enacting specific legislation on
terror use of the internet and others applying existing cybercrime legislation to terrorist use of
the internet.[19] Additionally, the United Nations has attempted to create global standards for
countering terrorist use of the internet. They adopted the Global Counter-Terrorism Strategy
in 2006, in which member states pledged to coordinate their efforts to fight terrorism on the
internet. Additionally, the United Nations Counter-Terrorism Implementation Task Force
(CTITF) created a working group on countering the use of the internet for terrorist
purposes.[19]
While many argue that legislation to counter terrorist use of the internet should be enacted by
all countries, there is also a common opinion that it is the job of each individual tech
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corporation to take an active role in mitigating the terror threat on its own social media
platform.[20] Each social media platform has its own method of combating terrorism online,
but struggle with the lack of a specific tool to identify terrorism content on the internet,
forcing them to rely on proprietary spam-fighting tools, user reports and human analysis in
order to detect accounts promoting terrorism.
Twitter has increased the size of the teams that review reports, in an attempt to reduce the
response time of reports on terror significantly. While the results are encouraging, with a rise
in terminated accounts growing from 125,000 between June 2015 and February 2016 to
235,000 between February 2016 and August 2016, this is simply not enough. Terrorist
organizations today are shifting away from Twitter to other platforms such as Periscope and
Telegram, and malicious user behavior is adapting to increased detection attempts. Facebook
recently detailed the steps it takes to prevent terrorism. It uses artificial intelligence, human
expertise and partners with other social media platforms and government agencies.[21]
Among its tools, it uses artificial intelligence to match images of known terrorists, to
understand text that may advocate terrorism, to identify clusters of terrorists who follow the
same pages or groups and applies all of this information to its other platforms such as
WhatsApp and Instagram.[21] The partnership between these social media sites is of particular
importance. Facebook, Microsoft, Twitter and YouTube with the Counter-Terrorism Executive
Directorate (CTED) of the United Nations have launched the Global Internet Forum to Counter
Terrorism with the goal of reducing terror use of the internet.[22]
Another primary debate that exists in literature on the topic is how to effectively respond to
the terror threat, without infringing on personal privacy. Since terrorists know how to blend
into the greater society, any action aimed at detecting and countering their terrorist actions
before they occur, raises concerns that this will come at the cost of damaging democratic
society.[23]
All of these factors have created the need to develop a state of the art, advanced tool for LEAs
to use in fighting terrorism online. The RED-Alert project aims to bring the current data mining
and predictive analytics tools to the next level by incorporating NLP, SNA, AI, CEP technologies
in order to provide a complete toolkit for LEAs to collect, process, visualize and store online
data related to terrorist groups and all of their uses of the internet.
The RED-Alert solution also aims to cover a wide range of social media channels, in particular
the new and emerging channels such as Telegram and Periscope, which are being increasingly
used by terrorist groups to disseminate their content. The RED-Alert solution will allow LEAs to
take coordinated action in real-time while preserving the privacy of citizens.
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6. User Requirements
This section presents the outcome of the general user requirements identification and
prioritisation steps of the requirements elicitation process undertaken in task T1.1 of the REDAlert project, listing and describing the initial user requirements of the proposed solution,
derived from and correlated to the supported used cases and scenarios.
The section contains a table enumerating the user requirements, containing the unique name
and number identifying the requirement. Then, for each requirement, there is a table
containing a brief description of needed functionality and a rationale stating the reasoning
behind the requirement, why the need appeared, what problem it solves, or what concerns it
addresses. This information will be later used to help understanding why the requirement is
needed, and to track the requirement through the development and integration of the system.
Making the reasoning visible has several advantages, such as being able to identify defects in
reasoning or preventing unnecessary rework by documenting reasons behind complex
decisions which are often lost with the passage of time, and also by removing doubt which
often occurs in development teams about the validity of a decision and repeat the reasoning
process only to come to the same result.

No

Requirement Name

Priority

UR1 Detect, collect and ingest content from online environments

High

UR2 Refine and enrich the collected content and data

High

UR3 Filter and aggregate collected content and data

High

UR4 View aggregated content and data to be analyzed

High

UR5 Analyse and verify aggregated content based on known profiles and patterns

High

UR6 Visualize analysis output to support decision making related to an event /
person / structure

High

UR7 Modelling profiles of terrorist organizations / groups

High

UR8 Modelling profiles of members of terrorist organizations / groups, including
“lone-wolves”

High

UR9 Modelling the links and connection between individuals / groups

High

UR10 Modelling of behavioural, psychological, relational, and lexical patterns

High

UR11 Modelling alert trigger conditions

High

UR12 Generate and send alerts

High

UR13 Receive and view alerts

High

UR14 Making correlations necessary to identify new trends in relation to known
historical data

Medium

UR15 Visualize aggregated elements needed to monitor a specific subject

Medium

UR16 Data sharing between different national entities

Medium

UR17 Building a collaborative model between partners

Medium
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UR18 Ensuring the security, confidentiality and privacy of processed personal data

High

UR19 Ensuring the protection against accidental loss, destruction or damage of
processed personal data

High

UR20 Supporting automated written language identification and translation

High

UR21 Supporting automated conversion of multimedia content to text form

High

UR22 Supporting geolocation of online posts through IP, language, context, etc.

Medium

Table 2: List of Initial User Requirements

The following table maps the requirements to each LEA partner based on expressed interest.

Req. No

SO15 – UK

GUCI – ES

MOPS – IL

SPP – RO

SPPS - MD

UR1

X

X

X

X

X

UR2

X

X

X

X

X

UR3

X

X

X

X

X

UR4

X

X

X

X

X

UR5

X

X

X

X

X

UR6

X

X

X

X

X

UR7

X

X

X

-

-

UR8

X

X

X

X

X

UR9

X

X

X

X

X

UR10

X

X

X

X

X

UR11

X

X

X

X

X

UR12

X

X

X

X

X

UR13

X

X

X

X

X

UR14

X

X

X

-

-

UR15

X

X

X

X

X

UR16

X

X

X

X

X

UR17

X

X

X

-

-

UR18

-

-

X

X

X

UR19

-

-

X

X

X

UR20

X

X

X

X

X

UR21

X

X

X

X

X

UR22

-

-

X

-

-

Table 3: Mapping of Requirements to Pilots
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Each of the requirements in the above table is further described and detailed bellow:
Req. No

UR1

Req. Name

Detect, collect and ingest content from online environments

Description

The system must allow users to perform automatic detection and collection
of online content of interest from social networks (e.g. Twitter, Facebook,
LinkedIn, YouTube, etc.), blogs, forums, etc., as well as audio, video, images
or any content from the LEA and realize ingestion of this content into the
RED-Alert knowledgebase.

Rationale

Users need to retrieve data for analysis in real time (streaming) or in batches
with a certain periodicity. Data should be collected from a variety of data
sources, internal or external to the project (e.g. the ability to import/interface
with other databases in order to extract related data).

Req. No

UR2

Req. Name

Refine and enrich the collected content and data

Description

The system must provide processes for normalizing the taken over content,
eliminating repetitive or irrelevant data, metadata extraction, audio capture,
audio text playback, translation, etc.

Rationale

Content refinement provides the users with the data they need in real terms,
which reduces or eliminates the time consuming activities for searchable
useful information.

Req. No

UR3

Req. Name

Filter and aggregate collected content and data

Description

The system must ensure consistent aggregation or assembly of all elements
specific to the refined content.

Rationale

Given the heterogeneity of data sources as well as the formats of the data
taken, they need to be structured, organized or qualified to be analyzed at
the time of takeover or later.

Req. No

UR4

Req. Name

View aggregated content and data to be analyzed

Description

The system will provide the user with a coherent, unitary, natural, intuitive
and explicit view of the content to be analyzed.

Rationale

Viewing aggregate content must ensure both synthetic dashboard
functionality and analytical exploration or expansion.
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Req. No

UR5

Req. Name

Analyse and verify aggregated content based on known profiles and
patterns

Description

The system must provide the user with complex tools capable of processing
and analysing social media messages in real-time to automatically extract
named entities, assign sentiment scoring (at general and entity level), to
detect author emotion and to classify social conversations into thousands of
topics and subtopics.

Rationale

Comprehensive content analysis provides NLP, SNA, CEP methods, identifying
and applying patterns, identifying profiles, associating profiles with structure,
identifying new items, etc.
At the same time, the complex analysis may bring some new elements
regarding the updating of modelling of patterns, profiles, correlations etc.

Req. No

UR6

Req. Name

Visualize analysis output to support decision making related to an event /
person / structure

Description

The system will provide the user with a consolidated, coherent, unitary,
natural, intuitive and explicit view of the data resulting from the complex
analysis.

Rationale

The results of complex analyzes, corroborated with known historical data,
can underpin decision-making processes to extend the analysis. They can also
strengthen the transformation of discrete elements into phenomena,
highlight certain correlations, etc.

Req. No

UR7

Req. Name

Modelling profiles of terrorist organizations / groups

Description

The system will ensure the possibility of modelling profiles of terrorist
organizations’ structures or terrorist groups’ structures, with a generic
approach, including both Islamic terrorism and left or right wing extremism.

Rationale

The definition, updating and knowledge of the profiles of terrorist
organizations or groups, as characterization data and relational models, are
necessary both for carrying out specific analyzes and for establishing the
knowledge base for this issue.
Modelling involves defining, configuring and updating profiles.

Req. No

UR8

Req. Name

Modelling profiles of members of terrorist organizations / groups, including
“lone-wolves”
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Description

The system will provide the possibility of modelling the profiles of members
of terrorist organizations or groups, including "lone-wolves", focusing on both
Islamic terrorism and “left-” or “right-wing” extremism.

Rationale

Defining, updating and knowledge of the profiles of members of terrorist
organizations or groups, as characterization data and relational models, are
necessary both for carrying out specific analytic works and for building the
knowledge base of related issues.

Req. No

UR9

Req. Name

Modelling the links and connection between individuals / groups

Description

The system will identify links and connections between the user/groups
profiles and will allow the management of such links using network analysis
techniques. The system should also allow ranking and prioritization of the
"risk" level of the identified entities (groups/members/connections).

Rationale

By exploring the structure and topography of the networks of suspicious
entities identified on social media channels, new potentially dangerous
individuals and groups can be discovered and monitored. Both Islamic origin
and “left-” or “right-wing” terrorism will be considered.

Req. No

UR10

Req. Name

Modelling of behavioural, psychological, relational, and lexical patterns

Description

The system will provide the possibility of modelling patterns of action,
psychological, behavioural, relational, and lexical. The system will combine
NLP, SNA and CEP technologies to enhance network analysis of evolving
networks, detection of patterns and motifs in changing environments and to
enable the inference of probabilistic events suitable for LEAs daily activities.

Rationale

Types are made up of significant elements that have a distinct meaning
(without ambiguities). Non-ambiguity is essential in detecting a pattern.
Types are defined in relation to the "area" in which they manifest: action,
psychological, behavioural, emotional, lexical, etc.
Defining, updating and knowledge of patterns is necessary both for carrying
out specific analyzes and for building the knowledge base of this problem.
Modelling involves defining, configuring, and updating patterns.
Both Islamic origin and “left-” or “right-wing” terrorism will be considered.

Req. No

UR11

Req. Name

Modelling alert trigger conditions

Description

The system will be able to model alert trigger elements.

Rationale

Generally, the alert is triggered when a set of conditions or elements results
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from a complex analysis process. The set of "standard" elements or rules that
triggered alerts, or the combination of elements that have always led to the
same effect, can be defined.
Defining, updating, and knowing the triggering elements of alerts are
necessary to reduce response time, substantiate action decisions, and build a
knowledge base for this issue.
Modelling alert trigger elements consists of defining, configuring, and
updating these elements using visual user interface techniques.

Req. No

UR12

Req. Name

Generate and send alerts

Description

The system will ensure the generation and transmission of alerts.

Rationale

The alert is generated in a predefined format and transmitted to the
receiving entity.

Req. No

UR13

Req. Name

Receive and view alerts

Description

The system must ensure that alerts are received and visualised.

Rationale

Upon receiving an alert, it is ensured that the content is viewed and
retrieved, as well as the possibility of specific follow-up actions, such us
complex analysis and monitoring.

Req. No

UR14

Req. Name

Making correlations necessary to identify new trends in relation to known
historical data

Description

The system will ensure the possibility of modelling scenarios, providing
forecasting elements.

Rationale

Store profile patterns and alerts can be used to generate scenarios such as
"what if ..."
Such a scenario would help the user to anticipate further reactions to a
decision, especially when combining complex elements.
These scenarios can be useful in the monitoring phase of a subject, in which
case the authorities may be prepared for a wide range of possibilities to react
to the subject.

Req. No

UR15

Req. Name

Visualize aggregated elements needed to monitor a specific subject

Description

The system will provide the user with a consistent, coherent, unitary, natural,
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intuitive and explicit view of the data or indicators needed to monitor a
subject.
Rationale

A well-known subject, framed in the specific profile or pattern, should be
monitored, first and foremost, for the potential trigger element of an alert
(alone or in combination with other subjects).
In this context, monitoring can highlight trends in the forecast set.
As such, visualization of monitoring data or indicators can be achieved by
highlighting the links between "on-going" events and previous forecasts.
Monitoring - forecast integration has a regulatory role in estimating new
trends. It can also substantiate decision-making processes to extend the
analysis, monitor, or trigger the alert.

Req. No

UR16

Req. Name

Data sharing between different national entities

Description

The system must ensure data sharing between different national entities.

Rationale

The system access rules between different national entities are determined
according to the attributions in the problem and refer both to the issues
regarding the updating of the deposits and to the visualization skills.

Req. No

UR17

Req. Name

Building a collaborative model between partners

Description

The system must ensure inter-partnership communication.

Rationale

Inter-partnership communication is mandatory, both with regard to the set
of communication rules and protocols, and in relation to the data processed.
This communication is based on the exchange of alert messages.

Req. No

UR18

Req. Name

Ensuring the security, confidentiality and privacy of processed personal data

Description

The system must ensure an appropriate level of security and confidentiality,
including by preventing unauthorised or unlawful access or use of the
equipment used for the processing of personal data. The system must
maintain a record of all categories of processing activities, in respect with the
provisions of articles 24 and 29, from DIRECTIVE (EU) 2016/680.
The system must use privacy-preserving mechanisms that will allow the
capture, processing and storage of social media data in accordance to
European and national legislations.

Rationale

DIRECTIVE (EU) 2016/680 OF THE EUROPEAN PARLIAMENT AND OF THE
COUNCIL of 27 April 2016, on the protection of natural persons with regard
to the processing of personal data by competent authorities for the purposes
of the prevention, investigation, detection or prosecution of criminal
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offences or the execution of criminal penalties, and on the free movement of
such data, and repealing Council Framework Decision 2008/977/JHA.

Req. No

UR19

Req. Name

Ensuring the protection against accidental loss, destruction or damage of
processed personal data

Description

The system must ensure the protection against accidental loss, destruction or
damage of processed personal data, in respect with the provisions of articles
24 and 29, from DIRECTIVE (EU) 2016/680.

Rationale

DIRECTIVE (EU) 2016/680 OF THE EUROPEAN PARLIAMENT AND OF THE
COUNCIL of 27 April 2016, on the protection of natural persons with regard
to the processing of personal data by competent authorities for the purposes
of the prevention, investigation, detection or prosecution of criminal
offences or the execution of criminal penalties, and on the free movement of
such data, and repealing Council Framework Decision 2008/977/JHA.

Req. No

UR20

Req. Name

Supporting automated written language identification and translation

Description

The system will support automated written language identification and
translation of online content, based on Natural Language Processing (NLP)
techniques. The system must also enable automatic text summarization tools
for faster data analysis.

Rationale

Automated written language identification and translation is required in
order to discover affinities between critical information that appears in
different languages or in different means of expression in the same language.
NLP will provide the ability to extract explicit or implicit meaning from texts,
link the meaning to language-independent ontological concepts,
automatically prioritize content by levels of urgency, identify the ideology,
organisational and cultural or national orientation of the documents, and
also to discover anomalies that should facilitate discovery of misinformation
(“noise”) and intentional disinformation. NLP will enable the automatic topic
classification of suspect content and its automatic summarization in nine
languages (English, French, Spanish, Arabic, Farsi, Urdu, Hindi, Indonesian,
and Russian). More European languages will be added to support the use
cases of the project (e.g. German, Italian, and Dutch).

Req. No

UR21

Req. Name

Supporting automated conversion of multimedia content to text form

Description

The system must provide tools for feature extraction, classification, analysis,
and retrieval of multimedia content from audio, image and video data. The
system must allow detection and recognition within images and video of
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people, faces, specific objects (e.g. weapons or cars), scenes and
environments. The system must also provide features extraction from audio
content such as speech, music or notable events (e.g. gunfire or explosions).
Rationale

Feature extraction from multimedia (images, video and audio) allows for the
recognition and classification of features that can be converted into text
format and can be fed into the NLP/SNA/CEP analytics system, which will
allow for further enrichment of existing models.

Req. No

UR22

Req. Name

Supporting geolocation of online posts through IP, language, context, etc.

Description

The system must provide supporting techniques to predict the location of
posts that are not associated with explicit coordinates (geolocation), for
example by using the content of the post as well as the post’s authors social
media relationships with other users to estimate the location (e.g. by
clustering similar social media posts that are centred in a geographical area,
based on originating IP, language of the post, or context such as a specific
event or topic of interest).

Rationale

Identifying exact or approximate location of a social media post may enable
establishing further relations between individuals and/or groups, thus
enhancing the social network analysis (SNA) of the RED-Alert platform.
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7. Conclusions
The present document is the second deliverable of the first work package in the context of the
RED-Alert project. The objective of this document was to define the high-level use cases and
the initial user requirements that will be supported by the RED-Alert envisioned solution.
The definition of user requirements was carried out in close collaboration with the LEA
partners of the consortium, who described the frame of operation using a set of case studies.
Then, with the support of technical partners, the LEAs derived the high-level use cases, which
are broad enough to constitute a complete showcase for the RED-Alert solution.
Based on the provided case studies, the high-level use cases and a scientific literature review
to identify the latest trends in online terrorist activities, the technical partners extracted and
formalized the initial user requirements, which were validated and prioritized by LEAs in
respect to the expected outcome of the envisioned solution and to the expected innovations
from this project.
The identified user requirements were the classified into three priority levels:
-

High priority was assigned to all requirements originating directly from the use cases;
Medium priority was assigned to requirements originating only from literature review;
Low priority was not yet assigned to any requirement, but may be assigned to future
non-functional technical or commercial requirements identified during WP1 activities.

Next table shows the number of user requirements placed at each level of priority:

Priority Level

User Requirements

High Priority

17

Medium Priority

5

Low Priority

0

TOTAL

22
Table 4: Number of User Requirements per Priority Level

The work reported in this deliverable will be used as the foundation for further work in this
work package, namely WP1. In particular, the user requirements will be further detailed and
refined during T1.2, T1.3 and T1.4 into technical, commercial, and legal requirements
respectively, to form the bases for designing the overall system architecture of RED-Alert
platform at the end of T1.5. Also, the use cases will be further detailed into during T1.2 to fully
capture the intended functionality of the proposed solution, and documented into D1.3 –
“Technical Requirements Specification”.
Also, from the consultations with LEAs super-users, further directions to extend the
innovations of the project have arisen. For example a potential game changer would be
including other online areas beyond social networks, blogs and forums, such as the DarkNet
and mIRC channels. Further work in WP1 with the involved technical partners will establish if
such features are feasible within the scope of the current project, or they will be postponed to
the exploitation phase, or even to a subsequent research project.
This project has received funding from the European Union’s Horizon 2020
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