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1. Executive Summary 

Terrorism has its own frame and structure. As all organizations that consist of many individuals 
and conduct several tasks, the actions of terrorists are driven by a hierarchical background. 
However, in several cases, this hierarchy is hidden and builds up in a self-organized way. For 
traditional observation techniques, this organization seems to be wide spread, unstructured 
and loosely connected. Here comes Social Network Analysis into an important role: collecting 
small pieces of information from huge amount of data results in a holistic picture, where – if 
data allows it – the unseen hierarchical skeleton can be revealed. 

The WP3 “Social Network Analysis”, aims to provide tools and software solutions for handling 
relational data. This report presents the component for “Implement hierarchy reconstructing 
methods”, which results from Task 3.3 and describes implemented algorithms for revealing 
hierarchical structures from flat dataset, and is a part of the SNA module of RED-Alert project. 
The component constructs new networks from input data: either from co-occurrence statistics 
or from directed networks containing loops. Furthermore, quantitative measures are 
calculated for characterizing the similarity of any network to an ideal hierarchical structure. 
This report presents a short summary about the field experiences of Law Enforcement 
Agencies on the formation and properties of terrorist organizations. Further research and 
enhancement of the presented tools will be based on these guidelines. The core modules for 
hierarchy reconstruction are described with the appropriate theoretical background. 

According to the RED-Alert System Architecture (D1.7, Fig. 20), the result of this deliverable as 
part of the WP3 will function as a batch processing, middle layer between the processors of 
raw input (NLP and SMA) and the output (CEP and Visualization). Because SNA works with 
topological and statistical information, it does not need to have access to raw data, all input 
can be fully anonymized. Only the topological (relational) information must be kept from the 
original source during anonymization. In several cases, this requires pseudonym data instead 
of full (aggregated and randomized) anonymization. In cases of pseudonym data, the key for 
linking back to real persons, will be kept separately, the SNA analysis will have no access to the 
keys, which renders the pseudonym data to be practically anonymous (reverse engineering 
would require disproportional efforts). The results of this task are expected to be utilized in 
the Visualization tool and in NLP. The latter can benefit from taxonomy/ontology creation, 
when the presented algorithms are applied to linguistic entities. 
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2. Introduction 

Humans are social creatures. They try to find contacts with each other, form communities and 
act in groups. When a group grows larger, or needs to achieve some goal, the loosely 
connected “herd” becomes a structure. This structure, called hierarchy, helps to make the 
group to function in a more effective way. Advises, instructions or questions and requests will 
be exchanged within the group. Or, in general, information will flow inside the group or even 
further, between the group and the environment.  

The 3rd  Task and Deliverable of the Social Network Analysis (SNA) work package of the RED-
Alert solution, aims to provide software solutions for revealing the hidden, sometimes 
unconscious hierarchical structure from unstructured relations or simple co-occurrences.  

The Task T3.3 “Implement hierarchy reconstructing methods” of SNA work package fits well 
into the RED-Alert solution. The task builds on results coming from the NLP and SMA work 
packages. Flat, unstructured relations are expected as input from T2.3 “Linguistic feature 
identification and extraction” and T2.4 “Audio, image and video feature extraction”. Note, that 
all inputs will be anonymized by the tools from T5.1 “Privacy-preserving data processing” in 
order to ensure protection of innocent individuals. The main output of this task will be utilized 
mostly by the interactive user/analyst through T5.2 “Data visualisation tools”. We expect that 
the CEP engine will benefit from longer sequences of time ordered output of the module in the 
T4.2 “Event driven probabilistic model” to cope with uncertainty in event content, event 
occurrence, and event rules”. 

2.1. Document Scope 

This document describes the third deliverable D3.3 “Implement hierarchy reconstruction 
methods” of the WP3 – “Social Network Analysis” work package. The Methodology section 
gives a short overview of the designing principles of this component, provides an overview of 
LEAs opinions about the topic and presents general concepts of Network Science that are 
applicable here. The section “Summary of Functionalities” lists all points from the Functional 
Requirements of D1.3 “Technical Requirements Specification”, presenting how the SNA 
solution is embedded into the general framework of the RED-Alert architecture. The section 
entitled “Demonstrator of the Social Network Analysis D3.3” explains the interfaces, where 
this component can connect to other components of the RED-Alert architecture. The 
document closes with Conclusions. 

2.2. Methodology 

In order to develop a software component, which fits into the general RED-Alert solution and 
completes the tasks and delivers outputs that are expected for the other components of the 
system, the following steps were completed: 

1. Designing the representation of network concepts, which fit into the general system 

architecture, described in D1.7.  

2. Studying the possible outputs of NLP and SMA modules, in order to identify object-

relation-target triplets that are the ground of networks. 
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3. Designing a questionnaire for LEAs, that helps to collect field experiences about 

functioning and emerging of hierarchical structures in terrorism related social 

environments. 

The section 4.1 presents the input, given by LEAs, which helps development and design of 
models for hierarchy building. We present scientific background of the software solution in the 
third subsection. The section closes with instructions for installation and use of the 
component. 
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3. Summary of the Functionalities 

This section summarises the functionalities covered by the software component presented in 
this deliverable. The functionalities are referred according to the Chapter 9 - Requirements 
Specification from “D1.3 - Technical Requirements Specification”.  

Code Functional requirement description Comments 

FR4 Import batch file/data to be analysed Since SNA is a batch module, the primary 
channel for exchanging data and user 
requirements is reading and processing 
input files with appropriate meta data 
sections. 

FR21 Build hierarchy reconstruction models This is the targeted functionality. The 
component receives co-occurrences as 
JSON input and delivers reconstructed 
hierarchy as JSON formatted networks. 

FR25 Cluster nodes Hierarchical clustering methods allow 
different coarse grained overview of 
networks. 

Table 1: Functional requirements to implement hierarchy reconstructing methods 
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4. Methods for Hierarchical models 

This section presents the methodologies, used for implementing hierarchical models. First, the 
LEAs view of formation rules and processes of terrorist organizations is presented. Then the 
theoretical background from Network Science is summarized.  

4.1. Questionnaire for LEAs 

A questionnaire was designed for the LEAs in order to coordinate the input from them. The 
LEAs were free to interpret the questions to fit best to their special field of experiences. 
Among several details, the responses shed light on the differences between terrorist 
organizations at different theatres: UK (IRA), Spain (ETA), SPP and SPPS (East Europe and 
neighbouring countries), MOPS (Middle East).  

The questionnaire consisted of the following questions:  

Q# Question 

Q1 If there is a hierarchical organization in a terrorist group, how many levels does it 
have? How many subsidiaries have a leader in a terrorist group, or does it change 
with the general position of the leader? 

Q2 How does information flow from low-ranked members towards the leadership? For 
example if a lower-ranked individual has information which is of importance for the 
leadership (a possible ‘traitor’ in the group, new surveillance technologies, etc) than 
how can he/she report his findings? 

Q3 Do terrorist groups collate or share information among each other? 

Q4 Are there any (formal/informal) rules regulating information exchange among group 
members? 

Q5 In case a lower-ranked group member does not agree with the leadership, is there 
any way to leave the group and join another ? In other words: do such groups 
exchange members? If so, how common is that? 

Q6 Is there any kind of labor division in a "typical" radical group? For example, are there 
any "dedicated" people whose job is exclusively to distribute their ideas? If so, what 
are the typical ratios among the various roles? 

Q7 Are there any psychological characteristic (describing either an individual or a group) 
that can be observed (measured) on social media rendering a person/group likely to 
be susceptible for radical ideas? If so, what are the methods for inferring to such 
psychological states? 

Q8 What is the rate (what are the chances) of "de-radicalization" among those who once 
become radical? 

Q9 Does the group monitor in any way the information exchange of its members with the 
“outside world”? If so, how? 

Q10 How intensive is the relation with the "external world" of those people who are 
considered to be radical? Do they have "external" friends/acquaintances with 
different views and information or rather they live in a closed society in which ideas 
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and information is "trapped"? 

Q11 How does the collective decision making happen in a radical group? (Anybody can 
express their ideas? Or it is authoritarian? Depends on the level?) 

Q12 How strong is the effect of close radical family members? For example a radical father 
and a radical uncle determine the faith of a youth or not necessarily (with regard of 
the youngster's world view)? 

Table 2: Question to LEAs 

4.1.1. Responses from GUCI 

Q1)  
A terrorist group can present two general categories of organization: hierarchical and network. 
You can use either of these two types or a combination of both. Terrorist groups that are 
associated with an activity or political organization often require a more hierarchical structure 
in order to control terrorist violence with the political action and coordinate possible ceasefire 
agreements or impose restrictions on particular objectives that could hinder certain political 
objectives.  

Q2) 
A hierarchical structure is characterized by having a well defined vertical chain of command 
and control. Orders and instructions flow from top to bottom but do not necessarily move 
horizontally through the organization. This type of organization has a greater specialization of 
functions among which the logistics, financial, operations and intelligence and only leaders or 
top management have a general vision of the organization. 

Q3) 
The existences of a central command or a precise instruction were no longer imperative. That 
is why they began to operate in independent cells, but, obviously, these independent cells find 
it more difficult to communicate with each other and plan simultaneous attacks for the risk to 
be discovered. 

Q4) 
Terrorists no longer need to communicate directly with the leadership of the organization to 
which they belong, nor use the mobile phone or emails to know exactly what they have to do, 
when and under what circumstances. It is enough to previously agree with the receiver the 
type of signals that will be used, the initial conditions and dimensions and the restrictions. It's 
what intelligence services call SCA3 tactics (Signal, Condition, Action) 

Q5)  
Whether from the prism of the most modern jihadist terrorist groups, to the terrorism that 
Europe has suffered, and more specifically Spain with ETA, the desertion has never been 
allowed, being for the hard hit, most of the time with the execution of the defector or 
dissident. Obviously, there is no exchange of activists between terrorist groups. 

Q6) 
They could be divided into several large groups, from social assistance with an extensive 
propaganda program, including social networks and audio-visual media, to the armed wing, 
which is dedicated to the actual military struggle. 
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Q7) 
Those who join these groups are usually young and single, mostly males. The age of 
adolescence and youth is known to be a critical period, of transit, of formation and 
maturation, of adjustment and adaptation of the individual to the social environment, through 
which he seeks and tries to consolidate his own identity. It is therefore a stage of greater 
vulnerability of the individual to sources of influence or external pressure. 

Q8) 
This is a question that should be raised from the sociological point of view, more than from the 
LEAS, so to adequately answer this question, you should consult organisms that are dedicated 
to the study and monitoring of these issues. 

Q9)  
Obviously, terrorist groups exercise a strong control over the activities of their members, being 
absolutely controlled within the group. 

Q10)  
The moment a person becomes radicalized and decides to be part of a terrorist group, his link 
with his previous life, usually disappears, forming part of the new group, this being, from that 
moment, the centre of his life, disappearing ties with the rest of the world. 

Q11)  
That depends on the terrorist group, in some for example, the information is transmitted to 
the leader, who makes the decisions unilaterally. It was not so much a group process but an 
individual one. Other terrorist groups, such as the Hezbollah case, have central bodies that 
evaluate the information and decisions made. 

Q12) 
The environment is key to the radicalization of terrorists, both family and social. However, as 
in the case of point 8, it is part of the sociological approach to the problem of radicalization. 

4.1.2. Responses from SO15 

Q1) 
The answer depends on which group you are looking at. In general all groups have a 
leadership. How this is made up and what influence they have on the various tier levels of 
members though varies between each group. Therefore, without looking at specific 
organisation and then conducting a core study on each this question is difficult to quantify and 
therefore answer. 

Q2) 
As with the first question this is very dependent on which group you are looking at. For 
example, Islamic State have adopted social media to put public addresses and communiques 
out from senior leadership. This is all based on the group’s aim of mass communication as one 
of their tools to push their mandate out to the wider public and thus recruit more members. 
However, of interest the ISIS approach has caused issues recently, with lots of counter 
narrative and false messages contaminating the genuine accounts. This has led to lots of public 
claims that accounts and users are either not members of the group when they are and vice 
versa. . 

Therefore in light of the second part of the question we have seen a move towards a form of 
two factor authentication, where a user is required to undertake some verification. This can be 
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by a number of forms such as referral from a trusted account or series of questions on a closed 
forum. 

Historically, groups such as Al Qaeda have used a much more closed system. They have relied 
on tradecraft, encryption, secure messaging services and face to face contact to pass 
information. 

Again it is difficult to answer this question without looking at each individual group.  

Q3) 
Whilst undoubtedly, groups will collate intelligence and information, based on the 
investigations we have been involved in we have seen little to support groups sharing 
information with each other. Groups based in the same geographical region it is assumed 
would share if both working towards a common goal, but our experience has not provided any 
evidence of this. 

Q4) 
Again we do not have enough information to be able to answer this question. 

Q5) 
Historically, we have this seen some evidence of this relating to Irish terrorism in the UK. 
Rather than move to join a new group we tend to see dissident members leave and form new 
groups. This is generally because they disagree with the aims of the group or do not think it is 
radical enough.  

We do not have enough evidence to support if this is the case in the wider terrorist community 
other than a few highlighted cases in recent years which have been publicised by the media. 
This has tended to focus on Islamic State group members from Western European countries 
who have travelled to Iraq and Syria. Once in theatre they have realized the reality is not the 
perception they were sold and have been stopped from leaving. Usually in quite a public and 
humiliating way.   

Q6) 
Groups definitely do categorise people by their skill set. This will be based on education and 
previous experience. So relating to ISIS as an example, we did see those with computer skills 
who joined the group being funnelled into hacking divisions or multimedia brigades. As for the 
ratios we have no figures to be able to answer this and would expect this to vary dependant 
on the group’s aims and size.   

Q7)  
Lots of academic study has gone into this area. However, based on the profiles of those we 
investigate and ultimately prosecute there is no one type of profile which would suggest why 
someone is vulnerable to radicalisation. We have seen people from different social 
backgrounds, age groups, educational status and mental states all become susceptible to 
radicalisation.  

Whilst not completely answering this question, the only way we have been able to have some 
measure of success is identifying a common link within a social media group. An account that 
numerous other people in a network follow. This may identify a core person who is 
responsible for passing out a group’s rhetoric. .   
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Q8) 
We have no data to be able to answer this question. 

Q9)  
This question would be based on each group specifically. Therefore we cannot answer this.  

Q10) 
This is dependent on a case by case basis. For example, Khalid Massood, the Westminster 
Bridge attacker had displayed signs of becoming more extreme in his views. This had caused 
him to loose contact with friends and family. One could argue this is a sign of living in a closed 
society.  

As an individual becomes radicalised, the nature of them taking on a groups message does 
mean inevitably they will associate more with those pushing the message or of the same mind-
set. 

Referring back to question 7 this is dependent on a case by case basis and so a yes or no 
answer is not possible.    

Q11)  
Once again this is dependent on a group by group basis and goes back to how the leadership 
of a group is organised. Looking at the two examples given in question 2, Islamic State put a 
message out and expect individuals and small groups to act autonomously without sign off 
from the main leadership body. Al Qaeda traditionally though, have wanted to sign off on each 
terrorist attack or campaign to ensure the groups narrative is followed and a collective 
message is given.  

Q12)  
Undoubtedly, radical family members does have an effect, particularly with younger family 
members. This is because they are able to influence them and indoctrinate them at an early 
age. They can also control aspects of a youth’s life such as education and free time.  

It should be noted though that whilst this may provide some early interaction with radical 
views, certainly a person’s peer group based on our experience would have greater effect 
when determining a person moving from an extreme view to a terrorist who may be involved 
in attack planning. 

4.1.3. Responses from SPP 

Q1) 
If there is a hierarchical organization in a terrorist group, how many levels does it have? How 
many subsidiaries have a leader in a terrorist group, or does it change with the general 
position of the leader? 

Terrorist organizations generally have a central leader, mid-level cadres, and recruits who 
constantly engage in training and indoctrination. For a terrorist group to prosper, it must be 
supported by an ethnic, religious, or political base that is sympathetic to its cause. In some 
cases, however, terrorist groups do not seek to win the hearts and minds of people. Instead, 
they simply demand support. 

Terrorist groups normally have two operational wings. One is an overt/semi-covert political 
wing, and the other is a secret military wing. The political wing supports the military wing by 
providing cover and by gaining access to resources. The political wing may also engage in 
public relations efforts. Sometimes, the political wings of terrorist organizations are legally 
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registered non-profit organizations that are able to raise the cash needed for the military wing 
to fulfil their missions. 

The military wings of terrorist organizations actually carry out terrorist acts. They complete the 
planning, surveillance, and preparation needed to attack a target. The military wings of 
terrorist groups are organized in separate cells so that if one cell is compromised, the others 
can continue to function. The military wings of terrorist groups generally focus on activities 
that will maximize destruction and loss of life in order to create chaos and fear among the 
people. They also participate in bombings, assassinations, and ambushes. 

The hierarchy of terrorist organizations is fairly rigid in structure. There is always a senior 
leader and a small cadre of core leaders. These leaders tend to remain in power for many 
years and, therefore, bring continuity to their cause. Therefore, those fighting terrorists should 
probably concentrate on disrupting the chain of leadership in terrorist groups. Whereas the 
top leaders in terrorist organizations are not expendable, common members are often 
sacrificed. 

 

 

Figure 1. Roles and Types within Terrorist Hierarchies 

Q2) 
Here is an example of a Core Structure of Non-National Group: 

Member Infrastructure commanded 

Richard Finance 

Anton Military training/operations 1 

Hassan Military training/operations 2 

David Transportation 

Kim Communications and propaganda 
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The leader of a military cell is responsible for training its members, and, when an operation is 
scheduled, selecting the operational commander, giving her or him the basic objective and 
arranging whatever support is needed, and then releasing her or him from tight control to 
execute the meeting. Military leaders might have direct, possibly one-way, communications 
with their cells, or they might have to give Kim the messages to be transmitted, by means that 
Anton and Hassan have no need to know. 

Anton does not have a direct connection to Kim. Under normal circumstances, he sacrifices 
efficiency for security, by passing communications requests through Hassan. The security 
structure also means that Hassan does not know the members of Anton's cells, and Kim may 
know only ways to communicate with them but not their identity. 

Kim operates two systems of cells, one for secure communications and one for propaganda. To 
send out a propaganda message, Osama must pass it to Kim. If Kim were compromised, the 
core group might have significant problems with any sort of outside communications. 

Terrorist networks do not match cleanly to other cell systems that regularly report to a 
headquarters. The apparent al-Qaeda methodology, of letting operational cells decide on their 
final dates and means of attack, exhibits an operational pattern, but not a periodicity that 
could easily be used for an indications checklist appropriate for a warning center. Such lists 
depend on seeing a local pattern to give a specific warning. 

Hassan has two subordinates that have not yet established operational cells. These 
subordinates can be considered sleepers, but not necessarily with a sleeper cell. 

Q3) 
Understanding terrorist alliances is critical because terrorist organizations with allies are more 
lethal, survive longer and are more apt to seek weapons of mass destruction. Though terrorist 
partnerships face numerous hurdles and severing al-Qaida’s alliances has been a U.S. objective 
for over a decade, the fact is that these counterterrorism efforts have failed. 

It was allies that enabled al-Qaida to survive the immediate aftermath of 9/11. The Afghan 
Taliban stood by al-Qaida after the attack, refusing to surrender bin Laden and thereby 
precipitating the U.S. invasion of Afghanistan. Fleeing, al-Qaida was able to turn to allies in 
Pakistan to hide its operatives and punish the Pakistani government for capitulating to U.S. 
pressure to crackdown on the group. 

It was alliances that helped al-Qaida continue to terrorize. In October 2002, for example, al-
Qaida’s ally in Southeast Asia, Jemaah Islamiyah, struck a bar and a nightclub in Bali, killing 
more than 200 and injuring more than 200 more, to brutally commemorate the first 
anniversary of 9/11. 

Also, there were alliances that allowed al-Qaida to project viability. With the “prestige” that 
came with conducting 9/11, al-Qaida was able to forge more of them and indeed create 
affiliate alliances, in which partners adopted its name and pledged allegiance to bin Laden. 

Al-Qaida’s first and most notorious affiliate alliance, al-Qaida in Iraq, was formed in 2004 with 
Jordanian jihadist Abu Musab al-Zarqawi. Using the standing he accrued through his role in the 
insurgency in Iraq, Zarqawi then helped al-Qaida acquire its second affiliate in 2006, al-Qaida 
in the Islamic Maghreb. Then, in 2009, al-Qaida designated its branch in Yemen and Saudi 
Arabia as al-Qaida in the Arabian Peninsula. Its alliances spanned the Middle East and helped it 
to project power, despite the U.S. war on terrorism. 
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Q4) 
Like all the others organization, the terrorist groups have their own rules. By their very nature, 
terrorist organizations must plan their activities carefully. They must stalk, practice, study their 
victims, raise money, train recruits and carry out extensive and debilitating attacks. For this 
reason, they must be well kept in appearance. They cannot risk standing out or raising 
suspicion. Many of them have families and graduated high school. Followers are more likely to 
be high school drop outs, but one will find very well educated individuals at all levels of the 
organization. Like serial killers, they tend to have psychopathic tendencies. They have no 
compassion or sympathy for the suffering of their victims. They objectify the enemy, making 
human beings into things. Success is seen in terms of how many bodies pile up because large 
casualties are likely to bring change. And there is no remorse. Furthermore, much like the 
organized serial killer, the terror leader is a very charming talker who has an ability to electrify 
an audience. 

Q5)  
Theoretically, a lower-ranked group member can leave the group and join another. Trying to 
answer why some terrorists abandon their brethren, a terrorism expert said is critical to 
understanding the "radicalization cycle." 

The failure of the terrorist group to meet the expectations of recruits might be key to 
splintering cells from the inside. "It appears that terrorist cell members who maintain contact 
with friends and family outside the organization are more likely to withdraw," terrorism expert 
Michael Jacobson writes in a paper published in the journal of the Combating Terrorism Center 
at the U.S. Military Academy at West Point. "Perhaps, in part in recognition of this, [9/11 
hijacker Mohamed] Atta had forbidden the other 18 hijackers in the United States, from 
contacting their families to say goodbye." 

Terrorists' frequent lack of respect for their commanders also poses intriguing opportunities 
for counterterrorism officials. 

Noman Benotman, who ran a Libyan terrorist group attempting to overthrow Muammar 
Qadhafi, broke with bin Laden in 2000 over the direction of the global jihadist movement. In 
fact, Benotman claims to have urged bin Laden to abandon international terrorism altogether. 

It is unclear how many members of al Qaeda (or other terrorist groups) have quit, but the 
answer could help in the fight against terrorism. 

Jacobson, a senior fellow with the Washington Institute for Near East Policy's Stein Program on 
Counterterrorism and Intelligence, who was one of the investigators for the 9/11 Commission, 
says that exploring the motivation for terrorists leaving groups like al Qaeda is just as critical as 
understanding why they join in the first place. "Until all aspects of the radicalization cycle are 
better understood, including those who have left the terrorists' fold, it will be difficult to 
develop an effective strategy to defeat the al Qaeda movement and its ideology," he says. 

For instance, what prompts a terrorist to quit an organization like al Qaeda? For L'Houssaine 
Khertchou, it was $500. The Moroccan, who joined al Qaeda in 1991 and later trained to 
become Osama bin Laden's personal pilot, eventually turned in his al Qaeda membership card 
when a bin Laden aide refused to cover the cost of his wife's cesarean section. After another 
financial dispute, Khertchou had had enough. "If I had a gun, I would have shot [bin Laden] at 
that time," he later testified. 

Q6)  
A clandestine cell system is a method for organizing a group of people such as resistance 



 D3.3 – Implement hierarchy reconstructing methods 

  Page 19 of 40 This project has received funding from the European Union’s Horizon 2020 
research and innovation programme under grant agreement No 740688  

 

fighters, sleeper agents, or terrorists so that such people can more effectively resist 
penetration by an opposing organization (such as law enforcement). 

In a cell structure, each of the small group of people in the cell, only know the identities of the 
people in their cell. Thus, a cell member who is apprehended and interrogated (or who is a 
“mole”) will not likely know the identities of the higher-ranking individuals in the organization. 

The structure of a clandestine cell system can range from a strict hierarchy to an extremely 
distributed organization, depending on the group's ideology, its operational area, the 
communications technologies available, and the nature of the mission. 

This sort of organizational structure is also used by criminal organizations, undercover 
operations, and unconventional warfare units led by special forces. 

Q7)  
Attempts to account for the behaviour of terrorists fall into two general categories: top-down 
approaches that seek the seeds of terrorism in political, social, economic, or even evolutionary 
circumstances and bottom-up approaches that explore the characteristics of individuals and 
groups that turn to terrorism (e.g., Wieviorka 1993, 2004). These approaches are not mutually 
exclusive. In fact, approaches such as rational choice theory and relative 
deprivation/oppression theory, combine these points of view, considering interactions 
between circumstances and actors. 

Demographic studies from the 1960s and 1970s constructed a profile of the typical terrorist as 
a well-educated single male in his mid-twenties from a middle-class background. For instance, 
in a1976 study of eighteen groups, average ages of members ranged from 23.2 to 31.3. Most 
identified/convicted terrorists came from middle- or upper-middle-class backgrounds, and the 
majority had some college education (Russelland Miller 1983).These findings are similar to 
those from a contemporaneous study of 48 members of Euzkadi ta Askatasuna (ETA) (Clark 
1983). Handler (1990) investigated the relationship between political orientation and 
socioeconomic factors by tabulating Federal Bureau of Investigation (FBI) interview data, on 
right and left-wing terrorists active in the United States during the 1960s and 1970s. He 
reported that women represented a much larger proportion of left-than right-wing terrorists 
(46.2% vs. 11.2%), college completion was much more common among left- than right-wing 
terrorists (67.6% vs. 19.0 %), blue-collar occupation was more frequent among right-than left-
wing terrorists (74.8% vs.24.3%), and there was a trend for both left-and right-wing terrorists 
to achieve low-to medium-income levels even if they had college education. Weinbergand 
Eubank’s (1987) data on 451 Italian women terrorists, also reveal a predominance of those in 
their twenties, although the majority were teachers or white-collar workers. A rare controlled 
study, (Ferracuti 1982; Ferracuti and Bruno 1981; see also Post 2004), compared Italian Red 
Brigade terrorists with politically active controls, finding no notable differences in family 
backgrounds. 

The pendulum swung in the 1980s with the relative quiescence of American terrorist groups, 
the decimation of European revolutionary anarchist-Marxist groups, and the rising world 
profile of radical Islamic terrorists. The typical Palestinian terrorist of that later period was age 
seventeen to twenty-three, came from a large family with an impoverished background, and 
had low educational achievement (Strentz 1988). But the pendulum has swung again. Middle 
Eastern terrorists in the late 1990s and early twenty-first century come from a wider 
demographic range, including university students, professionals, married men in their late 
forties, and young women (Rees et al. 2002). For example, the 9/11 pilots included the middle-
aged, middle-class urban planner Mohammad Atta and the well-to-do Ziad Jarrah, a man from 
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an affluent family who attended Christian schools and enjoyed discos and beer (Carey 2002; 
Laabs and McDermott 2003; Anonymous 2004). The most recent development, the 
recruitment of women as suicide bombers, arises at least in part from the fact that the al-Aqsa 
Martyr’s Brigade—associated with Yasser Arafat’s Fatah—is the first secular group fighting for 
Palestinian independence and therefore permits females to participate (Rees et al. 2002; 
Wilkinson 2002). 

Psychological data are even sparser than socioeconomic data, although several pro-jects 
reported “typical” psychosocial characteristics of terrorists in the 1970s and 1980s. On the 
basis of unstructured interviews, American psychiatrist David Hubbard (1971) reported five 
traits of skyjackers: (1) violent, often alcoholic father; (2) deeply religious mother; (3) sexually 
shy, timid, and passive; (4) younger sisters toward whom the terrorist acted protectively; and 
(5) poor social achievement. On the basis of primarily secondhand source material regarding a 
subsample of 908 right-wing terrorists in Italy, Ferracuti, and Bruno (1981) claimed to have 
identified nine typical characteristics: (1) ambivalence toward authority, (2) defective insight, 
(3) adherence to convention, (4) emotional detachment from the consequences of their 
actions, (5) sexual role uncertainties, (6) magical thinking, (7) destructiveness, (8) low 
education, and (9) adherence to violent subculture norms and weapons fetishes. It is 
interesting that these lists, compiled a decade apart, overlap in regard to sexual role 
uncertainties and probably low education (if this is a proxy for poor social achievement). Yet 
apart from this superficial overlap, the two studies do not suggest common features of back-
ground or personality. 

Q8) 
A report that analysed 648 terrorist groups concluded that there were two main reasons for 
their elimination. 

In 83 % of cases examined, they either rejected violent tactics and became part of the political 
process, or they were destroyed by the actions of local law enforcement. 

Deradicalization, particularly counter radicalization and anti-radicalization programs, can 
contribute to bringing about both of these outcomes and can do so in two ways: 

1) ‘Deradicalized’ individuals can assist directly in countering a terrorist group or network. 
Individuals who become deradicalized and disengage from a terrorist group—either with the 
assistance of a formal program or on their own (such "self-deradicalization" is often 
precipitated by disillusionment with the cause or disenchantment with the group they were in) 
- can sometimes be persuaded to "throw in their lot" with the government and actively assist 
in the defeat of their former comrades. 

2) Deradicalization can assist in preventing the recruitment of a new generation of terrorists. 
Perhaps just as importantly as above, deradicalization, and more specifically counter-
radicalization and anti-radicalization, can sometimes play a role in "turning off the tap" of 
terrorist recruitment by reducing the flow of individuals likely to become committed enough 
to a terrorist cause to take action on its behalf. At the beginning of the terrorist recruitment 
cycle, anti-radicalization measures can be used to reduce the pool of those vulnerable to 
extremist propaganda, while counter-radicalization measures are used to reduce the numbers 
of those "transitioning to terrorism" before those willing to join terrorist groups actually 
succeed in doing so. In addition, successful initial targeting of those who are potentially willing 
to join if the opportunity arises makes it riskier and more difficult for terrorist groups or 
networks to identify, "groom," and recruit individuals. 
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There is no doubt that devising and introducing any program to deal with radicalization, 
whether it is aimed at deradicalization, counter-radicalization, or anti-radicalization, is a task 
that should not be undertaken lightly. This chapter has tried to outline both the benefits that 
could be achieved from such programs and approaches and the challenges that also must be 
confronted. 

As with so many of the words that are used to describe the phenomenon of "terrorism" and its 
associated tactics and processes, (including those that are employed to detect, deter, and 
disrupt it), the use of "deradicalization" as the single word to describe such a multi-layered 
series of processes, conditions, and outcomes revolving around "radicalization" (also a 
complex term) does not generate clarity, nor does it contribute to consistency between 
programs and approaches. However, just as progress has been made in combating "terrorism" 
by using a working-level understanding of the term, an imperfect or incomplete definition or 
understanding of "deradicalization" should not stand in the way of devising, implementing and 
evaluating programs that contribute to its objectives. 

In general, the term "deradicalization" should be applied only in the context of individuals who 
have not only become radicalized but also have made, or are in the process of making, a 
transition from the realm of rhetoric and ideas to the reality of terrorism or violent extremism. 
Finding ways to deal with such individuals in order to curtail their activities is vital, with the 
primary aim being to persuade them to disengage from the use of violence and also the desire 
to use it. Only when this occurs are wider issues of deradicalization likely to be successfully 
addressed. 

Definitional issues are not the only challenges for practitioners of counterterrorism. They must 
take a wider perspective on radicalization that considers more than the process or measures 
put in place to combat it as these types of measures are dependent upon a variety of factors, 
including geographical location, the conditions under which the measures/program operates, 
and the type of behaviour they are designed to address. Further challenges arise during the 
evaluation period, in trying to determine whether the measures or programs introduced could 
be considered successful. As with any program evaluation, it is common for those closely 
involved in program delivery to declare a program or measure to be a success when a 
dispassionate evaluation of the evidence by objective third parties may show different results. 

Finally, second and third-order impacts originating from these types of programs, as previously 
outlined based on the experiences of the United Kingdom, may not only be unexpected and 
undesirable, but they may also even be counterproductive or create an atmosphere of 
suspicion easily exploited by their opponents. To help minimize these types of unintended 
consequences, it should be considered normal practice that, while counterterrorism 
organizations have a key role to play in deradicalization and counter-radicalization, the 
responsibility for anti-radicalization programs should not be theirs alone. Social organizations, 
schools, and the police must together take the lead in antiradicalization programs, acting in an 
overt and transparent way. However, experience with Prevent activities in the United Kingdom 
also shows that in order for these community leaders and authority figures to be able to make 
informed decisions, there must be a flow of relevant information and intelligence from police 
and security agencies. This effective sharing of information is in itself a difficult process to 
manage. 

Yet, despite the many challenges and potential pitfalls, the benefits that appropriate, well 
designed and implemented programs generate warrant their inclusion within any 
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comprehensive counterterrorism strategy, albeit an inclusion that should be carefully 
considered, professionally managed, and robustly overseen. 

So it is deradicalization even possible? 

Claims of success vary, but the general assessment is that current jihadist deradicalization 
programs generally only “work” with “soft core” militant jihadists, while usually having little 
impact with hard-core members. Crucially, no thorough evaluations of any of these programs 
are available yet in the open literature and claims about their effectiveness need to be treated 
with caution. 

There are two main reasons for this. First, re-offending by terrorist prisoners is traditionally 
generally low to begin with. Based on available reviews, on average probably less than 5% of 
all terrorist prisoners will be re-convicted for involvement in terrorist-related activity. For 
some groups, the figure is even lower. In England and Wales from September 11, 2001 to 
March 31, 2008, there were 196 convictions for terrorist-related offenses, most of which were 
connected to al-Qa`ida-related extremism.  Many of these individuals received relatively short 
prison sentences, and by early 2009 nearly 100 had already been released back into society; to 
date, none have been re-arrested or convicted for subsequent involvement in terrorist activity 
(or apparently any other illegal activity).  There is no evidence that any have attempted to 
engage in terrorist activity overseas. 

Q9) 
We can tell that the most important way „to communicate” with the outside world is the 
internet. While it is still a relatively new phenomenon, terrorist organizations use of the 
internet has become one of the most complex and effective facets of their recruitment efforts. 
By spreading their ideology online, they can reach significantly more people than they ever 
could before. Al-Qaeda was one of the first terrorist groups to use the internet to expand their 
influence, however ISIS has completely revolutionized modern terrorism with their use of 
social media. There are a few reasons as to why terrorist groups use the internet; the first 
being to spread propaganda and the second reason being for communication purposes. These 
reasons often go hand and hand as the internet is typically a tool of radicalization and 
recruiters get to their targets through the communication of propaganda and certain 
manipulation techniques. 

Terrorist groups spread their propaganda in many different ways, whether it is through social 
media platforms like Twitter or by publishing a magazine a few times a year. The goal of 
spreading these messages is simple, to make their ideology seem appealing and to attract 
more people to their cause There is no "ISIS.com" or "alQaeda.org" but their propaganda can 
still be found all over the internet.  

ISIS is known for using social media platforms, predominantly Twitter, in order to spread its 
propaganda. Their activity on Twitter is so large that early in 2016, the social media company 
shut down 125,000 accounts linked to ISIS and yet they still have a massive influence online.  

ISIS places such an emphasis on media and the internet, that they have an entire section of 
their forces dedicated to producing and posting videos and recruiting materials online. 

Terrorist groups don't just post videos and pictures on social media. As mentioned above, 
some groups like al Qaeda and ISIS actually publish sizable online magazines a few times each 
year. These magazines contain everything from interviews with prominent members to 
comments on Western events. Al-Qaeda's magazine is entitled Inspire and was first published 
in June of 2010, and often contains instructions on bomb making and other tips to successfully 
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executing an attack. ISIS has 2 different magazines, Dabiq first published in 2014 and Rumiyah 
first published in 2016 (basically just a shorter version of Dabiq). These magazines are known 
for being filled with eye catching and often brutal images glorifying their cause. Rather than 
how-to guides, ISIS's magazines focus more on recruiting and spreading their extremist 
religion. 

Q10)  
Many cell systems receive support from outside the cell. This can include leaders, trainers, and 
supplies (such as the Jedburgh assistance to the French Resistance), or a safe haven for overt 
activities (such as the NLF spokesmen who could operate in Hanoi). 

External support need not be overt. Certain Shi'a groups in Iraq, for example, receive 
assistance from Iran, but this is not a public position of the government of Iran, and may even 
be limited to factions of that government. Early U.S. support to the Afghan Northern Alliance 
against the Taliban used clandestine operators from the CIA and United States Army Special 
Forces. As the latter conflict escalated, U.S. participation became overt. 

Any clandestine or covert service, especially a non-national one, needs a variety of technical 
and administrative functions, such as: 

• Forged documents and counterfeit currency 
• Apartments and hiding places 
• Communication means 
• Transportation means 
• Information 
• Arms and ammunition 
• Transport 
• Psychological operations 
• Training 
• Finance 

A national intelligence service has a support organization to deal with services like finance, 
logistics, facilities (e.g., safehouses), information technology, communications, training, 
weapons and explosives, medical services, etc. Transportation alone is a huge function, 
including the need to buy tickets without drawing suspicion, and, where appropriate, using 
private vehicles. Finance includes the need to transfer money without coming under the 
suspicion of financial security organizations. 
Q11)  
Normally the decision in a radical group it is taken by the leader. 

Leaders can be soft spoken in private life, but they light up in front of a group. Their passion is 
their belief system, and it shows when they speak. As children, the future leaders think they 
have a call go greatness. There is something about them that is special, and even family may 
fawn over them with such statements. This is a sign of megalomania, where self perceived 
superiority is ingrained. As such, they search out others who have been ‘special’ or great. 
Accordingly, they spend a lot of time alone and are drawn to revolutionary figures who they 
try to emulate. Timothy McVeigh was interested in Hitler as was Aum Shinrikyo’s Shoko 
Asahara. Vellupillai Prabhakaran, leader of the Tamil LTTE, was known to be enthralled with 
Napoleon, Alexander the Great, Shubhash Chandra Bose, and Bhagat Singh (Lawson, 2000). 
Bose and Singh were revolutionary figures and Indian leaders who engaged in violence against 
Britain for independence. 
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Successful revolutionary figures have such dramatic impacts that there are those who will 
always want to be just like them. Islamic terrorists are drawn to Sayyid Qutb. So they read 
everything they can find about their preferred hero: books, magazines, manuals.  

Because they spend so much time alone, they enjoy intricate fantasy lives. Though they usually 
come from larger families, they are aloof from brothers and sisters. They choose solitude over 
socializing, and this is something that seems to work for them within the family unit. Since 
they come from very traditional and conservative families (almost militaristic), being a quiet, 
withdrawn, and cooperative child pays off. They learn to have a controlled anger because if 
they show emotion, they are either punished or do not get their way. Vellupillai Prabhakaran 
was described as “shy” and “bookish.” Al-Zawahiri was said to be quiet and conscientious. Bin 
Laden and Shamil Basayev were described as being soft spoken. Martin McGuinness of the IRA 
is described as being calm, straight forward, and even toned in his responses. 

Q12)  
Authorities have long focused on the threat of online recruiting by terror groups, but now 
there's increasing concern about a form of Islamic radicalization that takes place where 
electronic surveillance can’t see it — around the dinner table. 

Many of the most notorious terror attacks on U.S. soil, including this month’s massacre in San 
Bernardino, were carried out by family units. The 2013 Boston Marathon bombings were a 
plot by two brothers, and three sets of Saudi brothers took part in 9/11. Two weeks ago, 
husband-and-wife team Syed Farook and Tashfeen Malik killed 14 people in San Bernardino. 

And the problem may be increasing, since the number of arrests of ISIS wannabes with family 
ties to each other, jumped in 2015. 

“It is increasingly a challenge for us to see the threat of somebody radicalizing, consuming 
poison in the privacy of their own home, because they may only show signs of radicalization to 
a very small group of people," FBI Director James Comey argued. 

The big worry is that none of the tools used to track and penetrate terror networks, including 
electronic surveillance and monitoring communications, can thwart plots hatched between 
individuals who are in regular physical contact. 

In a study of 50 high-profile terror attacks since 2001, radicalization in at least 10 cases, 
including Boston and San Bernardino, occurred within families, often involving a mentoring 
relationship between someone older and someone younger. 

"Several terrorism prosecutions in the United States have included fathers and sons, brothers, 
and even cousins,” said Karen Greenberg, director of the Fordham center. “The importance of 
this is to underscore the way in which the personal and the political often intersect in these 
cases — and also the importance of the effect of an influential often older person or figure in 
pushing the radicalization along.” 

In a study of the criminal cases brought against ISIS "wannabes" since March 2014, 14 of the 
70 individuals charged had family ties to other defendants. A husband and wife from 
Mississippi were stopped at the airport on their way to Syria and indicted for material support 
to a foreign terrorist organization. The 16-year-old brother and 17-year-old sister of a Chicago 
man were arrested with him at O'Hare airport as they all prepared to board a plane for Syria. 

Greenberg said that personal connections increasingly stand out as motivators in many of the 
ISIS cases. All 14 of the ISIS defendants with family ties to other defendants were arrested or 
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charged in 2015. And across the Atlantic, four of the nine ISIS-directed attackers who killed 
130 people in Paris were related to each other — two brothers and two cousins. 

The U.S. terror case that best illustrates family radicalization, however, and the way older 
relatives can influence younger relatives, is probably the Boston Marathon bombing, carried 
out by the Tsarnaev brothers. 

Family members told authorities early on in the investigation that older brother Tamerlan had 
encouraged younger brother Dzhokhar to embrace radical Islam. The brothers' mother, who 
returned to Russia before the bombings, also had reportedly become more radical. 

"They all loved Tamerlan. He was the eldest one and he, in many ways, was the role model for 
his sisters and his brother," Elmirza Khozhugov, 26, the ex-husband of Tamerlan's sister, Ailina, 
told the Associated Press in 2013. "You could always hear his younger brother and sisters say, 
'Tamerlan said this,' and 'Tamerlan said that.' Dzhokhar loved him. He would do whatever 
Tamerlan would say.” 

In his 2015 trial, Dzhokhar's lawyers attempted to save their client by showing the influence 
that 27-year-old Tamerlan had over his 20-year-old sibling. The strategy failed. Dzhokhar was 
convicted on all 30 counts with which he was charged and sentenced to die. 

In San Bernardino, husband-and-wife killers Farook and Malik appear to have mutually 
supported each other's radicalization over several years, with neither yet emerging as a 
controlling force. On Wednesday, Comey described how their mutual interest in jihad was 
evident before they married. 

"Late in 2013," said Comey, “during their courting phase, they were exchanging direct 
messages." 

"Before there is a physical meeting of these two people and resulting in their engagement and 
journey to the United States — they are communicating online, showing signs in that 
communication of their joint commitment to jihad and to martyrdom. Those communications 
are direct private messages." 

4.1.4. Responses from MOPS 

Preamble:  

INP Cyber Crime focuses on the activity of a single terrorist, not a group. INP will adapt the 
questionnaire for a case of a single terror activist, and respond accordingly in a summarized 
form, and not question by question. 

Terrorist organizations generally have a central leader, mid-level cadres, and recruits who 
constantly engage in training and indoctrination. For a terrorist group to prosper, it must be 
supported by an ethnic, religious, or political base that is sympathetic to its cause.  

Terrorist groups normally have two operational wings. One is an overt/semi-covert political 
wing, and the other is a secret military wing. The political wing supports the military wing by 
providing cover and by gaining access to resources. The political wing may also engage in 
public relations efforts. Sometimes, the political wings of terrorist organizations are legally 
registered non-profit organizations that are able to raise the cash needed for the military wing 
to fulfil their missions. 

The military wings of terrorist organizations actually carry out terrorist acts. They complete the 
planning, surveillance, and preparation needed to attack a target. The military wings of 
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terrorist groups are organized in separate cells so that if one cell is compromised, the others 
can continue to function. The military wings of terrorist groups generally focus on activities 
that will maximize destruction and loss of life in order to create chaos and fear among the 
people. They also participate in bombings, assassinations, and ambushes. 

The hierarchy of terrorist organizations is fairly rigid in structure. There is always a senior 
leader and a small cadre of core leaders. These leaders tend to remain in power for many 
years and, therefore, bring continuity to their cause. Therefore, those fighting terrorists should 
probably concentrate on disrupting the chain of leadership in terrorist groups. Whereas the 
top leaders in terrorist organizations are not expendable, common members are often 
sacrificed. 

The main advantages of the Internet are the essence of the alternative approach, ie, exposing 
the goals and messages of social movements in all their forms easily and efficiently. In 
addition, the network provides answers to additional needs, such as: the transfer of large 
amounts of information quickly to the public, low operating costs, simplicity, anonymity of the 
participants, independence of the geographical distance, time or physical appearance of the 
participants; Information and representation of the message, radical as it may be, while 
maintaining its originality, in an efficient and satisfying manner that surpasses other traditional 
media, which has led to its selection as a preferred tool by the different movements and 
groups, and its adoption, while understanding the value of direct communication channels 

Since 2013, we have seen technological leapfrogging in the ability of terror organizations, and 
throughout the cycle of terrorism there is a combination of the most advanced technology. We 
see the use of social networks for recruitment. Funding, incitement and weapons training can 
be done via the Internet. A Google search of 'How to Make a Bomb in Mother's Kitchen' refers 
to thousands of relevant sites that will explain how to make a bomb from materials found in 
almost every kitchen. In the Boston Marathon in 2013, for example, such tools were used. " 

It was recently reported that Twitter closed two million accounts for terrorist purposes within 
two years, and Zachariah added that "we are talking about a situation in which the actual 
execution of the attack and the coordination of real-time activity are carried out via encrypted 
networks that allow instant messaging, Telegram is the tool of choice for terrorists, and there 
is a risk that applications such as Wattsap, 

Alongside their enormous contribution to the social, cultural and economic aspects, social 
networks have also become a protected space for the terrorist organizations, as an efficient 
and safe platform for spreading incitement, funding and recruiting members. For terrorist 
movements such as ISIS which maintain an apocalyptic vision, the desire for global domination 
and expansion necessitates a continuous movement of expansion. Regists and potential 
devotees are required to be exposed to their ideology, ideas and direction with a touch of 
social contact. This restriction has generally been widespread in recent years, while 
overcoming territorial limitations through the development of the community The social 
media is very effective in influencing the processes of social contagion, the effectiveness of the 
relative speed in which the new followers adhere to an ideology. The effect of amplification 
that intensifies the process, when individual people in different places see the apocalyptic 
movement themselves and others "coming from nowhere" crystallize and maintain a virtual 
community, the group gains confidence, a sense of value and strength while their opponents 
react in panic, sometimes disproportionate 

Social media creates individual connections across large geographic areas without losing the 
intimate dimension. Thus, for example, the ability to communicate through peer-to-peer 
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network. A platform on the network where each end functions both as a client and as a server, 
and each end can initiate or terminate a connection and provide or demand services with a 
decentralized network without The need for mediation or dependence on a central factor The 
social media platforms are designed to disseminate broadcast content, group conversations 
and information sharing through images, audio, video and links to diverse content. This 
process brings them into contact with like-minded people For people who are prone to 
extremism or apocalyptic beliefs, social media makes it possible to discover and connect with 
like-minded people, get to know more people without the need for physical closeness, meet 
people with common interests In the real world, a search for radical subjects and people of 
this kind carries risks, from social and professional stigma to legal and legal consequences, or 
exposure to physical violence. Social media has removed these barriers and allows them to 
consciously pursue extremes, apocalyptic ideas, a much safer environment and a functional 
shelter of anonymity 

Family, social or residential proximity to an attack 

Among the perpetrators of the attacks in the current wave of popular terrorism are those who 
are distant or close relates, such as friends or family, geographically related or through a third 
person to people killed during civilian protective actions in previous wave of terror. 

At least half of the attacks were carried out by Palestinians who had relatives or friends who 
were killed during civilian protective actions in the previous or current wave of attack, or 
geographically related. 

Beyond the basic national or religious motivations of the perpetrators, the phenomenon of 
young people who identify with them and wish to carry out revenge attacks stands out. 

4.1.5. Responses from SPPS 

Q1)  
When we speak about the hierarchy in a terrorist organization, we cannot speak of a 
classification available for each organization. 

For example DAESH can be characterized as an evolution of linear type, DAESH is a terrorist 
organization, network of structures, and a proto-state simultaneously. It’s main objective was 
to constitute, to extend and to govern the Caliphate. DAESH consists of wilayats – which are 
structures that govern the occupied territories. DAESH has terrestrial channels of 
communication between provinces that assure a rapid transfer of human resources inside the 
organization. The hierarchy is of state type: they have their own currency, their system of 
taxes and they assure a minimum of services required for a living in good conditions. 

Q2)  
When speaking about the flow of information, those who “report” don’t usually specify the 
function, the degree of hierarchy, they use just names. 

Q3)  
Speaking about the eastern Ukrainian conflict, the groups collate between them. There are 
testimonies which reflect the participation of different groups in the same battle (“SOMALI”, 
“SPARTA battalion”, “NOVORUSSIA”, “Пятнашка”, “Вежливые люди”(Kind People)). 

Q4)  
From the data that we possess, we can share that the members use nicknames/ code names 
which were used in one certain area, personal data were not used – this was a special 
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operation, the fighters didn’t have to know where is the theatre of operations and what are 
their real identities.  

One other unwritten rule may be that those “fighters”/mercenaries, once being extradited or 
turned over to the authorities were not supposed to reveal the information about tactical 
movements, leaders, and other aspects connected to the operation. 

Q5)  
We have evidence that not all the citizens who have left the front of the battle, haven’t 
returned back to their homelands. We can make reference to the Use Case sent previously(in 
one of the deliverables) in which we have presented the case of a citizen originar from 
Transnistria who fought in Ukraine, and ended being killed in Syria. 

There certainly is a connection between the mercenaries who fight in Ukraine and other 
conflict zones. 

Usually fighters who have passed certain limits, and have military experience in certain conflict 
zones, arise the need to of being involved in activities with criminal tint or combat activities. 
The big majority of the fighters tend to be included, or tend to manifest the need for 
succession of actions. 

We also confirm about the transit of the mercenary traffickers on the territory of the Republic 
of Moldova, they intended to recruit citizens from the transnistrian region for separatist fights 
in the eastern part of Ukraine. 

Q6)  
We have attestation or indications that there are kinds of labour divisions in “typical” radical 
groups. From providing logistic support to providing different potent stimulants for the 
nervous system, like amphetamine, alcohol... 

There are people whose jobs consist from exclusively distributing ideas, otherwise the 
mercenaries wouldn’t have criminal skills (one declared that it takes 1-5 seconds to kill a 
person). Furthermore, they have even educated cold blooded murderers, not only 
indoctrinated. 

Q7)  
We would rather speak about clear evidence of terrorist membership or affiliation – there are 
profiles with persons wearing military, having guns and mentioning about their birthplace 
“NovoRussia”. Respectively, the content that they share can be labelled as radical, their friends 
in their list of friends resemble, or have the same values/ ideas. 

Q8)  
The rates are low, we cannot provide statistics, usually those who came back from the front of 
battle have been imprisoned for mercenary activities. They all tend or hope to have normal 
lives, but amongst their regrets is the fact that they haven’t lost their lives “at war”. 

Q9)  
We don’t have evidence of group monitoring on information exchange of its members with 
the outside world, there are indications that the mercenaries who fight in eastern Ukrainian 
front battle have internet presence (including on social networks), otherwise, the “fighters” 
wouldn’t have access to the internet would or there would have been installed a rigorous 
control.  
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Q10)  
The “fighters”/ the mercenaries usually communicate with their families, with their 
acquaintances, they are certainly not being “trapped” in a closed society. 

Q11)  
As evidence that the decision making in a radical group is authoritarian, we bring a case of the 
Moldavian fighters who have been promised a certain amount of money per one killed person 
(3500$/person) and in fact, they have been paid miserable, as one “fighter” has mentioned, 
they have been paid the equivalent of 50$- a so-called soldier remuneration. 

When people arrive on the field of battle, when they take their guns in their hands, the 
discussion is very short, they are being remunerated miserable. We wouldn’t talk about 
remuneration at all, this is in fact, slavery. It depended on the so-called “Donbas Government” 
whether the fighters were or weren’t released. 

Q12)  
Young people are being influenced easily, especially by the family members. If older/ elder 
family members have radical ideas or beliefs, usually they are like essential principles, with no 
space for other ideas that come in contrary with their beliefs. When opinions, or credo-s are 
being instilled since the earliest age, there are very low chances that the young generation 
succeed to escape/to detach themselves from the beliefs and succeed to develop a critical 
thinking. 

We would like to accentuate that the feedback provided in this deliverable is based on 
investigations with regard to the Eastern Ukrainian front of the battle, in which have been 
involved Moldavian citizens. 

4.2. Overview of related concepts from Network Science 

4.2.1. The concept of hierarchy 

Hierarchy definition. 

Despite the fact that the word “hierarchy” is used very often, its definition is far from being 
straight forward. If we check popular sites like Wikipedia or the Cambridge Dictionary, we find 
that the available descriptions simply by-pass the problem of clarification by using 
synonymous words. For example, in Wikipedia we can read: “A hierarchy (from the Greek 
hierarchia, "rule of a high priest", from hierarches, "leader of sacred rites") is an arrangement 
of items (objects, names, values, categories, etc.) in which the items are represented as being 
"above," "below," or "at the same level as" one another”. According to the Cambridge 
dictionary, hierarchy is “a system in which people or things are arranged according to their 
importance.” In the first definition we lack the information regarding the basis of the 
“arrangement” (based on which the items are arranged), while in the second definition we do 
not know what determines the “importance” of the “people or things”. 

Very recently, a short book has been published [1] which is fully dedicated to the question of 
hierarchical structures in societies. In this book several possible definitions of hierarchy are 
discussed. 

Among others, from the above mentioned studies it turns out, that we talk about hierarchy if 
the entities of a system can be classified into levels in a way that elements on a higher level 
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determine or constrain the behaviour and/or characteristics of entities on a lower level. That 
is, in the heart of hierarchy we find behaviour-control.  

In other words, the definition can be given as follows: a system is hierarchical if it has 
elements (or subsystems) that are in dominant-subordinate relation with each other. A unit 
is dominant over another unit to the extent of its ability to influence the behaviour of the 
other. In this relation, the latter entity is called subordinate. 

Important to note, that the above definition does not tell how hierarchical the system is, 
instead, it expresses whether its elements (or subsystems) are in hierarchical relation or not. 
Furthermore, it tells the origin (the reason) and extent of the dominant-subordinate relation.  

Let’s consider for example the rock–paper–scissors game. According to the game rules, (i) the 
rock blunts the scissors, (ii) the scissors cut the paper, and (iii) the paper covers the stone. Is 
this a hierarchical system or not? For some it is, since its elements are clearly in hierarchical 
relation, but for others it is not, because no source (or “leader”) can be determined. In other 
words, there is a clear difference between the “hierarchical nature” of a system and among its 
elements, as the first one is much more subjective (depends much more on the personal taste) 
than the latter one.  

However, this is not a problem. Once it has been clarified, it is easier to understand why there 
are so many measures for hierarchy (measuring the hierarchical level of the entire system) and 
why there is no “proper one”. As best advice, one always has to choose the measure that fits 
best for the current case. 

A few comments related to the definition: 

During different group activities the influence of the members might vary. In other words, 
hierarchy is context/task sensitive, even in the same group! Somebody might be a bank leader 
(occupying a high social rank) while being somewhere at the end in the chain-of-hierarchy in 
the local gym. 

Hierarchy might vary over time. As certain characteristics of the group members change over 
time, so do their ranks.  

The influence can be either forced by the higher ranked individual (army), or it can be 
voluntary (individuals joining certain sects or online-groups). 

A higher ranked unit, by influencing the behaviour of other units more extensively, has larger 
effect on the collective group behaviour as well. 

The most common way to express the hierarchical relations among group members is by the 
usage of graphs (or networks). In this approach the units (individuals) are the nodes of the 
graph, and the arrow between the nodes expresses the dominant-subordinate relation 
between them. The weight of the edge can denote the strength of the influence exerted by 
the dominant individual on the subordinate one. 

In real-life human communities, the hierarchical level of the group is “somewhere in between” 
in the sense that the graph expressing the dominant-subordinate relations between the 
members is neither a tree (nor star-graph) nor a random graph, but somewhere in between. 
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4.2.2. Measuring hierarchy 

Hierarchy is a complex concept, which describes a feature of a network. When such a feature 
should be quantified, a single number will be associated with the whole network. There are 
many possible measures but here two of these will be considered.  

1. Global Reaching Centrality, (GRC) [2] 

2. Link Flow Hierarchy [3] 

GRC can also be applied to partially directed networks (including undirected links as well). 

GRC is based on the observation, that a node at the top of the hierarchy can send a message to 
large number of members in the network, opposed to the nodes at the bottom of the 
hierarchy, which can reach only a few other members or nobody. Reaching from one node 
another one is defined by a directed path. Node A can reach node B, when starting from node 
A and following the links according to their directions, after a finite number of steps one can 
arrive at node B. When a network is flat, the relations among the members do not form a deep 
hierarchy, this measure takes small values. Conversely, in case of deep hierarchical networks, 
there is a large difference in the number of reachable nodes between root and leaf members. 
The global reaching centrality measures the average difference between the number of 
reachable nodes from a given node, and the maximal value of reachable nodes from a single 
node. 

The second measure describes quantitatively the unambiguousness of the flow of information 
throughout a network. When a path of directed links exists, for which a walker, hopping along 
the links into the direction of them, will arrive at the starting node, the path is called a cycle. In 
case a network consists of several cycles, the flow of information is not clear, any member of a 
cycle can be the source and the target as well. Therefore, this measure calculates the relative 
number of edges not participating in any cycle. 

4.2.3. Reconstructing hierarchy from flat data 

In most real cases, where data are collected on LEAs real operational field, relational 
information does not possess explicit high ordered structure. Instead, this structure is hidden 
in the haystack, and the analyst must dig out the nontrivial correlations. This deliverable 
describes a possible solution for reconstructing the hidden backbone hierarchy from co-
occurrence frequencies of entities. 

In social media sources, several entities may be related to different object. E.g. locations, 
concepts, item names, persons, labels, can co-occur in the same tweet, post, picture etc. One 
can assume that general concept or general item names occurred more frequently and special 
items are mentioned rather rarely. If this assumption holds, it is possible to infer a 
hierarchically structured set of relationship for entities [4].  

The algorithm works as follows. The input is the co-occurrence statistics of items. This statistics 
is given either in the form of item pairs with weight equal to the number of different object, at 
that they co-occurred. Another possible input is the raw list of pairs of objects and entities, 
and the algorithm calculates the co-occurrence statistics. From the pairs of items the common 
ones are removed using a local threshold, which compares the item pair frequencies to their 
randomized version and the significantly frequent ones are kept only. From the remaining 
pairs, an undirected network is built, because co-occurrences are symmetric by definition. 
However, hierarchy is interpreted on directed networks, therefore the next step will introduce 
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directionality for the links. This is done by constructing a ranking for the nodes, defined by 
centrality measures. For possible centrality measures please refer to the D3.2 deliverable. The 
basic rule for giving directionality to the links is based on the idea, that the link must point 
from the higher ranked node to the lower ranked one. 

When the above procedure is applied on a set of co-occurring entities, a meaningful hierarchy 
of items will emerge. 

4.2.4. Coarse grained view at several resolutions – hierarchical clustering 

Large datasets, including large networks, are hard to analyse for human analysts. In order the 
gain an understanding of the processes or events, a general overview, a coarse grained version 
of the raw data are required. Here, small details are shaded and merged, only the large scale 
structures remain visible. An optimal solution should provide different levels of coarse 
graining, and it should be able to calculate drafted overviews for any selected subset of data or 
subnetwork. The SNA module solves this challenge, by implementing nested hierarchical block 
modelling with degree correction. 

Block models aggregate nodes of the network into blocks, and replaces the links between the 
nodes with links between the blocks. In this way, a coarse grained view of the network results. 
The procedure can be applied to the network of the blocks, again resulting in a more grained 
overview with even less details. The iterative coarse graining can continue until only a single 
node or block remains. Because each level aggregate blocks from the previous resolution and 
blocks or nodes at higher resolution are nested within blocks of networks with lower 
resolution, the method is named as nested hierarchical block model. The additional feature, 
degree correction, introduces the requirement to keep the degree statistics of the aggregated 
view as close as possible to the original one. 

4.2.5. Reconstructing hierarchical relations from dominance and conflicts 

The question of why and how animal and human groups form temporarily stable hierarchical 
organizations (such as, e.g., terrorist groups), has long been a great challenge from the point of 
quantitative interpretations. The prevailing observation/consensus is that a hierarchical social 
or technological structure is optimal considering a variety of aspects. This subsection discusses 
a simple quantitative interpretation of this situation, using an approach reminiscent of those 
developed for describing complex behaviour in terms of statistical mechanics. The optimal 
state will be determined by the extremum of the efficiency function:  

 

with  denoting the nature of the interaction between the units i and j and  standing for 

the ability of member i to contribute to the efficiency of the group (e.g., to be able to perform 
a successful attack). Notably, this expression for  has a similar structure to that of the 

energy as defined for spin-glasses. There is, however, an essential and novel feature of this 
approach: instead of optimizing by looking for a locally optimal state of the units in the nodes 
of a pre-defined network, the extrema are determined in the complex efficiency landscape by 
finding locally optimal network topologies using a standard Monte Carlo method.  

In this approach, the direction of the edges determines the structure or the “flows” of/on the 
directed graph, while the  values determine the total efficiency for a given configuration of 
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the edges. Thus, an edge ij has both a direction and a sign (a value 1 or -1) and the two are 
coupled in a probabilistic manner. Furthermore, a constraint is defined, which is related to the 
number of edges a node can have. The parameters p and q respectively correspond to the 
proportion of dominant and antagonistic interactions among the member s of the group. 

Searching for the optimal (most efficient) structures of the groups, one finds that the best 
performing groups have an emerging hierarchical structure involving frustrations (a member 
with a higher ability may end up at a lower level of the hierarchy. 

Remarkably, this approach results in two significantly different types of structures. It turns out 
that if the number of group members is below some limit (e.g. 120), both hierarchical and 
relatively egalitarian organization of the relations among the member’s can be optimal. This is 
demonstrated by the figure below in which the efficiency of a hierarchical group (left) and an 
egalitarian one (right) is approximately the same. 

The method and results have been disseminated in [5]. 

 

Figure 2. Two optimal states for small groups of fabricated data 
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5. Component Presentation 

The third deliverable, D3.3 “Implement hierarchy reconstructing methods” delivers software 
solutions for reconstructing unknown hierarchical relationships from unstructured, flat data, 
and provides methods for presenting large datasets at different resolutions. The output of the 
module will be utilized in Visualization Tool, and in CEP. The third task in SNA completes the 
analysis, with providing global information about the dataset. While D3.1 focused on time 
evolution and D3.2 on prediction of local relations, this task delivers multi-level resolution for 
overview. These results will be available by using the tools in the Visualization component. 
When networks in a time sequence are provided, the D3.3 tool is able to calculate a single 
valued summary measure (hierarchical measures), which can be tracked by the CEP engine. 
The CEP engine can release an alarm, when the overall structure (the hierarchical skeleton) has 
been changed abruptly. 

      
Figure 3. SNA dependencies 

The closest relation with NLP pre-processing comes from the results of D2.4 “Linguistic feature 
extraction tool”. The primary input of hierarchy reconstruction, is the co-occurrence statistics 
of entities. The Linguistic tool provides such information by Lexicological Correlations. From 
this input, a topic model and the taxonomy of topics/entities can be calculated, using the 
solutions described in the present deliverable. 

5.1. Pre-requisites 

Since the component is based on the general libraries developed in D3.1, the pre-requisites 
are the same: 

Python 3.4 or above 

NetworkX 2.1 or above 

Grapth-tool 2.27 or above 

Note, that the SNA consists of pure background batch processing components, hence no 
graphical user interface and graphical environment is needed. 
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5.2. Installation 

Under standard Ubuntu Linux environment, the appropriate Python executables with general 
libraries are preinstalled. The required NetworkX library can be installed with the command 
when the user has administration privileges 

apt install python3-networkx 

The SNA component (with the Graph-tool library) for the RED-Alert solution should be installed 
in the same directory, where the component from D3.1 was installed. Recall, that this 
directory must be in the Python library path. We recommend for installation  the general 

configure.sh 

command from the SNA repository, which was tested under Ubuntu 16.04, but other versions 
of Ubuntu and other Linux distributions are expected to work as well. After setting up the 
required environments 

cd /opt/RedAlert/SNA 

pip install -r requirements.txt 

will install the component with the appropriate libraries. Note, that the user, who runs the 
installation script must have write access to the installation directory. This user can be any 
nonprivileged user as well. 

The installation script mentioned above requires an Internet connection, but no special 
privileges. In case, when the component is installed on a secure server without internet access, 
the NetworkX 2.1 library with all SNA components (including the Graph-tool library) should be 
copied into a working directory. The component installs with the following commands 

cd /opt/REDAlert/SNA 

pip install –e ./ 

5.3. Using the software 

The current implementation of the component, reads the input from files residing in the 
working directory.  

There are four command line programs that can process data.  

The first program calculates hierarchy of entities based on co-mention network input data: 

./comention_hierarchy [input.json] [output.json] 

The input.json file is in JSON format. The network is usually weighted, where weights 
correspond to the number of shared mentions. The output.json is a Directed Acyclic Graph 
representing the hierarchical skeleton of the entities in JSON format. 

The second program extracts a clean hierarchy from a general network:  

./remove_all_loops [input.json] [output.json] 

Given a directed network with a few cycles, this software removes some edges to produce 
exactly loop-free network (Directed Acyclic Graph). 

The third program calculates hierarchy measures:  

./hierarchy_score [input_directory] [output.json] 

Given a set of networks in the input directory, the program calculates hierarchy scores for 
each network. 
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The last program calculates hierarchical blocks for a given network:  

./hierarchical_blocks [input.json] [output.json] 

For the given network in the input JSON file, the program calculates hierarchical block model 
allowing multilevel resolution of the original data. Each level of the hierarchical block model 
represents a coarse-grained view, providing better visibility and overview of large scale 
structures and relations. 

 

5.4. Sample applications on Twitter dataset 

The hierarchy reconstruction models have been applied to the person-person co-occurrence 
dataset, which was used for demonstrating the basic SNA measures in D3.1 document. This 
dataset was extracted by the NLP tools from a set of downloaded tweets. The network consists 
of nodes representing persons. Two nodes (persons) are connected (co-occurring), when they 
are mentioned at least in one tweet together. The following figure demonstrates the overall 
topology of this network. Here a subnetwork of 500 nodes have been analysed. 

 

Figure 4: Person-person co-occurrence network for benchmarking SNA computing resource 
requirements. Labels are blurred intentionally 

First, the general hierarchy reconstruction model was applied, which tries to identify the most 
general entity from the co-occurrence frequencies. Here, the “most general entity” will be the 
person, who is related to most other persons directly or indirectly.  

The reconstructed hierarchy is quite flat and therefore it is too wide to fit into this report. The 
hierarchical skeleton of the person-person sample network consists of a single component 
with a single root node and the hierarchy is only 9 levels deep. Most of the nodes reside on the 
levels 3, 4 and 5. The deepest levels (level 8 and 9) have only 7 and 5 nodes respectively. The 
hierarchical tree is very unbalanced, because most of the nodes have only a few (less than 5) 
subsidiaries, while 7 nodes have more than 50 child nodes in the hierarchy. 
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The following pair of figures shows two parts of the reconstructed hierarchy. The first figure 
shows the deepest part of the hierarchy, and the second figure presents the hierarchical 
skeleton near the root node. 

 

Figure 5: Reconstructed hierarchy of the person-person co-occurrence network: deepest part 

 

Figure 6: Reconstructed hierarchy of the person-person co-occurrence network: structure near to the 
root node 

The above hierarchical model reconstructs a strict tree-like skeleton of the network, where 
each original node is kept and all of them are embedded into the skeleton. For such situations, 
where the fine details are not important, this reconstruction model is not optimal. The analyst 
can lose the point among the many details. 

When a large scale overview is useful, the coarse graining hierarchical clustering model is 
recommended. Here, the nodes are grouped into larger collections, and the relations between 
these larger entities are the target of the analysis. Hierarchical clustering allows several levels 
of coarse graining as demonstrated in the following figure. In this figure, the clusters are 
coloured with different colours. Edges originating from nodes of a cluster are bundled in order 
two enhance the large scale structure of network. The hierarchical structure of the aggregated 
clusters is indicated with a red tree-graph. The root of the tree is put into the centre of the 
circular layout. 

The hierarchical clustering allows 3 resolution levels for the sample small network. The first 
level is the original network (nodes residing at the perimeter of the circle in the figure below). 
The nodes of the second level are indicated by the colours of the clusters and by the leaf 
nodes of the overlaid tree graph. The third level in this example consist only 5 aggregated 
nodes, indicated by the first neighbours of the central root node. The root level, where the 
network is represented by a single node is not considered as a meaningful aggregation level. 
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Figure 7: Person-person co-occurrence network with clusters.  

In the above picture different colours indicate different clusters. The overlaid red tree graph 
represents the hierarchical structure of the clusters with the root in the center of the circle.  
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6. Conclusions 

This document summarizes the results of the deliverable D3.3 Implement hierarchy 
reconstructing methods. The component is part of the Work Package 3, Social Network 
Analysis. The presented software solution works as a batch, as a background job, without 
graphical interface. However, the main outputs of the calculations are JSON formatted files 
that serve as input for the Visualization module. 

This deliverable implements models that are capable to extract non-explicit structural skeleton 
of flat relational data. The implemented solution provides multilevel resolution for large scale 
datasets, where the user can choose from several possible coarse graining levels of 
aggregation. 

The document reports a collection of responses, coming from LEAs for questions aimed to 
clarify how the hierarchical structure influences/biases the flow of information both inside a 
terrorist group and among them. These information can help us in constructing realistic 
models reflecting the way information flows in such organizations. This is crucial for two 
reasons: (i) information flow is an essential aspect for collective decision making, and (ii) a 
realistic model can show the possible ways of interventions through which the behaviour of 
the entire system (which is a terrorist unit in this case) can be modified in desirable ways. 

These inputs shed light on the processes and functions that form and create hierarchical 
structures in terrorist organizations. An interesting result of the evaluation of the 
questionnaire data is the many faceted view of hierarchy at different geographical regions.  

In the coming two years of the project, the hierarchy reconstruction models will be further 
developed and disseminated as basic research results at conferences and peer reviewed 
journals. This research will focus on the further exploitation of the responses received from 
LEAs based on the questionary included in this document. One of the research questions to be 
answered is to create a model, which reveals the resilient points of recruitment process. E.g. 
by modelling the most effective ways of information spreading and building of hierarchical 
communities, can help in planning counter actions. Further research is committed to building 
statistical reference models, by allowing only such types of randomizing steps, that are 
conform to the processes described by the LEAs. 
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