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1. Executive Summary 
ICT's 19th Annual World Summit on Counter-Terrorism took place on September 9-12, 2019. 
The Summit highlighted the need for an interdisciplinary and global approach to effectively 
deal with the threat of terrorism. ICT’s World Summit allows for the establishment of 
professional networks and fosters meaningful international cooperation in the fight against 
terrorism.  

On Wednesday September 11, 2019 took place a workshop in collaboration with the RED-Alert 
project, titled: Countering Radicalization – Technology and Policy (in Cooperation with Red 
Alert – A Horizon 2020 Project). This workshop was part of the dissemination efforts that ICT is 
leading in the RED-Alert project, and as such it was open to audience attended the ICT's 
Summit as well – which includes opinion leaders, decision makers, academics, private sectors, 
LEAs and students. 

The panel of the workshop included Adv. Lt. Col. (Res.) Uri Ben Yaakov, Senior Researcher & 
Director of Development, ICT, Dr. Monica Florea, Coordinator, RED-Alert Project, Horizon2020 
& Head of European Projects Department, SIVECO, Professor Marco Lombardi, Full Professor 
of Sociology, Università Cattolica del Sacro Cuore (UCSC), Adv. Deborah Housen-Couriel, 
Research Associate & Adjunct Lecturer, ICT, Mr. Yaniv Azani, Chief Technology Officer (CTO), 
National Cyber Unit, Israeli National Police (INP), and Mr. Ram Levi, founder and CEO of 
Konfidas. 

 

Figure 1: Workshop panelists 

In this workshop the panelists introduced the RED-Alert project and explained its background, 
the aims and the key features of the tool. Then they discussed the need to counter 
radicalization through the use of technology as well as policy, examining the technological 
needs, the legal recourse and the need for cooperation.  
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Figure 2: Countering Radicalization – Technology and Policy In Cooperation with Red Alert – A Horizon 
2020 Project 

 

 

Figure 3: RED-Alert consortium members during the World Summit 
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2. Summary 
ICT's Annual World Summit is the largest and one of the most influential events in the field of 
counter-terrorism. The conference is a vital opportunity for high-profile experts from diverse 
background of disciplines to establish professional relationships and serves as a platform for 
the formation of international cooperation. Over 1,400 top decision-makers, defense, 
intelligence and police officials, prominent academic scholars and security industry leaders 
from over 65 countries take part in the world summit on counter-terrorism. 
The 19th World Summit took place during September 09th-12th, 2019 In Herzliya, Israel. 
 
The RED-Alert workshop, “Countering Radicalization – Technology and Policy In Cooperation 
with Red Alert – A Horizon 2020 Project”, took place on September 11, 2019, as part of the 
dissemination efforts ICT is leading in the RED-Alert project, and as such it was open to 
audience of the ICT's Summit. Approx. 150 participants for ICT's Annual Summit attended the 
workshop. 
 
 

 

Figure 4: The Workshop 

The workshop was started off by Adv. Lt. Col. (Res.) Uri Ben Yaakov where he introduced the 
RED-Alert Project, funded by Horizon 2020, and explained the context and importance of the 
project. Adv. Ben Yaakov emphasized that we could no longer wage a traditional war against 
terrorists, and that a key feature of future intelligence would be big data analysis and 
becoming adaptable to face future threats.  
 
Dr. Monica Florea, the Coordinator of RED-Alert Project, Horizon2020 & Head of European 
Projects Department, SIVECO, Romania, discussed the use of RED-Alert to collect information 
and analyze data, particularly from social media channels increasingly used by terror groups. 
Perpetrators are often recruited or radicalized via online communication channels. Dr. Florea 
explained that the RED-Alert project utilizes algorithms to identify structures and clusters in 
evolving networks.  
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Figure 3: Dr. Monica Florea 

 
Professor Marco Lombardi, Full Professor of Sociology, Università Cattolica del Sacro Cuore 
(UCSC), and a partner of ICT in the H2020 Trivalent project, Milan, Italy, highlighted the need 
for a performative definition of terrorism in the face of the new framework of terrorism and 
hybrid warfare.  He went on to explain that terrorism itself is a form of communication, hence 
it is necessary to create a counter-narrative. It is essential that we don’t fall into a linear way of 
thinking when addressing the complexities involved in fighting terrorism in the digital age.  
 
Adv. Deborah Housen-Couriel, Research Associate & Adjunct Lecturer, ICT, IDC Herzliya, 
Israel, discussed a comparative analysis of regulatory models and dilemmas these models 
present in order to bolster counter-terrorism enforcement at the national and global levels. 
Adv. Housen-Couriel explained that the law is the invisible infrastructure of enforcement; if we 
don’t have an enforcement framework it is not possible to move ahead. It is important to 
focus on areas where there is a high potential for strengthening counter-terrorism 
cooperation, and to agree on the definitions of illegal terrorist activities online. Multi-
stakeholder engagement between government and private sectors is also crucial for success.  
 
Superintendent Yaniv Azani, Chief Technology Officer (CTO), National Cyber Unit, Israeli 
National Police (INP), Israel, discussed how cyber law enforcement presents unique challenges, 
as there are fewer physical leads to track down. Traditional terrorists are limited in their 
physical capabilities, but can create immense amount of damage utilizing cyber warfare with 
no physical access required. The greatest challenge is to know as much as possible, as early as 
possible, without violating the right to privacy. He emphasized the need for international 
cooperation, including joint databases and task forces, together with cooperation from the 
private sector. 
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Figure 4: Yaniv Azani 

 
Mr. Ram Levi, founder and CEO of Konfidas, Israel, emphasized that at present, most 
cyberattacks have criminal rather than terroristic intent. However, it is possible that cyber-
terrorism will occur in the future. He explained that hackers take the time to know networks 
better than the people tasked with defending them. Large corporations often have good 
cyber-security, however small to medium businesses present a security risk to the overall 
chain, and new threats are materializing every day. He stressed the need to close the skills gap 
and the need for companies and individuals to implement basic protections such as 
multifactor authorization and computer updates as a first step to improving cyber security. 
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3. Conclusions 
This workshop highlighted the need for tools such as the RED-Alert project, a Horizon 2020 
project, to be developed and deployed. Participants in this workshop emphasized the scope of 
the radicalization issue over the cyber world. The need for further cooperation between, 
private and public sectors, law enforcement agencies and nations. The need to properly define 
and identify nefarious online activity will allow law enforcement to enforce the law. The RED-
Alert project is a critical tool in the fight against online radicalization and terrorism. The need 
for cooperation and development of technological tools as listed above is the critical 
conclusion taken away from this workshop.   
Following the workshop, meetings were held with relevant parties who were interested in the 
project and the future tools. 
 

 

Figure 5: Workshop participants 


