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1. Executive Summary
The present document is the deliverable 10.4 “D10.4 – Societal Impact Report” of the
RED-Alert project.
According to the requirements of the Red Alert project, this report analyzes mainly the
impact on the potential beneficiaries of the solution developed within the project. The
report presents the benchmark for the analysis of the evolution of the level of use of
the solution and the level of accuracy of the results provided by the RED-Alert system,
during the life of the project.
The conclusions of this report consist of information that will bring the necessary
improvements to increase the level of use of the solution developed in this project.
The present deliverable is divided into two parts. First, a synthetic overview of the
state of the art of Societal Impact Assessment (SIA) is provided. Second, the results of
a series of semi-structured interviews with a selected group of stakeholders are given.
Finally, we set forth conclusions meant to facilitate and orient the necessary
improvements for the remaining years of the project.
The indicators regarding the social impact, for RED-Alert project having an
implementation period of 3 years and as targeting a period 5 years and 10 years after
the completion of the implementation, are described into the section 5.2 Societal
Impact from Annex 1 Part B, Description of action of the Grant Agreement.
The considered indicators at DoA level are as follows:
Project impact indicator (Europe-wide)
RED-Alert real-time data processing performance
(in terabytes of data per month per LEA)
RED-Alert detection performance
(F-Score)
Number of languages supported by the RED-Alert solution
(including hybrid languages and non-standard languages)
RED-Alert data privacy
(based on compliance with data privacy laws)
Number of LEAs using RED-Alert
New revenues generated by RED-Alert industrial suppliers

End of
project

End +

End +

5 years

10 years

2

4

8

95%

97%

99%

>12

>20

>30

fully compliant with EU and national laws
4
+15%

15
+30%

35
+50%

Table 1: Project impact indicators

This project has received funding from the European Union’s Horizon 2020
research and innovation programme under grant agreement No 740688

Page 7 of 30

D 10.4 – Societal Impact Report

2. Project description
In the RED-Alert project a real-time system is developed and tested, a solution that is
able to facilitate the real-time identification of terrorism-related content by
summarizing large amounts of data from social and other online sources (such as
blogs, forums).
The project has four objectives:
-

-

-

Improve available building blocks (NLP, SNA, CEP) and combine them with artificial
intelligence (AI) in order to support the language, usability and privacy-preserving
requirements of the RED-Alert solution
Integrate all building blocks (NLP, SNA, CEP) in a holistic solution with real-time
collaborative capabilities and create a baseline system (development environment) for
current and future use
Involve law enforcement agencies in the specification and the demonstration of the
RED-Alert solution
Disseminate the project results in the scientific and law enforcement communities,
prepare the exploitation of the RED-Alert solution and its individual modules

The RED-Alert solution combine AI methods with SNA and NLP technologies to detect
anomalies in content production, content nature, content spread in order to provide
early detection of terrorist activities. The input from AI, SNA and NLP technologies is
fed into a CEP engine to predict potential threat areas via patterns in content and
content production, allowing the LEAs to analyze, monitor or take action on terrorist
content detected online.

Figure 1: RED-Alert concept overview
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The solution that was developed in the RED-Alert project:
- use a distributed computing approach, allowing the system to process massive
amount of data in minimal time and enabling real-time monitoring and alerting
on online terrorist activities
- implement advanced visualization tools that allow human operators to review
large amount of intelligence in minimal time
- apply a “privacy by design” approach relying on two privacy-preserving tools
The system is able to mine data from seven social media channels. The project
monitored the emergence of novel media channels and included OK.ru and vKontakte.
API
Description
Limitation and workaround
Source
Twitter

Stream and
Search

Telegram

Telegram
Allows to build customized Requires a fake profile for the LEAs
client API and Telegram clients or bots. to monitor group chats.
Bot API
Secret one to one chats are
encrypted and cannot be
monitored; however, Telegram
requires registering a working
phone number and uploads the
entire contacts database to its
servers, creating a trail of
breadcrumbs for LEAs.

Facebook Graph API

YouTube

YouTube
Data API

Instagram Instagram
API

Provides read and write
access to real-time stream
of tweets related to
keywords (hash tags).

Rate limits on a per-user basis and
on a 15 minute basis: use alternate
tokens for public operations in
order to avoid reaching the limit.
Demographic data accessible via
Twitter’s paid enterprise API
platform (GNIP).

Can be used to query data,
create posts, and create
automated ad campaigns.
Demographic data
available.

Some limitations related to
Facebook privacy policy (access
limited to the public view of the
page).

Provides access to
activities, chats, live
broadcasts, playlists,
channels, videos,
comments and
subscriptions (ie
connection between
users).

Requires an account to
authenticate requests between the
app and the users.
Video metadata is often
manipulated by malicious
streamers to avoid detection
therefore speech to text analysis is
critical.

Provides access to realNo demographic data available.
time comments, posts and Global rate limit is currently 5,000
authors.
calls per hour.
Table 2: List of target social media channels
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3. Project Overview
Extremist and terrorist groups use the Internet for a myriad of purposes including
psychological warfare, propaganda, fundraising, recruitment and mobilization,
networking, information sharing, planning/coordination, data manipulation and
misinformation. All active terrorist groups have established at least one form of
presence on the Internet and most of them are using several formats of online
platforms. Therefore, online content monitoring and analysis is a critical part of almost
every national security investigation.
Detailed empirical research into how extremist and terrorist groups have reacted to
the rise of social media has grown in recent years. In the mid-2000s, these groups have
moved from text-heavy traditional websites to social networks built around interactive
forums allowing the sharing of mixed media. Since the late 2000s, their activity has
increasingly shifted to social media platforms, which make possible the involvement of
low-level, semi-radicalised or previously disengaged individuals in transnational
extremist conversations and movements. It is now estimated that 90% of terrorist
activity on the Internet takes place using social media and networking sites.
To fight the war against terror, Law Enforcement Agencies (LEAs) are increasingly
relying on social media intelligence (SOCMINT), a new field of intelligence covering a
wide range of applications, techniques and capabilities analysing social media data,
such as Natural Language Processing (NLP), Social Network Analysis (SNA), Artificial
Intelligence (AI) and Complex Event Processing (CEP).
Commercial tools used by LEAs (e.g. IBM i2 Coplink or Palantir) focus primarily on data
mining and predictive analytics i.e. visualizing and analysing data on maps through
time-sequence playback, centralizing multiple data stores in one system, discovering
hidden value in existing information stores, sharing data with other law enforcement
organizations.
However, currently available tools are more suitable for national crime prevention,
as they do not leverage yet the latest technologies required to map online (global)
terrorist activity, do not integrate culture-dependent knowledge and do not bridge the
gap between languages in order to discover affinities between critical information that
appears in different languages or in different means of expression in the same
language.
In order to support the fight against terror, the RED-Alert project brings data mining
and predictive analytics tools to the next level, incorporating state of the art NLP, SNA,
AI, CEP technologies to provide a complete toolkit for LEAs to collect, process,
visualize and store online data related to terrorist groups, whether related to
propaganda, fundraising, recruitment and mobilization, networking, information
sharing, planning/coordination, data manipulation and misinformation.

This project has received funding from the European Union’s Horizon 2020
research and innovation programme under grant agreement No 740688
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3.1. Objectives
The RED-Alert project’s objectives have been structured in four key areas:
Objective 1: Improve available building blocks (NLP, SNA, CEP) and combine them with
artificial intelligence (AI) in order to support the language, usability and privacypreserving requirements of the RED-Alert solution.
The NLP technology was enriched to enhance the processing of texts in key languages
currently supported by the participants: English, French, Spanish, Arabic, Farsi, Urdu,
Hindi, Indonesian and Russian. It has also been expanded the support of “hybrid
languages” (mixed languages of immigrant populations (e.g. “Frarabe”), enhancing the
support of non-standard languages (e.g. “Tweetish”) and adding key European
languages initially not supported (German, Italian, Dutch, etc.). For faster data analysis
it was developed an automatic text summarization tools.
. For this purpose, NLP and SNA technologies were combined. The analysis of the
network in the evolution of networks, the detection of patterns and patterns in
changing environments has been improved. Develop the integration and separation of
different network layers.
There were integrated the social media messages as events. Were developed event
patterns and event trends based on expert and machine learning methodologies and
were extended the CEP technology to enable the inference of probabilistic events
suitable for LEA use cases (i.e. real-time monitoring, detection and alert of situations
of interest).
Privacy mechanisms have been developed to enable the capture, processing and
storage of social media data in accordance with European and national legislation
Objective 2: Integrate all building blocks (NLP, SNA, CEP) in a holistic solution with realtime collaborative capabilities and create a baseline system (development
environment) for current and future use
The real-time capture and complex event processing for instantaneous responses to
new events was enabled and developed to permit to data capture mechanisms to
work in parallel with data processing mechanisms. This can provide the most accurate
information at any given time.
The system use the information exchange between various tools used by LEAs and
between LEAs within a data privacy environment: the system is able to act as an
information hub between heterogeneous tools used by various LEAs.
The system contains a development environment (SDK) with documented application
programming interfaces (APIs) and validated data protection checklists, in order to
allow to developers to build their own applications over the NLP, SNA and CEP building
blocks.
Objective 3: Involve law enforcement agencies in the specification and the
demonstration of the RED-Alert solution
The LEAs has defined the use cases details that were used as input to the specification
phase on usability, privacy and third party integration requirements.
This project has received funding from the European Union’s Horizon 2020
research and innovation programme under grant agreement No 740688

Page 11 of 30

D 10.4 – Societal Impact Report

Also, the LEAs had participated to the test software iteration during the development
phase, using the LEA super-users who allowed the interaction with the early software
versions, to provide feedback to the development teams.
The final version of the software was deployed for each LEA and it was used for testing
and simulations.
Objective 4: Disseminate the project results in the scientific and law enforcement
communities and prepare the exploitation of the RED-Alert solution and its individual
modules
In this project the dissemination is be made by the technological partners in the
scientific communities, but also by the LEAs teams. In both cases the classified
information were and will be removed from any public documents. LEAs can
demonstrate the results as a RES-EU classified report available only to European LEAs.
The RED-Alert solution uniquely combines NLP, SNA and CEP technologies with AI in
order to correlate social media information for the capture, processing, visualization
and storage of online terrorist content:


NLP provides the ability to 1) extract explicit or implicit meaning from texts, 2) link
the meaning to language-independent ontological concepts, automatically
prioritize content by levels of urgency, 3) identify the ideology, organisational and
cultural or national orientation of the documents, and 4) discover anomalies that
should facilitate discovery of misinformation (“noise”) and intentional
disinformation. NLP supports the automatic topic classification of suspect content
and its automatic summarization in nine languages (English, French, Spanish,
Arabic, Farsi, Urdu, Hindi, Indonesian and Russian). The project has enhanced this
capability for an additional languages and language registers: in, German, Turkish,
Hebrew, Romanian and Hungarian.



SNA allows for the immediate linking of content creators and predictions for
information diffusion through user nodes, allowing the grouping of content from
several sources (including hidden connections between authors). SNA and NLP are
able to connect various known aliases for the same individual, or even to identify
new ones based on the analysis of textual content and metadata. The analysis of
names will is performed based on culture-specific naming conventions and
extraction of implicit hints in names (including “noms de guerre” of terrorists) to
interpret the message that the name carries for initiates in the ideological
movement.



CEP detects potential threats by real-time processing of streaming data from
heterogeneous sources. If combined with SNA, it allows for locating key actors and
identifying positions within a group of humans or among terrorist cells. CEP is able
to generate real-time alerts of online terrorist activities, including probability flags
for mis- and disinformation campaigns.



AI algorithms allow the system to learn based on previous experience, enabling
the analyst to rely on AI rather than manual techniques for the detection models.
This project has received funding from the European Union’s Horizon 2020
research and innovation programme under grant agreement No 740688
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Main project results in relation to Technology Readiness Levels

The project combines research and innovation activities supporting the development
of technologies for the detection of terrorist content on the internet. The project will
progress these technologies from TRL 4 to TRL6: all the technologies listed below have
already been validated in the lab (TRL 4) and the project combines them in order to
validate (TRL 5) and demonstrate (TRL 6) the integrated solution in relevant LEA
environments in the course of the project (Table 3).
Research activities generated novel NLP tools, SNA tools and CEP tools applied to the
LEA domain. Innovation activities combine these tools together with data privacy
mechanisms, data visualization tools and meta-learning mechanisms (i.e. the capability
to adapt the NLP, SNA and CEP modules to user behavioural changes and evolving
social media usage patterns).
Technical
results

Start
TRL

End
TRL

Type

Specific research/innovation
activities

NLP tools

5

6

Research

focus on domain-languageregister, ontologies, sentiment
analysis and video feature
extraction

SNA tools

4

6

Research

focus on time-based network
dynamics, weak ties detection,
robustness to missing links,
hierarchical analysis, metadata
analysis and real-time change
detection

CEP tools

4

6

Research

focus on conversion to readable
event streams, machine-learning,
ontologies and uncertainty

Integrated
solution

4

6

Innovation

operational solution for LEAs (with
data privacy, visualization, metalearning)

Table 3: Project focus in relation to Technology Readiness Levels (TRLs)

3.1.1. Main Functions
The system functions are grouped in modules.
The Data acquisition module contains specific functions for supporting data intake
processes and activities, consisting of data collection from both online streams parsing
This project has received funding from the European Union’s Horizon 2020
research and innovation programme under grant agreement No 740688
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as well as offline batch files, data enrichment for multimedia content processing and
speech-to-text conversion, data filtering for entity recognition and domain
classification, and data privacy for anonymizing identity of online accounts and
encrypting sensitive content.
The Data visualization module contains specific functions for providing powerful and
intuitive visual tools for predictive analytics, spatial-temporal forecasts, and graph
clustering, as well as inter-LEA search feature that allow sharing anonymized
information between different RED-Alert system settings.
In the Processing and analyses group there are:
- NLP (Natural Language Processing) Module – for processing natural language in text

-

-

format, ontological mapping of language semantic concepts, linguistic features
extraction, and deep-learning for unsupervised features detection;
SNA (Social Network Analysis) Module – for modelling temporal network structure and
time evolution, predicting unknown features/links, and providing hierarchical
information for the visualization module;
CEP (Complex Event Processing) Module – for probabilistic modelling of events,
patterns and anomalies detection, and generating and displaying alerts;
ML (Meta-Learning) Module – for meta-learning processes to propose new CEP rules
and patterns, update NLP keywords vectors, and add new SNA algorithms.

The Integration Module provides a portal-like uniform user interface for the system,
user identification and access management, active monitoring and auditing of
operations, collaborative workflow management for investigative case management,
as well as actual integration services for internal application components and
interoperability services for external systems.

This project has received funding from the European Union’s Horizon 2020
research and innovation programme under grant agreement No 740688
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4. Stakeholder identification and
analysis
Based on the type of activity of the stakeholders, they can be divided into two main
categories: analytical techniques and technologies (reconstructive techniques).
Analytical techniques, according to the Stakeholder Analysis guide, “[…] the
stakeholder analysis can be part of a large SSR assessment or strategic conflict analysis
encompassing field studies and surveys. It can also be conducted during a few hours
with the project/program team as part of a monitoring and evaluation session
adjusting the theory of change in a results-oriented management exercise”1
In the first category (main category), we identified three specific categories: lawenforcement stakeholders, policy-makers, and communities. In the secondary
category, we identified two specific groups: non-governmental stakeholders, research
and development stakeholders.
The main stakeholders for the RED-Alert platform would be LEAs globally however in
light of the high adaptability of the platform, other potential markets would be the Big
Data and Analytics market and their various multimedia analytics, adaptive targeted
marketing, competitive customer intelligence, content optimization, event to cyberthreats detection, crime fighting, financial institutions and the like applications.
The RED-Alert project stands out as a marquee sample for successful implementation
of a complex integrated solution combining NLP, SNA, CEP and AI/ML for Social Media
Analytics and Open-Source Intelligence, by enabling the delivery of automated
detection of potential terrorist content in social media streams – all at a real time level
required by LEAs. The solution will be easily adaptable to other fields as mentioned in
the previous paragraph.
Stakeholder
category
Main stakeholders

Stakeholder
Security authorities (Airport, Border control)
Customs services
Cyber-crime units
Intelligence
Military intelligence
Police
International organizations (UN agencies)

1

https://issat.dcaf.ch/download/152430/3160723/Stakeholders%20Analysis%20Tool.pdf
This project has received funding from the European Union’s Horizon 2020
research and innovation programme under grant agreement No 740688
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Secondary
stakeholders

Defence and security industry
Civil industry (security applications)
Research: security and counter-terrorism researchers, ICT researchers
Industry organizations: integrated law enforcement software suppliers,
social media analytics suppliers, technology companies, financial
institutions, insurance companies
Table 4: The principal categories of stakeholders

In the RED-Alert project we provided a more detailed analysis for LEAs needs as being
the central targeted user group. However, we believe the platform is quite easily
expandable / adjustable to other fields.
Apart from crime sensing, i.e. an early detection tool for criminal and terrorist activity,
the RED-Alert has various additional key features, which can meet the needs of not
only public authorities, but industry organizations and research institutes.
The prediction tool for target audiences with the ability to detect the users’ opinions
and feelings could be beneficial for the industry organizations, such as social media
analytics suppliers for instance. It could be used as an anti-fraud detection technology
recognizing fraudulent activity, such as scams and phishing before it becomes harmful
for the entity, being helpful for decision-makers.
Governments or relevant ministries from the identified target audiences could use
RED-Alert solution to detect potential civil unrest.
In the public health sector, potential epidemics and other health issues could be
detected and this could be beneficial for the local municipalities.
In sales, sales leads and customer needs could be identified with the prediction tool.
With the same tool, in the financial sector, market predictions can be made.
Regarding online safety, bullying and harassment can be detected with the solutions
developed in the RED-Alert project.

4.1. LEAs IN RED Alert PROJECT
RED-Alert relies on counter-terrorism domain expertise provided by the 5 LEAs present
in the consortium (SO15, SPP, MOPS, GUCI, SPPS), the Institute of Counter-Terrorism
(IDC). This ensures that the developed models will produce interpretable results that
make sense in the context of counter-terrorism. Such subject matter experts are vital
for providing a context for the models and thus enriching them to increase accuracy in
detection and mapping of potential terrorist networks.
Specifically, the project includes LEAs in the design, prototype and test phase.

This project has received funding from the European Union’s Horizon 2020
research and innovation programme under grant agreement No 740688
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 Design: the 5 LEAs will select super-users (users selected for their interest in new
technologies and their communication skills) that will provide initial requirements
in the design phase
 Prototype: the 5 LEAs will involve super-users to provide iterative feedback during
the development phase, to ensure that the technology developed in the project
matches closely the needs of the end-users and has the potential to be adopted by
the LEA community at a large scale.
 Test: the 5 LEAs have run pilot based on simulated social intelligence data in
operational settings, including joint exercises
The results are described into the reports of the work package 7 and a public summary
can be found in D7.5 Pilot evaluation summary report.

This project has received funding from the European Union’s Horizon 2020
research and innovation programme under grant agreement No 740688
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5. Socio-cultural, economic, historical,
institutional and political context
Extremist and terrorist groups use the Internet for a myriad of purposes including
psychological warfare, propaganda, fundraising, recruitment and mobilization,
networking, information sharing, planning/coordination, data manipulation and
misinformation. All active terrorist groups have established at least one form of
presence on the Internet and most of them are using several formats of online
platforms2. Therefore, online content monitoring and analysis is a critical part of
almost every national security investigation.
Detailed empirical research into how extremist and terrorist groups have reacted to
the rise of social media has grown in recent years. In the mid-2000s, these groups have
moved from text-heavy traditional websites to social networks built around interactive
forums allowing the sharing of mixed media. Since the late 2000s, their activity has
increasingly shifted to social media platforms, which make possible the involvement of
low-level, semi-radicalised or previously disengaged individuals in transnational
extremist conversations and movements. It is now estimated that 90% of terrorist
activity on the Internet takes place using social media and networking sites 3.
For example, many ISIS militants maintain extremely active accounts on the popular
social media platforms. There are more than 46,000 ISIS-affiliated active Twitter
accounts with an average of 1,000 followers each. ISIS also has a strong presence on
the most popular encrypted messaging app Telegram with more than 100,000
followers. The group has even established a 24-hour Jihadi helpdesk to help its foot
soldiers spread their message around the world, recruit followers and launch more
terror attacks on foreign soil.
Critically, social media is playing a growing role in reaching out to vulnerable young
people, leading to a growing phenomenon of “jihadization” in Europe. By mid-2014,
over 2000 European citizens had joined the ji had in Syria4, creating a fertile ground for
future terrorism activities. In France only, 625 new cases of candidates to jihad were
reported by the new surveillance platform started by the French government5.

2

Frank, R., Cheng, C., & Pun, V. (2011). Social media sites: New fora for criminal, communication, and
investigation opportunities. Public Safety Canada.
3

Weimann, G. (2010). Terrorist Facebook: Terrorists and Online Social Networking.

4

Barrett, R. (2014). Foreign fighters in Syria. The Soufan Group.

5

Claudet, S. (2015). Why France should worry about its jihadist hopefuls. Al Monitor.
This project has received funding from the European Union’s Horizon 2020
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In 2019, 119 terrorist attacks occurred in EU, part of them (53) perpetrated by
radicalized individuals. The recruitment and handling of this new breed of terrorists is
done via social media and the Internet in general6.
It is therefore essential to detect cyber-propaganda in order to fight radicalization.
However, technologies providers such as Twitter admit that there is no specific tool
for identifying terrorist content on the Internet, forcing them to rely on proprietary
spam-fighting tools, user reports and human analysis in order to detect accounts
promoting terrorism7.
However, terrorist content has started to shift from Twitter to other platforms (e.g.
Periscope, Telegram) and malicious user behaviour is adapting to increased detection
attempts (malicious users now only post URLs to jihadist forums or videos, without
explicit content, and create on-the-fly secondary accounts as soon as the primary
accounts have been terminated).
To fight the war against terror, Law Enforcement Agencies (LEAs) are increasingly
relying on social media intelligence (SOCMINT), a new field of intelligence covering a
wide range of applications, techniques and capabilities analyzing social media data,
such as Natural Language Processing (NLP), Social Network Analysis (SNA), Artificial
Intelligence (AI) and Complex Event Processing (CEP).
Commercial tools used by LEAs focus primarily on data mining and predictive analytics
i.e. visualizing and analyzing data on maps through time-sequence playback,
centralizing multiple data stores in one system, discovering hidden value in existing
information stores, sharing data with other law enforcement organizations.
However, currently available tools are more suitable for national crime prevention,
as they do not leverage yet the latest technologies required to map online (global)
terrorist activity, do not integrate culture-dependent knowledge and do not bridge the
gap between languages in order to discover affinities between critical information that
appears in different languages or in different means of expression in the same
language.
In order to support the fight against terror, the RED-Alert project brings data mining
and predictive analytics tools to the next level, incorporating state of the art NLP, SNA,
AI, CEP technologies to provide a complete toolkit for LEAs to collect, process,
visualize and store online data related to terrorist groups, whether related to
propaganda, fundraising, recruitment and mobilization, networking, information
sharing, planning/coordination, data manipulation and misinformation.

6

European Union Terrorism Situation and Trend report (TE-SAT) 2020
https://www.europol.europa.eu/activities-services/main-reports/european-union-terrorism-situationand-trend-report-te-sat-2020
7

Twitter public blog. Published on August 18, 2016. Accessed at https://blog.twitter.com/2016/anupdate-on-our-efforts-to-combat-violent-extremism
This project has received funding from the European Union’s Horizon 2020
research and innovation programme under grant agreement No 740688
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The RED-Alert solution covers a wide range of social media channels, in particular new
channels such as Telegram and vKontakte, which are increasingly used by terrorist
groups to disseminate their content. The RED-Alert solution will allow LEAs to take
coordinated action in real-time while preserving the privacy of citizens.
New Threats, New Challenges

However, while progress has been made in the fight against terrorism as it relates to
Islamic terrorist groups, a new challenge has emerged in the Western world: increased
activities among radical Far Right actors who, as seen in the recent attacks in New
Zealand in March 2019 and the August 2019 attacks in El Paso, Texas, and here at
home in Europe with the attack committed in Oslo by Philip Manshaus . All three
attackers were provoked and indoctrinated online and n the case of both the New
Zealand attacker, Brenton Tarrant, and the El Paso gunman, Patrick Crusius, authorities
had no prior knowledge of their respective intentions even though they had stated
them online .
In spite of the massive efforts being made by both the EU and European and
international LEAs in recent years, content now spreads at a dizzying speed thanks to
the Internet, and particularly social media. Counter-terrorism experts are well-aware
that social media is being used more and more abundantly to spread extremist ideas
and to radicalize marginalized individuals; Facebook was also a key component of the
New Zealand attacker’s indoctrination into the White Supremacist movement and was
subsequently the platform he chose for the live dissemination of his bloody deeds
(which in turn, had the potential to inspire other similar acts). Popular message board
8Chan was used by the El Paso attacker to publish his hate-filled manifesto before he
took the lives of 20 innocent people.
The Unexpected Challenge of COVID-19

As the Oslo18, Christchurch9 and El Paso shootings made all too clear, the online space
represents the very “fertile ground” for recruiters and is a central way in which people
encounter extremist ideas, share violent tactics, and circulate livestreamed attacks.
However, with the emergence the COVID-19 pandemic and in this time of social
disruption, experts say extremists are taking advantage of fear and uncertainty
surrounding the virus and recent events. Companies are currently reporting a 12% to
15% increase in Internet use as many people search for distraction online while
isolated in their homes. Extremists have already seized the opportunity to spread
propaganda and radical right-wing content through online channels. Their instinct to

8

Norway Mosque Attacker Gets 21-Year Sentence https://www.nytimes.com/2020/06/11/world/europe/norway-

mosque-attacker-convicted.html
9

Who is Brenton Tarrant? https://www.aljazeera.com/news/2019/03/zealand-mosque-attacksbrenton-tarrant-190316093149803.html
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capitalize on human misery and suffering is consistent across the ideological spectrum,
from right-wing extremists to violent jihadists.
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6. Social impact assessment
The RED-Alert project has different types of impact: industrial and end-user impact,
scientific impact and social impact.

6.1. End-User and Industrial suppliers Impact
A successful adoption of the RED-Alert platform will mean that LEAs have indeed
improved their real time data analysis and terror prevention performance. That in turn
will translate to bolstering the competitiveness and growth of European companies,
either the consortium members who will gain professional reputation as a solution
global leader or the business sector as a whole that will enjoy a less risky environment
to operate in which may means growth, better financing, expansion and job creation.
The RED-Alert development efforts are led by four technology SMEs (INSKT, INT, MAV,
ICE) and one large industrial (SIMAVI) who own and will exploit the main exploitable
results. Successful demonstrators strengthen their competitive position as social
media analytics suppliers to the LEA community and beyond.
From the End User perspective RED-Alert development efforts are driven by end-user
(LEA) requirements in order to make sure that they are aligned with real-world
requirements. End-users selected for the project cover a variety of countries where
the terrorism pressure is medium at the time of the delivery of this deliverable
(Romania, Republic of Moldavia) to very high (Spain, UK, Israel) so the system can be
field-tested in the most demanding contexts.
Therefore, a successful validation of the RED-Alert platform by top European counterterrorism agencies in this demanding context opens a significant market opportunity
for the consortium members. If successful, it is expected that LEAs in the consortium
will roll-out the system at a larger scale and will recommend the system to their peers
for improved cross-agency real time collaboration which will increase their real time
data analysis, crime solving and terror prevention metrics even higher. The support of
Europol will also be a key to the dissemination of the project results within the LEA
community.
The project therefore has a direct impact on the efficiency and competency of LEAs to
detect, prevent and solve crimes and terror attacks. Such impact will only grow as the
adoption of the RED-Alert platform widens.
Additional direct impact will be on the growth of the consortium’s industrial suppliers:


INSKT, INT, MAV will leverage the project to develop their sales of customized social
medial analytic products towards European LEAs;
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INSKT and INT will also be able to reuse the project know-how to enhance their
existing NLP technology platforms (Inviso and Intuscan) in various application domains
(non-LEA related) such as consumer sentiment analysis;
SIMAVI will be able to reuse the project know-how on the Big Data and Analytics
projects as a software solutions provider. The complex integrated solution combining
NLP, SNA, CEP and AI/ML for Social Media Analytics and Open-Source Intelligence can
be used in different domains.

6.2. Scientific Impact
The challenge-based third pillar of Horizon 2020 emphasizes the need to take the
societal problems as a starting point for research and innovation work. The technical
work of the project requires an interdisciplinary project approach (social network
analysis, natural language processing, semantic media analysis, complex event
processing, data privacy, psychology, counter-terrorism) that can only be provided by a
combination of researchers, industry suppliers and end-users.
Several concepts have emerged in recent decades to interpret and illustrate the
process of knowledge creation, in particular the non-linear nature of innovation and
the multiple input and feedback loops required between the actors in an innovation
system. For example, new knowledge on NLP, SNA or CEP created by the RED-Alert
research is the source of improvement for industry suppliers and in return, new
market prospects for innovation identified by LEAs can point towards new avenues for
intelligent law enforcement solutions.

6.3. Societal Impact
Societal impact manifests itself by giving better tools to European LEAs, while
strengthening personal data privacy. The project results will help LEAs in Europe (and
around the world) to embrace digital technology and use social media to support their
day-to-day activities. LEAs have been undergoing far reaching change in recent years.
A reduction in the numbers of frontline staff and budgets is driving departments to
seek out innovative methods of reducing operational gaps. The level of sophistication
required to identify, track and defeat terrorism is such that disjointed legacy systems
are becoming an expensive weakness in the policing system. Emerging out of these
changes is a growing momentum in the number of new projects using advanced
analytics and threat detection based on social media intelligence.
As dependence on social media for personal and business information gathering and
dissemination is growing, social media use by law enforcement agencies will accelerate
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rapidly, prompting the need for social media training, policies, dedicated staff, and
investment in social media analytics software, all of which can be supported by the
RED-Alert project results.
The project results will also help LEAs using social media and should keep them on top
of legal and regulatory compliance issues, such as public records, data security, and
terms of use with social media providers, jurisdictional considerations, and social
media as it related to existing laws, such as those on harassment. Such issues have
gained importance and relevance against the backdrop of the various revelations of
mass surveillance and the processing of huge amounts of personal data, by security
agencies who, in certain instances did not fully respect basic data protection and
privacy tenets.

This project has received funding from the European Union’s Horizon 2020
research and innovation programme under grant agreement No 740688

Page 24 of 30

D 10.4 – Societal Impact Report

7. Analysis of results and Conclusions
7.1. Analysis of results
This section presents the results of the interviews regarding the impact that this
project can have on stakeholders.
According to the stakeholder analysis presented above, they are grouped into two
categories. Based on these two main categories, the interviews were designed in three
structures:
- A structure for the main stakeholders (LEA) who participated in the project
- A structure for the LEA who were not active participants in the project but who
-

participated in the presentations and disseminations activities made in the project
A structure for those secondary stakeholders (Industrial suppliers).

The results are being presented in tabular form, each table presenting the results from
the point of view of the impact indicators followed in this project:
1. End-User Impact
a. RED-Alert real-time data processing performance
b. RED-Alert detection performance (F-Score)
c. Number of languages supported by the RED-Alert solution (including hybrid
languages and non-standard languages)
d. Number of LEAs using RED-Alert
2. Societal Impact
a. RED-Alert data privacy (based on compliance with data privacy laws)
3. Industrial Supplier Impact
a. New revenues generated by RED-Alert industrial suppliers

End-User Impact
Real-time data processing performance
Question

Assessment

Please estimate the volume
of data that you are /
expect to process with the
RED-Alert system during
one month?

The Red-Alert project was designed to meet the need
for management and analysis of large volumes of data
of different types.

Which of the following
services or applications to
be proposed in relation
with Red Alert platform

Red-Alert is a complex system that aims to combine
various services and mechanisms for an easy analysis
of complex data.
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would you be interested to
use?
Which are your
expectations from the
services/tools selected?

The Red-Alert system aims to increase the alert and
reaction speed based on increasing the accuracy of the
analysis of the collected information.

RED-Alert detection performance (F-Score)
Question
Do you consider that REDAlert system has increased
the precision of the
identification of eventual
terrorist activities?
What is the percentage by
which the identification
accuracy has improved? (%)
Which is the percentage of
the criminal activities
identified with the help of
RED-Alert system?

Assessment
The Red-Alert system aims to increase the alert and
reaction speed based on increasing the accuracy of the
analysis of the collected information.

The Red-Alert system aims to increase the accuracy of
the result of the analysis of the collected information

On a scale from 1 to 10,
how much do you think
RED-Alert could improve
the security and trust of the
citizens?
On a scale from 1 to 10 how The Red-Alert system aims to increase the
much value does RED-Alert improvement of specific security and counterterrorism
bring to your
activities
investigations?
Which are the expected
benefits and how would
this impact your
organization?
Number of languages supported by the RED-Alert solution
(including hybrid languages and non-standard languages
Question

Assessment

Which supported languages
of the RED-Alert system
was used to detect the
criminal activities?

-

The Red-Alert system aims to increase the accuracy of the
result of the analysis of the collected information

-

The Red-Alert system aims to increase the improvement of
specific security and counterterrorism activities

Which of the following
languages could add value

-

The Red-Alert system aims to increase the accuracy of the
result of the analysis of the collected information
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to the RED-Alert system?
Table 5: End-user impact

RED-Alert detection performance (F-Score)
Question
Do you consider that REDAlert system can increase
the precision of the
identification of eventual
terrorist activities?

Assessment
The Red-Alert system aims to increase the alert and
reaction speed based on increasing the accuracy of the
analysis of the collected information.

On a scale from 1 to 10,
how much do you think
RED-Alert could improve
the security and trust of the
citizens?

The Red-Alert system aims to increase the
improvement of specific security and counterterrorism
On a scale from 1 to 10 how activities.
much value does RED-Alert
bring to your
investigations?
Number of languages supported by the RED-Alert solution
(including hybrid languages and non-standard languages
Question
Which of the following
languages could add value
to the RED-Alert system?

Assessment
-

The Red-Alert system aims to increase the accuracy of the
result of the analysis of the collected information

-

The Red-Alert system aims to increase the improvement of
specific security and counterterrorism activities

-

The Red-Alert system aims to increase the accuracy of the
result of the analysis of the collected information
Table 6: Societal impact

Industrial Impact
New revenues generated by RED-Alert industrial suppliers
Question

Assessment

You have used a solution
already developed by you
within the Red Alert
project?

Improve existing solutions and tools (NLP, SNA, CEP) to
reach the need to protect and foster the security of
individuals and society by providing innovative tools to
fight the activities of organized crime and terrorist
networks

You have developed a

Providing new tools to improve the security and
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commercial solution within
the Red Alert project?

protection systems used to reach the need to protect
and foster the security of individuals and society and
to fight the activities of organized crime and terrorist
networks
Table 7: Industrial supplier impact
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7.2. Conclusions
The results of the interviews present the societal needs satisfied by the RED-Alert
project. The project develops and improves considerably systems and tools that are
used in security and anti-terrorism systems. With the help of the RED-Alert platform it
will be easier to identify the activities of organized crime and terrorism networks or
the activities of people who recruit people for organized crime or terrorism activities.
In the context of current events, increasing security has become a necessity for
society, the security and well-being of citizens being two of the crucial values of
today's democracy. The RED-Alert project aims to improve the identification activities
of crime and recruitment activities by analyzing the texts identified in various social
networks (linguistic and morphological analysis of the texts).
The use of novel technologies that are based on the collection and processing of large
amounts of data in digital format ensures the quality of the desired improvements in
terms of improving analysis performance and increasing the accuracy of the results.
Carrying out this impact analysis, through interviews, increased communication by
providing also information to the main stakeholders of the potential of these solutions
to increase the security of the society in which we live.
On the other hand, the problem of the technical competencies and of the
understanding of the limitations of the solutions by end-users has emerged. These
kind of problems will be solved during the training sessions that will take place during
the use of the solution after the completion of the project and such trainings shall be
mandatory to be provided at each system implementation as a best approach for
managing the complexity of the system.
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